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1 Introduction

The Dynamic Host Configuration Protocol (DHCP) Server Management Protocol (DHCPM) defines
remote procedure call (RPC) interfaces that provide methods for remotely accessing and administering
the DHCP server. This R PC-based client/server protocol is used to configure, manage, and monitor a
DHCP server.

An application implementing this protocol can remotely administer the DHCP server. This protocol

enables service monitoring as well as creating, updating, and deleting DHCP scopes and associated
configuration options; retrieving and setting DHCP server bindings; and retrieving and creating DHCP

client lease records.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

American National Standards Institute (ANSI) character set : A character set defined by a
code page approved by the American National Standards Institute (ANSI). The term "ANSI" as
used to signify Windows code pages is a historical reference and a misnomer that persists in the

Windows community. The source of this misnomer stems from the fact that the W indows code
page 1252 was originally based on an ANSI draft, which became International Organization for
Standardization (ISO) Standard 8859 -1 [ISO/IEC -8859 -1]. In Windows, the ANSI character set

can be any of the following code pages: 1252, 1250, 1251, 1253, 1254, 1255, 1256, 1257,

1258, 874, 932, 936, 949, or 950. For example, "ANSI application" is usually a reference to a

non -Unicode or code -page -based application. Therefore, "ANSI characte r set" is often misused
to refer to one of the character sets defined by a Windows code page that can be used as an

active system code page; for example, character sets defined by code page 1252 or character

sets defined by code page 950. Windows is now ba sed on Unicode, so the use of ANSI character
sets is strongly discouraged unless they are used to interoperate with legacy applications or
legacy data.

audit log : A record of activities performed by the Dynamic Host Configuration Protocol (DHCP)
server . The name ofthe auditlog file is based on the current day of the week. For example,
on Monday the name of the auditlog file is DhcpSrvLog -Mon.

authentication level : A numeric value indicating the level of authentication or message protection
that remote procedure call (RPC) will apply to a specific message exchange. For more
information, see C706] section 13.1.2.1 and MS -RPCE].

Authentication Service (AS) : A service that issues ticket granting tickets (TGTs), which are used
for authenticating principals within the realm or domain served by the Authentication Ser vice .

backup : The process of copying data to another storage location for safe keeping. This data can
then be used to restore lost information in case of an equipment failure or catastrophic event.

client : A computer on which the remote procedure call (RPC ) client is executing.

client -last -transaction -time : The time at which this server last received a DHCPv4 request from
a given DHCPv4 client.

condition : A condition ofa policy that specifies one of the fields in a DHCP Client  request and
the value that the field should contain to match the condition . The condition also contains an
index that identifies the expression with which the condition  is associated.

Coordinated Universal Time (UTC) : A high -precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
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around the world are expressed as positive and negat ive offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC -0 (or GMT).

DHCP Administrators . A security group whose members have administ rative privileges to a
Dynamic Host Configuration Protocol (DHCP) server . The users of this group can view as well as
change the configuration, setting, and DHCP clients' lease records from the DHCP server

DHCP client : The remote procedure call (RPC) clients that use the Dynamic Host
Configuration Protocol Server Management Protocol (DHCPM) to configure, manage, and monitor
the Dynamic Host C  onfiguration Protocol (DHCP) server

DHCP server database : A file stored in the persistent store. The database contains Dynamic Host
Configuration Protocol (DHCP) server configuration and DHCP client lease record information.

DHCP server statistics : Statistics tha t define parameters, such as start time, uptime, number of
various DHCP packets received by the DHCP server , number of scopes config ured, number of
total available addresses, and number of addresses used.

DHCP users : A security group whose members have read -only access to the DHCP  server .The
users of this group can read the configuration, settings, and the DHCP clients' lease record
from the DHCP server but cannot modify it.

DHCPvV4 client unique ID : The unique identifier for a DHCPv4 client thatis generated by
combining the sub  net address, network interface type, and DHCPv4 client  -identifier  of the
DHCP client

DHCPv4 client  -identifier : A unique identifier ~ for a DHCPv4 client , as specifiedin [REC2132
section 9.14.

DHCPvV6 client  -identifier : A DUID thatis used to identify a DHCPv6 client .

DHCPV6 stateless client inventory : An inventory of stateless clients being serviced by the
DHCPv6 server , maintained in the persistent store.

domain member (member machine) : A machine that is joined to a domain by sharing a secret
between the machine and the domain.

domain name  : A name with a structure indicated by do ts.

Domain Name System (DNS) : A hierarchical, distributed database that contains mappings of
domain names to various types of data, such as IP addresses. DNS enables the location of
computers and services by user -friendly names, and it also enables the dis covery of other
information stored in the database.

DUID : A DHCP unique identifier that is used to identify DHCPV6 clients and servers, as specified in
RFC3315] section 9.

Dynamic Host Configuration Protocol (DHCP) : A protocol that provides a framework for
passing configuration information to hosts on a TCP/IP network, as described in RFC2131] .

Dynamic Host Co  nfiguration Protocol (DHCP) client - An Internet host using DHCP to obtain
configuration parameters such as network addresses.

Dynamic Host Configuration Protocol (DHCP) server : A computer running a DHCP service that
offers dynamic configuration of IP addre sses and related information to DHCP -enabled clients

endpoint : The IP address of a network interface on which the Dynamic Host Configuration Protocol
(DHCP) server islistening for DHCP client requests.

exclusion range : The range of IP addresses in a scope that are not given out to DHCP clients
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expression : A construct that serves two purposes: specifies the logical operator (AND/OR) to be
used between 2 conditions of a policy ; and specifies the index of the expressions  that are
parent to it. Taken together, conditions  and expressions  specify policy classification criteria.

failover : A backup operation that automatica Ily switches to a standby database, server, or
network if the primary system fails or is temporarily shut down for servicing. Failover isan
important fault tolerance function of mission -critica | systems that rely on constant accessibility.
To the user, failover automatically and transparently redirects requests from the failed or down
system to the backup system that mimics the operat ions of the primary system. A failover
operation is always followed by a failback operation, which is the process of returning production
to its original location.

failover relationship : An ass ociation between two DHCPv4 servers, for example, a primary
server anda secondary server , that provides a resilient and highly avai lable solution to
DHCPv4 clients.

globally unique identifier (GUID) : Aterm used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms des cribed in
RFC4122] or [C706] must be used for generating the GUID . See also universally unique
identifier (UUID)

hotstandby mode : A DHCPV4 server failover configuration mode in which only one of the two
serversina failover relationship is designated to resp  ond to all client requests: this first
server is referred as the primary server . The second server, referred as the secondary
server (the hot standby server), begins to serve clients when the first server goes down or
there is loss of communication between the two.

Interface Definition Language (IDL) : The International Standards Organization (ISO) standard
language for specifying the i nterface for remote procedure calls. For more information, see
[C706] section 4.

IP range : Arange of IP addresses for each scope that can be assigned to a DHCP client
leaserecord :Anentryinthe  DHCP server database that defines the IP address that is leased
outtoa client . The record includes details about the IP address bound to the client , and also

contains a collection of other configuration parameters.

load distribution ratio : A DHCPv4 failover  configuration parameter that defines the percentage of
the DHCPV4 client load shared between the primary server and secondary serve r ofa
failover relationship

loadbalance mode : A DHCPV4 server failover configuration mode in which both primary server
and secondary server in a failover relationship simultaneously serve DHCPv4 clients on the
network, based on the configured load distribut ion ratio.

MADCAP lease identifier : An identifier for a Multicast Address Dynamic Client Allocation Protocol
(MADCAP) lease, as specified in RFC2730] section 2.4.

MADCAP lease record : A MADCAP lease record is an entry in the Multicast Address Dynamic
Client Allocation Protocol (MADCAP) database that defines a multicast IP address that is leased
out to a multicast  client . The record includes details about the multicast IP address bound to

the client , and also contains a collection of other configuration paramet ers.
maximum client lead time (MCLT) : The maximum amount of time, in seconds, that one server
can extend a lease for a client beyond the lease time known by the partner server
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multicast address : A recipient that subscribes to the network address to receive packets sent
using Multicast UDP. In a multicast address scenario, a packet is sent once by the sender and is
delivered to all subscribers.

multicast scope : A group of IP multicast network add resses that can be distributed by the
Dynamic Host Configuration Protocol (DHCP) server to other computers in the network using
the Multicast Address Dynamic Client Allocation Protocol (MADCAP) [RFC2730].

named pipe : Anamed, one -way, or duplex pipe for communication between a pipe server and one
or more pipe clients.

NetBIOS : A particular network transport that is part of the LAN Manager protocol suite. NetBIOS
uses a broadcast communication style that was applicable to early segmented local area
networks. A protocol family including name resolution, datagram, and connection services. For
more information, see [REC1001] and [RFC1002] .

Network Access Protection (NAP) : A feature of an operating system that provides a platform
for system health -validated access to private networks. NAP provides a way of detecting the
health state of a network client that is attempting to connect to or communicate on a network,

and limiting the access of the network cli ent until the health policy requirements have been met.
NAP is implemented through quarantines and health checks, as specified in TNC - IE-
TNCCSPBSoH] .

Network Data Representation (NDR) : A specification that defines a mapping from Interface
Definition Language (IDL) data types onto octet streams. NDR also refers to the runtime
environment that implements the mapping facilities (for example, data provided to NDR ). For

more inform ation, see [MS -RPCE] and [C706] section 14.
OEM : Original Equipment Manufacturer

opnum : An operation number or numeric identifier that is used to identify a specific remote
procedure call (RPC) method or a method in an interface. For more information, see [C706]
section 12.5.2.12 or [MS  -RPCE].

option definition : Defines an option for a vendor class . The definition consists of two parts ran
option ID  and an option name

option ID  : A unique integer value used to identify a specific option [RFC2132].

option name : Defines the name of the option. Together, the option name and the option ID
compose a unique identification of the option called an option definition

option type : The data format type used for the value of a specific DHCP option value, as specified
in [MS -DHCPM] section 2.2.1.1.10. The option definition can contain option v alues in various
format types. Options can be of type BYTE, WORD, DWORD, DWORD_DWORD, IP Address,
Unicode String, Binary, or Encapsulated binary format.

partner server :Ina DHCPv4 server  failover relationship , the partner server is a peer DHCPv4
server. Fora primary server , the partner server is the secondary server configured in the
failover relationship ; fora secondary server , the partner server is the primary server

configured in the failover relationship

policy :Asetof conditions and actions. The conditions  provide a mechanism for classifying
DHCP Clients . Classification is based on the conditions  and expressions  configured by the
user as part ofthe  policy . DHCP Client requests received byt he server are evaluated as per
the classification specified in the policy . The actions can have an associated IP address range
and/or option values. If a DHCP Client  request matches policy conditions, the client is given an
IP address from the IP address range of the policy . The client will also be given options
configured for the matched policy . A policy can be configured at the scope or server level.
Multiple policies can be configured at both the scope and server levels.
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policy IP range :An IP address range a  ssociated witha policy . Only DHCP Clients  that match
policy classific ation criteria will be leased an IP address from the policy IP range of the
matched policy .

potential -expiration -time :Thetime (add edtothe MCLT)thataserverina  failover
relationship requires its partner server to wait (), before assuming that the given lease has

expired.

primary server : In a DHCPV4 server failover configuration, the primary server in the failover
relationship is the first server that is used when an attempt is made by a DHCP client  to
obtain an IP address and options. A server is primary in the cont ext of a subnet. However, a
primary server for a given subnet can also be a secondary server for another subnet.

relay agent informa tion option  : The relay agent information option , as defined in
RFEC3046] . The option ID for the relay agent information option is 82.

remote procedure call (RPC) : A context -dependent term commonly overloaded with three
meanings. Note that much of the industry literature concerning RPC techno logies uses this term

interchangeably for any of the three meanings. Following are the three definitions: (*) The

runtime environment providing remote procedure call facilities. The preferred usage for this

meaning is "RPC runtime". (*) The pattern of requ est and response message exchange between
two parties (typically, a client and a server). The preferred usage for this meaning is "RPC

exchange". (*) A single message from an exchange as defined in the previous definition. The

preferred usage for this term is "RPC message". For more information about RPC, see [C706].

reservation : An IP address that is reserved on the DHCP server for assignment to a specific
client based on its hardware address. A reservation is used to ensure that a specific DHCP
client is always assigned the same IP address.

rogue DHCP server : A Dynamic Host  Configuration Protocol (DHCP) server thatis not an
authorized server, as specified in [RFC2131], section 7.

RPC protocol sequence : A character string that represents a valid combination of a remote
procedure call (RPC) protocol, a network layer protocol, and a transport layer protocol, as
described in [C706] and [MS -RPCE].

RPC transport  : The underlying network services used by the re mote procedure call (RPC) runtime
for communications between network nodes. For more information, see [C706] section 2.

safe period : The time interval, in seconds, after which either the primary  server or secondary
server automatically transitions to the PARTNER -DOWN state from the COMMUNICATIONS  -INT
state (section 2.2.1.1.20).

scope : Arange of IP addresses and associated configuratio n options that are allocated to DHCP
clients in a specific subnet.

scope level policy : A policy that is specified at a particular scope (subnet) and which applies
only to that scope isreferredtoasa scope level policy

secondary server : In a DHCPV4 server failover configuration, the secondary server in the
failover relationship is the server that is used to provide DHCP service when it is unavailable
from the primary DHCP server (service might be unavailable because the primary server is down
or unreachable). A server is secondary in the context of a subnet. However, a secondary server
for a given subnet can also be a primary server for another subnet.

security identifier (SID) : An identifier for security principals that is used to identify an account
or a group. Conce ptually, the SID is composed of an account authority portion (typically a
domain) and a smaller integer representing an identity relative to the account authority, termed
the relative identifier (RID). The SID format is specified in MS -DTYP] section 2.4.2; a string
representation of  SIDs is specified in[MS -DTYP] section 2.4.2 and MS -AZOD] section 1.1.1.2.
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server : A computer on which the remote procedure call (RPC) server is executing.

server level policy : A policy can be specified at each  scope (subnet) or it can be specified global
to the DHCP server. A policy which is global to the DHCP server is referred as a server -level
policy and applies to all the scopes configured on the DHCP server.

subnet ID : An ID generated by the Dynamic Host Configuration Protocol (DHCP) server . The IPv4
subnet ID  is generated by the DHCP  server by performing the binary AND operation on the
subnet IPv4 address and the IPv4 subnet mask. The IPv6 prefix ID i s generated by the DHCP
server by converting the least significant 64 bits of the IPv6 address to 0.

superscope : A feature of a DHCP server that allows an administrator to group multiple scopes as
a single administrative entity.

transaction log : A log file that the Dynamic Host Configuration Protocol (DHCP) server gener ates
to recover from incomplete transactions in the event of a DHCP server malfunction.

Transmission Control Protocol (TCP) . A protocol used with the Internet Protocol (IP) to send
data in the f orm of message units between computers over the Internet. TCP handles keeping
track of the individual units of data (called packets) that a message is divided into for efficient
routing through the Internet.

unicast : A style of resource location or a data transmission in which a client makes a request to a
single party.

Unicast Address  : An address that uniquely identifies a host on the network; any packets sent to
the address are delivered to a single host.

Unicode string  : A Unicode 8 -bit string is an order  ed sequence of 8 -bit units, a Unicode 16  -bit
string is an ordered sequence of 16 -bit code units, and a Unicode 32 -bit string is an ordered
sequence of 32 -bit code units. In some cases, it could be acceptable not to terminate with a
terminating null charact  er. Unless otherwise specified, all Unicode strings follow the UTF -16LE

encoding scheme with no Byte Order Mark (BOM).

universally unique identifier (UUID) : A 128 -bit value. UUIDs can be used for multiple
purposes, from tagging objects with an extremely short lifetime, to reliably identifying very
persistent objects in cross - process communication such as client and server interfaces, manager
entry -point vector s, and RPC objects. UUIDs are highly likely to be unique. UUIDs are also
known as globally unique identifiers (GUIDs) and these term s are used interchangeably in
the Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does
not imply or require a specific algorithm or mechanism to generate the UUID. Specifically, the
use of this term does not imply or re quire that the algorithms described in [RFC4122] or [C706]
must be used for generating the UUID.

user class : User defined classes which contain user specific DHCP options. A default user class is
implementation dependent.

vendor class : User defined classes that contain vendor -specific DHCP options. A default vendor
class is implementation defined.

MAY, SHOULD, MUST, SHOULD NOT, MUST NO T: These terms (in all caps) are used as defined
in [REC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the

most recently published version of the referenced document. However, because individual documents

in the library are not updated at the same time, the section numbers in the docu ments may not
match. You can confirm the correct section numbering by checking the Errata .
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1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will
assist you in finding the relevant information.

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
https://www2.opengroup.org/ogsys/catalog/c706

[MS - DHCPE] Microsoft Corporatio  n, " Dynamic Host Configuration Protocol (DHCP) Extensions

[MS - DHCPN] Microsoft Corporation, " Dynamic Host Configuration Protocol (DHCP) Extensions for
Network Access Protection (NAP) ",

[MS -DTYP] Microsoft Corporation, " Windows Data Types ".

[MS -ERREF] Microsoft Corporatio  n, " Windows Error Codes "

[MS -LSAT] Microsoft Corporation, " Local Security Authority (Translation Methods) Remote Protocol  ".
[MS - RPCE] Microsoft Corporation, "  Remote Procedure Call Protocol Extensions "

[MS - SAMR] Microsoft Corporation, " Security Account Manager (SAM) Remote Protocol (Client -to -
Server) ".

[RFC1034] Mockapetris, P., "Domain Names - Concepts and Facilities", STD 13, RFC 1034, November

1987, http://www.ietf.org/rfc/rfc1034.txt

[RFC1035] Mockapetris, P., "Domain Names - Implementation and Specification", STD 13, RFC 1035,
November 1987, http://www.ietf.org/rfc /rfc1035.txt

[RFC1700] Reynolds, J. and Postel, J., "Assigned Numbers", STD 2, RFC 1700, October 1994,
http://www.ietf.org/rfc/rfc1700.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc _ -editor.org/rfc/rfc2119.txt

[RFC2131] Droms, R., "Dynamic Host C onfiguration Protocol", RFC 2131, March 1997,
http://www.ietf.org/rfc/rfc2131.txt

[RFC2132] Alexander, S., and Droms, R., "DHCP Options and BOOTP Vendor Extensions", RFC 2132,
March 1997, http://www.ietf.org/rfc/rfc2132.txt

[RFC2136] Thomson, S., Rekhter Y. and Bound, J., "Dynamic Updates in the Domain Name System
(DNS UPDATE)", RFC 2136, April 1997, http://www.ietf.org/rfc/rfc2136.txt

[RFC2365] Meyer, D., "Administratively Scoped IP Multicast", BCP 23, RFC2365, July 1998,
http://www.ietf.org/rfc/rfc2 365.txt

[RFC2730] Hanna, S., Patel, B., and Shah, M., "Multicast Address Dynamic Client Allocation Protocol
(MADCAP)", RFC 2730, December 1999, http://www.ietf.org/rfc/rfc2730.txt

[RFC2780] Bradner, S., and Paxson, V., "IANA Allocation Guidelines For Values In the Internet
Protocol and Related Headers", BCP 37, RFC 2780, March 2000, http://www.ietf.org/rfc/rfc2780.txt

[RFC3004] Stump, G., Droms, R., Gu, Y., Vyaghrapuri, R., Demirtjis, A., Beser, B., and Privat, J., "The
User Class Option for DHCP", RFC 3004, June 2000, http://www.ietf.org/rfc/rfc3004.txt

[RFC3074] Volz, B., Gonczi, S., Lemon, T., and Stevens, R., "DHC Load Balancing Algorithm", RFC
3074, February 2001, http://tools.ietf.org/html/rfc3074.txt
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[RFC3315] Droms, R., Bound, J., Vo Iz, B., et al., "Dynamic Host Configuration Protocol for IPv6
(DHCPV6)", RFC 3315, July 2003, http://www.ietf.org/rfc/rfc3315.txt

[RFC3596] Thomson, S., Huitema, C., Ksinant, V., and Souissi, M., "DNS Extensions to Support IP
version 6", RFC 3596, October 2003, http://www.ietf.org/rfc/rfc3596.txt

[RFC3646] Droms, R., Ed., "DNS Configuration options for Dynamic Host Configuration Protocol for
IPv6 (DHCPV6)", RFC 3646, December 2003, http://www.ietf.org/rfc/rfc3646.txt

[RFC4242] Venaas, S., Cown, T., and Volz B., "Information Refresh Time Option for Dynamic Host
Configuration Protocol for IPv6 (DHCPV6)", RFC 4242, November 2005,
http://www.ietf.org/rfc/rfc4242.txt

[RFC4701] Stapp, M., Lemon, T., and Gustafsson, A., "A DNS Resource Record (RR) for Encodi ng
Dynamic Host Configuration Protocol (DHCP) Information (DHCID RR)", RFC 4701, October 2006,
http://www.ietf.org/rfc/rfc4701.txt

[RFC4703] Stapp, M., and Volz, B., "Resolution of Fully Qua lified Domain Name (FQDN) Conflicts
among Dynamic Host Configuration Protocol (DHCP) Clients", RFC 4703, October 2006,
http://www.ietf.org/rfc/rfc4703.txt

1.2.2 Informative References

[IETF -DHCPFOP-12] Droms, R., Kinnear, K., Stapp, M., et al., "DHCP Failover Protocol", INTERNET
DRAFT, draft -ietf -dhc-failover -12.txt, March 2003, http://tools.ietf.org/id/draft -ietf -dhc -failover -12.txt

[MSDN - AcquireCredentialsHandle] Microsoft Corporation, "AcquireCredentialsHandle (Negotiate)
function”, https://msdn.microsoft.com/en -us/library/windows/desktop/aa374714(v=vs.85).aspx

[MSDN - DHCP] Microsoft Corporation, "Dynamic Host Configuration Protocol",
htt p://technet.microsoft.com/en -us/network/bb643151.aspx

[MSDN - FreeCredentialsHandle] Microsoft Corporation, "FreeCredentialsHandle function",
http://msdn.microsoft.com/en -us/library/aa375417(V___S.85).aspx

[MSDN - GetVersionEx] Microsoft Corporation, "GetVersionEx function", http://msdn.microsoft.com/en -
us/library/ms724451(VS.85).aspx

[MSDN - RPCF] Microsoft Corporation, "RPC Functions" , http://msdn.microsoft.com/en -
us/library/aa378623(VS.85).aspx

1.3  Overview

The Dynamic Host Configuration Protocol (DHCP) Server Managemen t Protocol is a client/server
protocol that is used to remotely configure, manage, and monitor the DHCP server . This protocol
allows a client to view and update the server configuration settings as well as to create, modify, and
delete DHCP client lease records . The protocol allows a client to access and modify DHCP server
settings, enumerate and modify DHCP server configuration (DHCP scopes , reservations
exclusions , option definition , and option values), and monitor DHCP client lease records.

The DHCP Server Management Protocol (DHCPM) is a stateless protocol with no state shared a cross
RPC method calls. Each RPC method call contains one complete request. Output from one method call

can be used as an input to another call, but the protocol does not provide for locking of the DHCP
server configuration or state data across method calls. For example, a client enumerates DHCP

subnets with one call and then retrieves the properties of one or more DHCP subnets with another call.

However, the protocol does not guarantee that the specified subnet has not been deleted by another
client between the two method calls.
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DHCP Server Management Protocol

Remote Procedure Call (RPC) RPC Layer

TCP Mamed Pipes LPC Transport Layer

Figure 1: Relationship of DHCP Server Management Protocol to RPC

A typical application of this protocol involves the client querying or setting the configuration

parameters of the DHCP server. The client also enumerates the list of subnets serviced by the DHCPv4

server and then enumerates the list of DHCPv4 clients with active IP address leases in a specified IPv4
subnet or IPv6 prefix. The client can modify the configuration of the DHCP server as required. The

client can also add, delete, or modify DHCPv4 subnets or IPv6 prefix, or DHCP client lease records

held in that DHCP subnet. A remote management client can do the following operations:

1. Set, create, retrieve, or delete the configuration information for the DHCP server.
2. Set, create, retrieve, or delete the subnet.

3. Set, create, retrieve, or delete DHCP clients' lease records in a subnet.

4. Retrieve counters kept by the DHCP server.

To perform any of the above operations usually involves sending a request to the DHCP server and

specifying the type of operation (enumerate, get, and set) to perform along with any parameters

associated with the requested operation. The DHCP server responds with the results of the operation.

The following diagram shows an example of a remote client using the DHCPM to enumerate the DHCP

option values configured for a specific vendor class  and user class . The client sends a request to the
DHCP server with an operation type of enumerate, as well as the vendor class and user ¢ lass. The
DHCP server responds with a return value of ERROR_SUCCESS or a Win32 error code. If the operation

is successful, the DHCP server fills in the option values for the specified vendor class and user class in

an array. The details of the various oper ations are defined in section 3.1.4 , and the corresponding
parameters are defined in section 2.2.

Note The DHCP Server Management Proto  col consists of two interfaces. The interface dhcpsrv
provides the basic management functionality originally supported and also includes the quarantine
APIs, whereas the interface dhcpsrv2  support s enhanced functionality added in later server releases.

For more information on what opnums are supported in each interface see Protocol Details section 3.
F_DhcpEnumOptionValues(), WendorClass=nNULL,
 — UserClass=MNULL, —-~
ScopeType=DhopDefaultOptions e
=
]
Return Value = ERROR_SUCCESS 3
- : —_—
and Qut Param = Optionalues
Figure 2: Client/server message exchange
1.4 Relationship to Other Protocols
DHCPM relieson RPC [MS -RPCE] as a transport. It is used to manage servers that implement DHCP
MS -DHCPE]. DHCPM affects the content of Dynamic Host Configuration Protocol Extensions (DHCPE)
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messages, as specified in [MS

-DHCPE], by setting or modifying DHCP server configurations. DHCPM

also affects the content of the Dynamic Host Configuration Protocol Extensions for Network Access

Protection (DHCPN) m essages, as specified in
Protection (NAP) enforcement settings

MS -DHCPN], by configuring DHCP Network Access

<1> and DHCP options.

The following diagram illustrates the layering of the protocol in this section with other protocols in its

stack.

DHCPN

[MS-DHCPM]

Y

[MS-DHCPE]

DHCPE

DHCPwE
[RFC3315]

Figure 3: Protocol layering diagram

DHCP
[RFC2131/2132]

The following data flow diagram illustrates the interaction
protocol with those of other protocols in its stack.
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The following is the relationship between DHCPM ADM elements and the elements defined by
[REC2131] and [REC3315] , which are extended by DHCPE ([MS -DHCPE])).
1. The subnet ([RFC2131] section 2) is represented by the DHCPv4Scope element, a shared ADM

element (see section  3.1.1.2 ). The DHCP server will process an incoming DHCP client  message
only ifa DHCPv4Scope object exists in its configuration that matches either the IP address of the

network interface on which it received the message or the IP address of the relay agent in the

client message (as specified in [RFC2131] section 4.3.1).

2. DHCPv4IpRange , ashared ADM element (section 3.1.1.4 ), restricts the range of available

network addresses ([RFC2131] section 3.1 point 2) for allocation within a DHCPv4Scope . After a
subnet is selected, the DHCP server identifies a DHCPv4lpRange object (it is permissible for only
up to one object to be configured) in the DHCPv4Scope  object that has available addresses in it.

If no range is ¢ onfigured or the range is full, the DHCP server will not respond to the client
message. Otherwise, the IP address to be assigned will be decided based on the available address
in the range.

3. DHCPv4ExclusionRange , a shared ADM element (see section 3.1.1.5 ), marks a range of address
within a subnet as excluded from allocation. The IP addresses within DHCPv4ExclusionRange
will not be counted as available network addresses. The DHCP server will also che ck for the
existence of DHCPv4ExclusionRange objects (these can be multiple). IP addresses will not be
assigned from these ranges.
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4. Manual allocation ([RFC2131] section 1) is achieved by the DHCPv4Reservation element, a
shared ADM element (see section 3.1.1.6 ). The DHCP server also checks for the existence of a
DHCPv4Reservation object that corresponds to the hardware address in the client message. If a
matching reservation exists, the corresponding IP address will be assigned to the client, even if it
lies outside DHCPv4IpRange or within  DHCPv4ExclusionRange

5. The database of allocated addresses and leases ([RFC2131] section 4) is represented by the
DHCPv4Client  element, a shared ADM element (see section 3.1.1.7 ). Whenever a client accepts
the IP address assigned to it by the DHCP server, the latter will create a DHCPv4Client  object
and add it to the sub  net's client list.

6. The DHCPv4Filter  elements, shared ADM elements (see section 3.1.1.30 ), implement DHCP
server administrative controls ([RFC2131] section 4.2). The DHCPvVA4FiltersList element, a
shared ADM element (see section 3.1.1.1 ), defines global allow/deny lists that determine the
clients to which the server allocates addresses. The DHCPvVA4FilterStatus element, a shared ADM
element (se e section 3.1.1.1), can be used by the administrator to enable/disable enforcement of
the allow/deny lists. The enforcement works in the following way:

1. If neither DHCPvAFilterStatus.EnforceAllowList nor
DHCPvA4FilterStatus.EnforceDenyList is set to TRUE, t he client message is processed
further for the DHCP protocol and no further checking for a DHCPv4 filter element is done.

2. Ifthe incoming client message has the client hardware address ([RFC2131] section 2) that
matches a DHCPv4Filter  entryinthe DHCPv4Fi ItersList  with ListType Deny and
DHCPv4FilterStatus.EnforceDenyList is set to TRUE, the client message is not processed
further or responded to.

3. Ifthe incoming client message has the client hardware address that matches a DHCPvA4Filter
entry inthe DHCPVAF ltersList  with ListType Allow and
DHCPvA4FilterStatus.EnforceAllowList is set to TRUE, the client message is processed

further for the DHCP protocol and no further checking for a DHCPv4 filter element is done.

4. If DHCPv4FilterStatus.EnforceAllowList is set to TRUE and the client hardware address
does not match any ~ DHCPv4Filter  entry inthe DHCPv4FiltersList with ListType Allow, the
client message is not processed further or responded to.

7. The DHCPv4SuperScope element, a shared ADM element (see section 3.1.1.3 ), allows
configuration of network architectures with more than one IP subnet assigned to a physical
network segment ([RFC2131] section 4.3.1). If the subnet that would be normally chosen by the
DHCP server according to the relay agent IP address has exhausted all addresses and happens to
have a nonzero DHCPv4Scope.SuperScopeld , a shared ADM element (see section 3.1.1.2), the
server can allocate an address from any other subnet configured with th e same
DHCPv4Scope.SuperScopeld

8. DHCPv4ServerOptValuelList , @ shared ADM element (see section 3.1.1.1),
DHCPv4Scope.DHCPv4ScopeOptValuesList , @ shared ADM element (see section 3.1.1.2), and
DHCPv4Reservation.DHCPv4ResvOptValuesList , a shared ADM element (se e section 3.1.1.6),

allow explicit configuration of a default value for parameters requested by the client ((RFC2131]
section 4.3.1). The order of selecting a configured default value is:

1. DHCPv4OptionValue configured in DHCPv4Reservation.DHCPv4ResvOptValue sList fora
DHCPv4Reservation matching the client hardware address/client identifier ( RFC2132

section 9.14).

2. DHCPv4OptionValue configured in DHCPv4Scope.DHCPv4ScopeOptValuesList fora
DHCPv 4Scope selected as outlined previously in this section.

3. DHCPv4OptionValue configured in  DHCPv4ServerOptValueList
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9. Wherever the client message contains a user class option ( RFC3004] ) and there exists a
DHCPv4ClassDef  object, a shared ADM element (section 3.1.1.8 ), whose
DHCPv4ClassDef.ClassData and DHCPv4ClassDef.ClassDatalength match the user class
option data, any paramete r values configured in
DHCPv4Reservation.DHCPv4ResvOptValuesList ,

DHCPv4Scope.DHCPv4ScopeOptValuesList , or DHCPv4ServerOptValueList with the
corresponding DHCPv4ClassDef.ClassName in DHCPv40OptionValue.UserClass , a shared ADM
element (section  3.1.1.11 ), will be selected in preference to parameters configured without a

ClassName in any list. The overall order of selecting a configured default value is:

1. DHCPv4OptionValue with matching ClassName configured in
DHCPv4Reservation.DHCPv4ResvOptValuesList fora DHCPv4Reservation matching the
client hardware address/client identifier.

2. DHCPv4OptionValue with matching ClassName configured in
DHCPv4Scope.DHCPv4ScopeOptValuesList fora DHCPv4Scope selected as outlined
previously in this section.

3. DHCPv4OptionValue with matching ClassName configured in DHCPv4ServerOptValueList

4. DHCPv4OptionValue with no ClassName configured in
DHCPv4Reservation.DHCPv4ResvOptValuesList fora DHCPv4Reser vation matching the
client hardware address/client identifier.

5. DHCPv4OptionValue with no ClassName configured in
DHCPv4Scope.DHCPv4ScopeOptValuesList fora DHCPv4Scope selected as outlined
previously in this section.

6. DHCPv4OptionValue with no ClassName con figured in DHCPv4ServerOptValueList

10. The DHCPv4ServerMibinfo element, a shared ADM element (see section 3.1.1.1), is updated by
the server with the counts of various DHCP messages ([RFC2131] section 3.1) processed or sent
by it. Specifically, =~ DHCPv4ServerM ibInfo.Discovers , DHCPv4ServerMibinfo.Offers ,
DHCPv4ServerMibinfo.Requests , DHCPv4ServerMibInfo.Declines , and
DHCPv4ServerMibinfo.Releases are updated with the counts of DHCPDISCOVER ,
DHCPOFFER , DHCPREQUEST , DHCPDECLINE ,and DHCPRELEASE messages processed by the
server, respectively. DHCPv4ServerMibinfo.Acks and DHCPv4ServerMiblinfo.Naks are
updated with the counts of DHCPACK and DHCPNAK messages sent by the server, respectively.

11. IPv6 prefixes ([RFC3315] section 4.1) are configured on the server as DHCPv6Scope elements,
shared ADM elements (see section 3.1.1.14 ). IP addresses are selected for assignment to an IA
([RFC3315] section 11) based on the existence in configuration of a p refix corresponding to the
address of the interface over which a direct message was received or the address of the
forwarding relay agent in the case of relay -forwarded messages.

12. The DHCPv6EXxclusionRange element, a shared ADM element (see section 3.1.1.15 ), marks a

range of address within a subnet as excluded from allocation. While selecting addresses for
assignment to an IA, the server will not select addresses so excluded from allocation.

13. The DHC Pv6Reservation element, a shared ADM element (see section 3.1.1.16 ), implements a
manual allocation scheme on par with the one outlined for DHCPv4 processing previously in this
section.

14. The DHCPv6 Clientinfo  element, a shared ADM element (section 3.1.1.18 ), represents a DHCPv6
binding that contains information about the identity association ((RFC3315] section 4.2).
Whenever a client accepts  the IP address assigned to it by the DHCP server, the latter will create a
DHCPv6Clientinfo object and add it to DHCPv6Scope.DHCPv6ClientinfoList

15. The DHCPv6ServerClassedOptValueList , a shared ADM element (section 3.1.1.1),
DHCPv6Scope.DHCPv6ScopeClassedO ptValueList , a shared ADM element (section 3.1.1.14),
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and DHCPv6Reservation.DHCPv6ResvClassedOptValueList , @ shared ADM element (section
3.1.1.16), allow the server to be configured to return options to the client specified in [RFC3315]
sections 17.2.2 and  18.2. The order of selecting a configured option is:

1. DHCPv60OptionValue configured in
DHCPv6Reservation.DHCPv6ResvClassedOptValueList fora DHCPv6Reservation
matching the client identifier and IAID (see section 2.2.1.2.64 ) specified in the client message.

2. DHCPv60ptionValue configured in  DHCPv6Scope.DHCPv6ScopeClassedOptValueList for
a DHCPv6Scope that corresponds to the prefix used in address selection as outlined
previously in this section.

3. DHCPv6 OptionValue  configuredin DHCPv6ServerClassedOptValueList

16. Wherever the client message contains a user class option ([RFC3315] section 22.15) and there
existsa DHCPv6ClassDef  object, a shared ADM element (see section 3.1.1.19 ), whose
DHCPv6ClassDef.ClassData and DHCPv6ClassDef.ClassDatalLength objects match the user
class option data, any parameter values configured in
DHCPv6Reservation.DHCPv6ResvClassedOptValueList ,
DHCPv6Scope.DHCPv6ScopeClassedOptValueList , or DHCPv6ServerClassedOptValueList
with the corresponding DHCPv6ClassDef.ClassName inthe DHCPv60ptionValue.UserClass ,a
shared ADM element (see section 3.1.1.21 ), will be selected in preference to a parameter
configured without a ClassName in the corresponding list. The overall order of selecting a
configured default value is:

1. DHCPv6OptionValue with matching ClassName configured in
DHCPv6Reservation.DHCP v6ResvClassedOptValueList fora DHCPv6Reservation
matching the client identifier and IAID specified in the client message.

2. DHCPv60OptionValue with no ClassName configured in
DHCPv6Reservation.DHCPv6ResvClassedOptValueList fora DHCPv6Reservation
matching th e client identifier and IAID specified in the client message.

3. DHCPv60OptionValue with matching ClassName configured in the
DHCPv6Scope.DHCPv6ScopeClassedOptValueList fora DHCPv6Scope selected as
outlined previously in this section.

4. DHCPv60ptionValue with n o ClassName configured in the
DHCPv6Scope.DHCPv6ScopeClassedOptValueList fora DHCPv6Scope selected as
outlined previously in this section.

5. DHCPv60OptionValue with matching ClassName configured in
DHCPv6ServerClassedOptValueList

6. DHCPv60ptionValue with no C lassName configured in
DHCPv6ServerClassedOptValueList

17. The DHCPv6ServerMibinfo element, a shared ADM element (see section 3.1.1.1), is updated by
the server with the counts of various DHCPv6 messages processed or sent by it. Specifically,
DHCPv6ServerMibl nfo.Solicits , DHCPv6ServerMibinfo.Requests ,

DHCPv6ServerMibinfo.Renews , DHCPv6ServerMibinfo.Rebinds ,
DHCPv6ServerMibinfo.Confirms , DHCPv6ServerMibinfo.Declines ,
DHCPv6ServerMibinfo.Releases ,and DHCPv6ServerMibinfo.Informs are updated with the
counts of DH CPv6 Solicit, Request, Renew, Rebind, Confirm, Decline, Release, and Inform

messages processed by the server, respectively. DHCPv6ServerMibinfo.Advertises and
DHCPv6ServerMibinfo.Replies are updated with the counts of DHCPv6 Advertise and Reply

messages se nt by the server, respectively.

The following is the relationship between DHCPM -shared ADM elements and the DHCPN protocol ([MS -
DHCPN])): <2>
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1. DHCP NAP enforcement can be disabled or enabled for a NAP -capable DHCP server by modifying

the DHCPv4ServerConfiginfo.QuarantineOn element (section 3.1.1.1).

2. If DHCP NAP enforcement is enabled for a NAP -capable DHCP server as described previously, it
can f urther be overridden for a specific subnet (selected per point 1 from the relationship between
this protocol and the protocol described in [MS -DHCPE]) by modifying the
DHCPv4Scope.Scopelnfo.QuarantineOn element (section 3.1.1.2).

3. Enabling/disabling NAP enforcement affects the server processing as described in [MS -DHCPN]
section 3.2.

4. When a NAP -enabled DHCP server processes DHCPREQUEST messages ([MS -DHCPN] section
3.2.5.2), the DHCP server will update the corresponding DHCPv4Client  elements (section

3.1.1.7), with information about the client's NAP capability, current NAP status, and the end time
of probation if the client is on probation.

1.5 Prerequisites/Preconditions

This protocol is implemented on top of RPC and, as a result, has the prerequisites identified in MS -

RPCE].

DHCPM assumes that a client has obtained the name or the IP address of the DHCP server that
implements this protocol suite before the protocol is called.

1.6  Applicability Statement

This protocol is applic  able when an application needs to remotely configure, manage, or monitor a
DHCP server.

See [MSDN -DHCP] for additional information about DHCP, including design, deployment, operations,
and te chnical reference data.

1.7  Versioning and Capability Negotiation

This document covers DHCP server versioning issues in the following areas:

A Supported Transports: DHCPM uses the RPC protocol  as a transport, as specified in section 2.1
and uses RPC protocol sequences as specified in  [MS -RPCE].

A Protocol Versions: This protocol has only one interface version, but that interface has been
extended by adding addit  ional methods at the end. The use of these methods is specified in
section 3.1.

A Security and Authentication Methods: Authentication and security for the methods specified
by this protocol are specified in [MS -RPCE].

The DHCP server asks for the security principal name corresponding to the authentication
servi ce RPC_C_AUTHN_GSS_NEGOTIATE (section 2.1.1 ). This principal name is then used to
register authentication information with the RPC layer.

Immediately after creating a binding, an RPC client using TCP attempts to negotiate
authentication method using GSS_NEGOTIATE and authentication level as PKT_PRIVACY
(section 3).
A Localization: This protocol passes text strings in various methods. Localization considerations for
such strings are specified in sections 2.2 and 3.1.4 .
A Capability Negotiation: DHCPM does not support negotiation of the interface version to use.
Instead, this protocol uses only the interface version number ( C706] , section 6.1.2), specified by
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the Interface Definition Language (IDL)
structure in - Appendix A: Full IDL

ofthe DHCP_CLIENT_FILTER__STATUS_INFO_ARRAY

1.8 Vendor -Extensible Fields

This protocol uses Win32 error codes as defined in
those values with the ir indicated meaning.

future.

1.9 Standards Assignments

The following parameters are private assignments.

, for versioning and capability negotiation.

Parameter

Value

Reference

RPC interface UUID for dhcpsrv

6BFFD098 -A112 -3610 -9833 -46C3F874532D

C706] section A.2.5

RPC interface UUID for dhcpsrv2

5b821720 -f63b -11d0 -aad2 -00c04fc324db

[C706] section A.2.5

Named pipe name

\PIPE\DHCPSERVER

MS - ERREF] section 2.2. Vendors SHOULD reuse
Choosing any other value runs the risk of a collision in the
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2 Messages

2.1  Transport

The DHCP server SHOULD support the following RPC transport

A RPC over TCP, with port selection performed dynamically by RPC.

A RPCover named pipes , with named pipe name as \PIPE\DHCPSERVER.<3> _

A RPCover local procedure call (LPC). <4>

The protocol MUST use the following universally unique identifiers (UUIDs)

DhcpServer:

6BFFD098 -Al112 -3610 -9833 -46C3F874532D refersto  dhcpsrv . The interface version is 1.0.

5b821720 -f63b -11d0 -aad2 -00c04fc324db refers to dhcpsrv2 . The interface version is 1.0.

2.1.1  Server Security Settings

DHCPM uses Security Service Provider (SSP) security provided by RPC as specified in  [MS -RPCE] for
sessions using TCP, LPC, or named pipes  as the transport protocol. The DHCP RPC server SHOULD
discover the following SSP by obtaining the principal name for the corresponding authentication
services

A RPC_C_AUTHN_GSS_NE GOTIATE
A RPC_C_AUTHN_GSS_KERBEROS
A RPC_C_AUTHN_WINNT

The DHCP server MUST allow only authenticated access to RPC clients. The DHCP server MUST NOT
allow anonymous or unauthenticated RPC clients to connect. The DHCP server MUST perform
authorization checks to  ensure that the client is authorized to perform a specific RPC operation.

DHCPM uses the RPC protocol to retrieve the identity of the caller, as specified in [MS -RPCE] section
3.3.3.4.3.

2.1.2 DHCPM Client Security Settings

The DHCP client SHOULD use SSP security provided by RPC as specified in  [MS -RPCE] for sessions
using TCP, LPC, or named pipes  as the tran sport protocol. The DHCP client SHOULD authenticate
using the following:

A RPC_C_AUTHN_GSS_NEGOTIATE

A DHCP client using TCP, LPC, or named pipes as the transport SHOULD request
RPC_C_AUTHN_LEVEL_PKT_PRIVACY authentication with the DHCP server. <5>

2.2  Common Data Types

In additionto  RPC base types and definitions specified in [C706] and [MS -RPCE], the following
additional data types are defined.
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All multibyte integer values in the messages declared in this section use little -endian byte order.

221 DHCP RPC Common Messages

2.2.1.1 Datatypes, Enumerations, and Constants

22111 DHCP_ATTRIB_ID

The DHCP_ATTRIB_ID is a ULONG value. This is used as an IN parameter for querying the server
attribute. For any value specified for DHCP_ATTRIB_ID other than the range from 0x00000001 to
0x00000006 as defined in the following table, the server returns ERROR_NOT_SUPPORTED.

This type is declared as follows:

typedef ULONGDHCP_ATTRIB_ID, *PDHCP_ATTRIB_ID, *LPDHCP_ATTRIB_ID;

The following table specifies the possible values of DHCP_ATTRIB_ID
Value Meaning
0x00000001 The attribute is a BOOLEAN that indicates whether the DHCP server
DHCP_ATTRIB_BOOL IS ROGUE is a rogue DHCP server
0x00000002 The attribute is a BOOLEAN, which indicates whether the DHCP
DHCP_ATTRIB_BOOL_IS_DYNBOOTP server supports BOOTP ( [REC2132] ).
0x00000003 The attribute is a BOOLEAN, which indicates whether the DHCP
DHCP_ATTRIB_BOOL_IS_PART_OF_DSDC serverisa  domain member
0x00000004 The attribute is a BOOLEAN, which indicates whether a DHCP server

DHCP ATTRIB BOOL IS BINDING AWARE can bind to interfaces. The DHCP server always returns a TRUE
- - - - value for this.

DHCP_ATTRIB_ULONG_RESTORE_STATUs | DHCP server restore operation.

0x00000005 The attribute is a BOOLEAN, which indicates whether the DHCP
DHCP ATTRIB BOOL IS ADMIN client is amemberofthe  DHCP Administrators security group.
0x000000 06 This attribute is a ULONG, which indicates the status of the last

22112 DHCP_SUBNET_STATE

The DHCP_SUBNET_STATE  enumeration is a DWORD value that specifies the set of possible states

for a subnet configured on a DHCPvV4 server

typedef enum _DHCP_SUBNET_STATE {
DhcpSubnetEnabled,
DhcpSubnetDisabled,
DhcpSubnetEnabledSwitched,
DhcpSubnetDisabledSwitched,
DhcpSubnetinvalidState
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} DHCP_SUBNET_STATE, *LPDHCP_SUBNET_STATE;

DhcpSubnetEnabled: The subnet is enabled; the DHCP server assigns IP addresses, extends IP
address leases, and releases unused IP addresses for DHCP clients on this subnet.

DhcpSubnetDisabled: The subnet is disabled; the DHCP server does not assign IP addresses or
extend IP address leases for DHCP clients on this subnet. However, the DHCP server still releases
unused IP addresses for DHCP clients on this subne t.

DhcpSubnetEnabledSwitched: The subnet is enabled; the DHCP server assigns IP addresses,
extends IP address leases, and releases unused IP addresses for DHCP clients on this subnet. In
addition, the default gateway for the DHCP client is set to on -link r oute.

DhcpSubnetDisabledSwitched: The subnet is disabled; the DHCP server does not distribute
addresses or extend leases within the subnet range to clients. However, the DHCP server still
releases addresses within the subnet range. The system behavior in t he
DhcpSubnetDisabledSwitched state is identical to the state described in DhcpSubnetDisabled. Any
software that uses the DHCPM API can use the DhcpSubnetDisabledSwitched state to remember

that a particular scope needs to be put into the DhcpSubnetEnabledS witched state when enabled.
DhcpSubnetlinvalidState: The subnet is not valid, and hence no address will be distributed or
extended.

22113 DHCP_SEARCH_INFO_TYPE

The DHCP_SEARCH_INFO_TYPE enumeration defines the type of sear ch that can be performed on
the DHCPv4 server  to query specific DHCP client  records. DHCPM uses this value in conjunction
with DHCP_SEARCH_INFO (section 2.2.1.2.18) to query specific DHCPV4 client address records.

typedef enum _DHCP_CLIENT_SEARCH_TYPE

DhcpClientlpAddress,
DhcpClientHardwareAddress,
DhcpClientName
} DHCP_SEARCH_INFO_TYPE,
*LPDHCP_SEARCH_INFO_TYPE;

DhcpClientlpAddress: The DHCPvV4 client IP address MUST be used for querying the DHCPVA4 client
lease records from the database on the DHCPV4 server.

DhcpClientHardwareAddress: The DHCPvV4 client unique ID (section 2.2.1.2.5.2 ) MUST be used
for querying the DHCPV4 client lease records from the database on the DHCPv4 server.

DhcpClientName: The null -terminated Unicode string containing the name of the DHCPVA4 client
MUST be used for querying the DHCPV4 client lease records on the DHCPv4 server. There is no
restriction on the length of this UNICODE string.

22114 DHCP_OPTION_SCOPE_TYPE

The DHCP_OPTION_SCOPE_TYPE enumeration defines the type of DHCPv4 options being referred

to by an RPC method in the DHCPM. The DHCP server allows for configuration of standard and

vendor -specific options at various levels, such as the default level, server level, or scope level, or for

a specific reservation . This value is used in conjunction with union DHCP_OPTION_SCOP E_UNION , as
defined in the DHCP_OPTION_SCOPE_INFO  (section 2.2.1.2.41) structure, to specify option values in

the RPC methods defined by this protocol.

typedef enum _DHCP_OPTION_SCOPE_TYPE
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DhcpDefaultOptions,
DhcpGlobalOptions,
DhcpSubnetOptions,
DhcpReservedOptions,
DhcpMScopeOptions
} DHCP_OPTION_SCOPE_TYPE,
*LPDHCP_OPTION_SCOPE_TYPE;

DhcpDefaultOptions: Option is defined at the default level. The option definition is created or
modified on the DHCPv4 server and the default value of the option is stored.

DhcpGlobalOptions: Option is defined at the server level. The option value is added or modified at
the DHCPV4 server, which is valid for all scopes in that server.

DhcpSubnetOptions: Option is defined at the scope level. The option value is added or modified at
the scope and is valid for that specific scope.

DhcpReservedOptions: Option is defined for a specific IP address reservation. The option value is
added or modified for a specific IP reservation in a scope.

DhcpMScopeOptions: Option is defined fora  multicast scope . The option value is added or
modified for a multicast scope.

22115 DHCP_OPTION_SCOPE_TYPE 6

The DHCP_OPTION_SCOPE_TYPEG6 enumeration defines the type of DHCPv6 options being referred

to by an RPC method in the DHCPM. The DHCP server allows fo r configuration of standard and

vendor -specific options at various levels, such as the default level, server level, or scope level, or for
a specific reservation . This value is used in conjunction with the

DHCP_OPTION_SCOPE_INFO6 (section 2.2.1.2.30) structure, to specify option values in the RPC

methods defined by this protoc ol.

typedef enum _DHCP_OPTION_SCOPE_TYPE6

DhcpDefaultOptions6,
DhcpScopeOptions6,
DhcpReservedOptionse,
DhcpGlobalOptions6
} DHCP_OPTION_SCOPE_TYPES,
*LPDHCP_OPTION_SCOPE_TYPES;

DhcpDefaultOptions6: Option is defined at the default level. The o ption definition is created or
modified on the DHCPv6 server and the default value of the option is stored.

DhcpScopeOptions6: Option is defined at the scope level. The option value is added or modified at
the scope and is valid for that specific scope.

Dh cpReservedOptions6: Option is defined for a specific IP address reservation. The option value is
added or modified for a particular IP reservation in a scope.

DhcpGlobalOptions6: Option is defined at the global level. The option value is added or modified at
the DHCPV6 server, which is valid for all scopes in that server.

22116 DHCP_OPTION_TYPE

The DHCP_OPTION_TYPE enumeration specifies whether the option value for a specific standard or
vendor -specific option is single  -valued or multivalued. The following structure specifies the values
defined for this.
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typedef enum _DHCP_OPTION_TYPE

DhcpUnaryElementTypeOption,
DhcpArrayTypeOption
} DHCP_OPTION_TYPE,
*LPDHCP_OPTION_TYPE;

DhcpUnaryElementTypeOption: The option value is  single -valued.

DhcpArrayTypeOption: The option value is multivalued.

22117 DHCP_SUBNET_ELEMENT_TYPE

The DHCP_SUBNET_ELEMENT_TYPE enumeration defines the type of a configuration parameter for

a DHCPv4 scope configured on the DHCP server. This value is used in conjunction with other data

types to specify the configuration parameters for a DHCPv4 scope by the RPC methods defined in this
specification.

typedef enum _DHCP_SUBNET_ELEMENT_TYPE

{
DhcplpRanges,
DhcpSecondaryHosts,
DhcpReservedlps,
DhcpExcludedlpRanges,
DhcplpUsedClusters,
DhcplpRangesDhcpOnly,
DhcplpRangesDhcpB  ootp,
DhcplpRangesBootpOnly,

} DHCP_SUBNET_ELEMENT_TYPE,

*LPDHCP_SUBNET_ELEMENT_TYPE;

DhcplpRanges: The configuration parameter is the IP range  of a DHCPv4 scope configured on the
DHCP server .

DhcpSecondaryHosts: This enumeration type is unused. If this value is passed as a parameter to a
method, it will return ERROR_CALL_NOT_IMPLEMENTED or ERROR_NOT_SUPPORTED, as specified
in the processing rules of methods that use the DHCP_SUBNET_ELEMENT_TY PE enumeration.

DhcpReservedlps: The configuration parameter is a reservation for a DHCPv4 client in a DHCPv4
scope element configured on the DHCP server.

DhcpExcludedipRanges: The configuration  parameter isthe  exclusion range of a DHCPv4 scope
configured on the DHCPV4 server.

DhcplpUsedClusters: This enumeration type is unused, and the DHCP server returns
ERROR_INVALID_PARAMETER when specified.

DhcplpRangesDhcpOnly: The configuration parameter is an IP range of a DHCPv4 scope configured
on the DHCPv4 server, which MUST be used only for assignment of addresses to DHCPV4 clients
on the subnet. The IP addresses from this range MUST NOT be assigned to bootstrap protocol

(BOOTP) clients ( [REC2132] ).

DhcplpRangesDhcpBootp: The configuration parameter is an IP range of a DHCPv4 scope
configured on the DHCPV4 server, which can b e used for assignment of addresses to both DHCPv4
and BOOTP.

DhcplpRangesBootpOnly: The configuration parameter is an IP range of a DHCPv4 scope
configured on the DHCPV4 server, which MUST be used only for assignment of IPv4 addresses to
BOOTP clients.
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22118 DHCP_SUBNET_ELEMENT_TYPE_V6

The DHCP_SUBNET_ELEMENT_TYPE_V6 enumeration defines the type of a configuration

parameter fora DHCPv6  scope configured on the DHCP server. This value is used in conjunction with
other data types to specify the configuration parameters for a DHCPv6 scope by the RPC methods
defined in this specificatio  n.

typedef enum DHCP_SUBNET_ELEMENT_TYPE_V6

Dhcpv6lpRanges,
Dhcpv6Reservedips,
Dhcpv6ExcludedipRanges
} DHCP_SUBNET_ELEMENT_TYPE_VS,
*LPDHCP_SUBNET_ELEMENT_TYPE_V6;

Dhcpv6lpRanges: The configuration parameter is not used, and it MUST NOT be used by an RPC
method defined in this specification. If this is used in any of the methods, the method would
return ERROR_INVALID_PARAMETER, except for R_DhcpAddSubnetElementV6  and
R_DhcpRemoveSubnetElementV6 , which return ERROR_SUCCESS.

Dhcpv6Reservedlips: The configuration parameter is a reservation  for a DHCPV6 client in a DHCPv6
scope element configured on the DHCP server.

Dhcpv6ExcludedipRanges: The configuration parameter is the exclusion range of a DHCPv 6
subnet configured on the DHCPV6 server.

22119 DHCP_FORCE_FLAG

The DHCP_FORCE_FLAG enumeration defines the type of deletion operation being requested by an
RPC meth od specified by this protocol. This value is used with the RPC method
R_DhcpDeleteSubnetV6 _ (section 3.2.4.63)

typedef enum _DHCP_FORCE_FLAG

DhcpFullForce,
DhcpNoForce,
DhcpFailoverForce
} DHCP_FORCE_FLAG,
*LPDHCP_FORCE_FLAG;

DhcpFullForce: The DHCP server deletes all the active DHCP client lease records for the spec ified
subnet and then deletes all the configurations associated with that subnet.

DhcpNoForce: ~ The DHCP server deletes all the configuration associated with the specified subnet, but
only if there are no active DHCP client lease records for the specified subnet. If there are any
active DHCP client lease records for the specified subnet, then nothing is deleted.

DhcpFailoverForce . The DHCP server deletes all the active DHCP client lease records for the
specified subnet but does not delete the Dynamic DNS u pdates. <6>
2.2.1.1.10 DHCP_OPTION_DATA _TYPE

The DHCP_OPTION_DATA_TYPE enumeration defines the format types for DHCP option values and
isused inthe DHCP_OPTION_DATA ELEMENT (section 2.2.1.2.23) structure. The DHCPM RPC
methods can create the  option definition on the DHCP server, which can contain option value in
various formats.

typedef enum _DHCP_OPTION_DATA_TYPE
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DhcpByteOption,
DhcpWordOption,
DhcpDWordOption,
DhcpDWordDWordOption,
DhcplpAddressOption,
DhcpStringDataOption,
DhcpBinaryDataOption,
DhcpEncapsulatedDataOption,
Dhcplpv6AddressOption

} DHCP_OPTION_DATA_TYPE,

*LPDHCP_OPTION_DATA_TYPE;

DhcpByteOption: The option value is of type BYTE.
DhcpWordOption: The option value is of type WORD.

Dh cpDWordOption: The option value is of type DWORD.

DhcpDWordDWordOption: The option value is of type DWORD_DWORD (section 2.2.1.2.22)

DhcplpAddressOption: The option value is of type DHCP_IP_ADDRESS (section 2.2.1.2.1)

DhcpStringDataOption: The option value is a pointer, of type LPWSTR, to a null -terminated
UNICODE string.

DhcpBinaryDataOption: The option value is of type DHCP_BINARY_DATA (section 2.2.1.2.9)

DhcpEncapsulatedDataOption: The option value is encapsulated and of type DHCP_BINARY_DATA.

Dhcplpv6AddressOption: The option value is an IPv6 address represented as a pointer, of type

LPWSTR, to a null -terminated Unicode string

221111 QuarantineStatus

The QuarantineStatus enume ration defines the  Network Access Protection (NAP) state of the
DHCP client .<7>

typedef enum _QuarantineStatus {
NOQUARANTINE =0,
RESTRICTEDACCESS,
DROPPACKET,
PROBATION,
EXEMPT,
DEFAULTQUARSETTING,
NOQUARINFO

} QuarantineStatus;

NOQUARANTINE:  The DHCP client is compliant with the health policies defined by the administrator
and has normal access to the network.

RESTRICTEDACCESS: The DHCP client is not compliant with the health policies defined by the
administrator and is being quarantined with restricted access to the network.

DROP PACKET: The DHCP client is not compliant with the health policies defined by the administrator
and is being denied access to the network. The DHCP server does not grant an IP address lease to
this client.

PROBATION: The DHCP client is not compliant with th e health policies defined by the administrator
and is being granted normal access to the network for a limited time.
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EXEMPT: The DHCP client is exempt from compliance with the health policies defined by the
administrator and is granted normal access to the network.

DEFAULTQUARSETTING: The DHCP client is put into the default quarantine state configured on the
DHCP NAP server. When a network policy server (NPS) is unavailable, the DHCP client can be put
in any of the states NOQUARANTINE, RESTRICTEDACCESS, or DROPPACKET, depending on the
default setting on the DHCP NAP server.

NOQUARINFO: No quarantine.

221112 DHCP_SEARCH_INFO_TYPE_V6

The DHCP_SEARCH_INFO_TYPE_V6 enumeration defines the field over which the search can be
per formed for a specific IPv6 DHCPV6 client  lease record in the DHCPV6 server database. This
enumeration is used in structure DHCP_SEARCH_INFO V6 (section 2.2.1.2.69)

typedef enum DHCP_CLIENT_SEARCH_TYPE_V6

Dhcpv6ClientlpAddress,
Dhcpv6ClientDUID,
Dhcpv6ClientName
} DHCP_SEARCH_INFO_TYPE_V6,
*LPDHCP_SEARCH_INFO_TYPE_V6;

Dhcpv6ClientlpAddress: Use DHCPV6 client IPv6 address for searching the DHCPV6 IPv6 client lease
record in the DHCP server.

Dhcpv6ClientDUID: Use DHCPvV6 client DUID (as specified in  [REC3315] ) for searching the DHCP
IPv6 client lease record in the DHCPV6 server.

Dhcpv6ClientName: Use a null -terminated Unicode string that contains the name of the DHCPv6
IPv6 client for searching for the DHCPV6 client lease record in the DHCPV6 server database.

221.113 DHCP_SCAN_FLAG
The DHCP_SCAN_FLAG enumeration defines whether an in consistent IP address needs to be fixed in
the DHCPv4 client  Lease records or the bitmask representation in memory (section 3.1.1.4 ). This

enumeration is used in the DHCP_SCAN_ITEM (section 2.2.1.2.73) structure.

typedef enum _DHCP_SCAN_FLAG

DhcpRegistryFix,
DhcpDatabaseFix
} DHCP_SCAN_FLAG,
*LPDHCP_SCAN_FLAG;

DhcpRegistryFix: The DHCPv4 server sets this value in DHCP_SCAN_ITEM when a DHCP client IPv4
address is found in the DHCPvA4 client Lease records but not in the bitmask representation in
memory (section  3.1.1.4).

DhcpDatabaseFix: The DHCPv4 server sets this value in DHCP_SCAN_ITEM when the DHCP client
IPv4 address is found in the bitmask representation in memory (section 3.1.1.4) but not in the
DHCPVA4 client Lease records.

221114 DHCP_RESUME_IPV6_HANDLE

The DHC P_RESUME_IPV6_HANDLE is of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28)
containing an index from which the DHCPvV6 information is enumerated.
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Initially this value MUST be set to zero in any RPC enumeration method, with a successful call
returning the handle value, which is to be used for subsequent enumeration method calls.

This type is declared as follows:

typedef DHCP_IPV6_ADDRESSDHCP_RESUME_IPV6_HANDLE;

2.21.1.15 LPWSTR
The LPWSTR type definition specifies a pointer to a buffer containing a null -terminated Unicode
string

This type is declared as follows:

#define LPWSTR [string] wchar_t*

22.1.1.16 LPWSTR_RPC_STRING

The LPWSTR_RPC_STRING type definition specifies a pointer to a buffer containing a null -
terminated Unicode string representation of the DHCP server's auditlog  director path.

This type is declared as follows:

typedef  [string] LPWSTR LPWSTR_RPC_STRING;

221117 DHCP_FILTER_LIST_TYPE

The DHCP_FILTER_LIST_TYPE enumeration defines  the type of filter list to which the link -layer
filter is to be added.
typedef enum _DHCP_FILTER_LIST_TYPE
Deny,
Allow

}DHCP_FILTER_LIST_TYPE,
*LPDHCP_FILTER_LIST_TYPE;

Deny: Add the link -layer filter to the deny list.

Allow: Add the link -layer fi Iter to the allow list.

22.11.18 DHCP_FAILOVER_MODE

The DHCP_FAILOVER_MODE enumeration defines a set of possible modes of operation for a
failover relationship confi gured on a DHCPv4 server.

typedef enum DHCP_FAILOVER_MODE

LoadBalance = 0x00000000,
HotStandby = 0x00000001
} DHCP_FAILOVER_MODE,
*LPDHCP_FAILOVER_MODE;

LoadBalance: Configures a DHCPv4 server  failover relationship in a loadbalance mode
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HotStandby: Configures a DHCPv4 server failover relationship in a hotstandby mode

221119 DHCP_FAILOVER_SERVER

The DHCP_FAILOVER_SERVER enumeration defines a set of possible values for a DHCPv4 server in
a failover relationship.

typedef enum _DHCP_FAILOVER_SERVER

PrimaryServer = 0x00000000,
SecondaryServer = 0x00000001
} DHCP_FAILOVER_SERVER,
*LPDHCP_FAILOVER_SERVER;

PrimaryServer: The serverisa primary server in the failover relationship

SecondaryServer: The serverisa secondary server in the failover relationship.

2.21.1.20 FSM_STATE

The FSM_STATE enumeration defines a set of possible values representing various failover
relationship states on a DHCPv4 server. For additional information about server state transitions, see

[IETF -DHCPFOP-12] , section 9.2.

typedef enum _FSM_STATE{
NO_STATE = 0x00000000,
INIT,
STARTUP,
NORMAL,
COMMUNICATION_INT,
PARTNER_DOWN,
POTENTIAL_CONFLICT,
CONFLICT_DONE,
RESOLUTION_INT,
RECOVER,
RECOVER_WAIT,
RECOVER_DONE,

} FSM_STATE;

NO_STATE: This value means that no state is configured for the DHCPv4 failover relationship
INIT: This value means that the failover relationship on the DHCPv4 server is in the initializing state.

STARTUP: This value means that each server participating in the fail over relationship moves into the
STARTUP state after initializing itself. The STARTUP state enables a server to probe its partner
server , before starting DHCP client service.

NORMAL: This value means that each server services DHCPDISCOVER messages [RFC2131] and all
other DHCP requests, other than DHCPREQUEST /RENEWAL or DHCPREQUEST /REBINDING
requests from the client set, as defined b y the load balancing algorithm specified in RFEC3074] .
Each server services DHCPREQUEST /RENEWAL or DHCPDISCOVER /REBINDING requests
from any client.

COMMUNICATION_INT: This value means that e  ach server in a failover relationship is operating
independently in the COMMUNICATION_INT state, but neither assumes that its partner is not
operating. The partner server might be operating and simply unable to communicate with this
server, or it might not be operating at all.

PARTNER_DOWN: This value means that when operating in the PARTNER_DOWN state, a server
assumes that its partner is not currently operating.
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POTENTIAL_CONFLICT: This value indicates that the failover relationship between two DHCP
serve rsis attempting tore  -establish itself.

CONFLICT_DONE: This value indicates that during the process where two servers in a failover
relationship attempt reintegration with each other, the prima ry server  has received all updates
from the secondary server

RESOLUTION_INT: This value indicates that the two servers in a failover relationship were
attempting reintegration with each other in the POTENTIAL_CONFLICT state, but communications
failed prior to completion of the reintegration.

RECOVER: This value indicates that a server in a failover relationship has no information in its stable
storage facility or that it is reintegrating with a server in the PARTNER_DOWN state after it has
been down.

RECOVER_WAIT:  This value means that the DHCPv4 server waits for a time period equal to

maximum client lead time (MCLT) before movingto  the RECOVER_DONE state.

RECOVER_DONE: This value enables an interlocked transition of one server from the RECOVER state
and another server from the PARTNER_DOWN or COMMUNICATION -INT state to the NORMAL
state.

221121 DHCP_POLICY_FIELDS_TO_UPDATE

The DHCP_POLICY_FIELDS_TO_UPDATE enumeration defines the policy fields to be updated

during a set operation using the R_Dhcpv4SetPolicy method specified in section 3.2.4.111 .

typedef enum {
DhcpUpdatePolicyName = 0x00000001,
DhcpUpdatePolicyOrder = 0x00000002,
DhcpUpdatePolicyExpr = 0x00000004,
DhcpUpdatePolicyRanges = 0x00000008 ,
DhcpUpdatePolicyDescr = 0x00000010,
DhcpUpdatePolicyStatus = 0x00000020,
DhcpUpdatePolicyDnsSuffix = 0x00000040

} DHCP_POLICY_FIELDS_TO_UPDATE;

DhcpUpdatePolicyName: Updates the name of the policy.

DhcpUpdatePolicyOrder: Updates the processing order of the policy.
DhcpUpdatePolicyExpr: Updates the expressions  and conditions  of the policy.
DhcpUpdatePolicyRanges: Updates the IP ranges of the policy.
DhcpUpdatePolicyDescr: Updates the description of the policy.
DhcpUpdatePolicyStatus: Updates the state (enabled/disabled) of the policy.

DhcpUpdatePolicyDns Suffix:  Updates the DNS suffix for the policy. <8>

22.11.22 DHCP_POL_COMPARATOR

The DHCP_POL_COMPARATOR enumeration defines the different comparison operators used within
a condition  ofa policy .<9>

typedef enum {
DhcpCompEqual,
DhcpCompNotEqual,
DhcpCompBeginsWith,
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DhcpCompNotBeginWith,
DhcpCompEndsWith,
DhcpCompNotEndWith

} DHCP_POL_COMPARATOR;

DhcpCompEqual: Specifies the equal operator for a cond ition.

DhcpCompNotEqual: Specifies the not  -equal operator for a condition.

DhcpCompBeginsWith: Specifies the begins -with operator for a condition.
DhcpCompNotBeginWith: Specifies the does -not -begin -with operator for a condition.
DhcpCompEndsWith: Specifies the ends -with operator for a condition.

DhcpCompNotEndWith: Specifies the does -not -end - with operator for a condition.

221.1.23 DHCP_POL_ATTR_TYPE

The DHCP_POL_ATTR_TYPE enumeration specifies the attribute type for a condition  ofa
policy .<10>

typedef enum {
DhcpAttrHWAddr,
DhcpAttrOption,
DhcpAttrSubOption,
DhcpAttrFqdn,
DhcpAttrFqdnSingleLabel,
} DHCP_POL_ATTR_TYPE;
DhcpAttrHWAddr: Specifies that the condition is based on hardware address.
DhcpAttrOption: Specifies that the condition is based on a DHCP option.
DhcpAttrSubOption: Specifies that the condition is based on a DHCP suboption.
DhcpAttrFqdn: Specifies that the condition is based on the fully qualified domain name of the client.

DhcpAttrFqgdnSingleLabel: Specifies whether the condition is based on the DHCP client being a
single -label machine.

221124 DHCP_POL_LOGIC_OPER

The DHCP_POL_LOGIC_OPER enumeration contains the logical operator used to combine the
conditions ofa policy .

typedef enum {
DhcpLogicalOr,
DhcpLogicalAnd,
} DHCP_POL_LOGIC_OPER;
DhcpLogicalOr: Specifies the OR logical operator.

DhcpLogicalAnd: Specifies the AND logical ope  rator.

22.1.1.25 DHCP_MAX_FREE_ADDRESSES_REQUESTED
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The DHCP_MAX_FREE_ADDRESSES_REQUESTED constant defines the maximum number of free IPv4

or IPv6 addresses that can be retrieved from the DHCP server in one call to

R_DhcpV4GetFreelpAddress  (section 3.2.4.121) or R_DhcpV6GetFreelpAddress  (section 3.2.4.122)
methods.

This constant is declared as follows:

#define DHCP_MAX_FREE_ADDRESSES_REQUESTED 1024

22.1.1.26 DHCP_PROPERTY_TYPE

The DHCP_PROPERTY_TYPE enumeration defines the data types for DHCP property values and is
used inthe DHCP_PROPERTY (section 2.2.1.2.117)  structure.

typedef enum {
DhcpPropTypeByte,
DhcpPropTypeWord,
DhcpPropTypeDword,
DhcpPropTypeString,
DhcpPropTypeBinary,

} DHCP_PROPERTY_TYPE;

DhcpPropTypeByte: The property value is of type BYTE.

DhcpPropTypeWord: The property value is of type WORD .

DhcpPropTypeDword: The property value is of type DWORD .

DhcpPropTypeString: The property value is a pointer of type LPWSTR thatpointstoa  Unicode
string  that includes the terminating null character.

DhcpPropTypeBinary: The property value is of type DHCP_BINARY_DATA (section 2.2.1.2.9)

221.1.27 DHCP_PROPERTY_ID

The DHCP_PRO PERTY_ID enumeration defines the property identifier for a
DHCP_PROPERTY (section 2.2.1.2.117) structure. It is used to uniquely identify a specified DHCP

property.

typedef enum {
DhcpPropldPo licyDnsSuffix,
DhcpPropldClientAddressStateEXx,
} DHCP_PROPERTY_ID;

DhcpPropldPolicyDnsSuffix: Identifies the DNS suffix of a policy. It is of property type
DhcpPropTypeString, as specified in DHCP_PROPERTY_TYPE(section 2.2.1.1.26)

DhcpPropldClientAddressStateEx: Identifies the extended address state flags of a lease table
entry. It is of property type DhcpPropTypeDword, as specified in
DHCP_PROPERTY_TYPE (section 2.2.1.1.26).

2.2.1.1.28 Constants Used in Method Definitions

The following constants are used in various methods.
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Constant/value

Description

DEFAULT_BACKUP_INTERVAL
15*60*1000

15 minutes, expressed as milliseconds

DHCP_DATABASE_CLEANUP_INTERVAL
3*60*60*1000

3 hours, expressed as milliseconds

DHCP_DATE_TIME_INFINIT_HIGH
OX7FFFFFFF

The upper 32 bits of the largest 64 -bit date/time value.

DHCP_DATE_TIME_INFINIT_LOW
OXFFFFFFFF

The lower 32 bits of the largest 64 -bit d ate/time value.

DHCP_DATE_TIME_ZERO_HIGH
0

The upper 32 bits of the smallest 64 -bit date/time value.

DHCP_DATE_TIME_ZERO_LOW
0

The lower 32 bits of the smallest 64 -bit date/time value.

DHCP_MAX_FREE_ADDRESSES_REQUESTED
1024

The maximum number of free
from the DHCP server.

addresses that can be requested

HWTYPE_ETHERNET_10MB
1

Specifies the type of network and the speed at which it runs.

MAC_ADDRESS_LENGTH
6

The number of bytes in a MAC address.

MAX_DETECT_CONFLICT_RETRIES
5

The maximum number of tim es to detect whether there is an IP

address conflict on the network.

MIN_DETECT_CONFLICT_RETRIES
0

The minimum number of times to detect whether there is an IP
address conflict on the network.

2.2.1.2  Structures

22121 DHCP_IP_ADDRESS

The DHCP_IP_ADDRESS

structure specifies an IPv4 address. This structure MUST be set as follows.

IPv4

This type is declared as follows:

typedef

22122 DHCP_IP_MASK

DWORMDHCP_IP_ADDRESS, *PDHCP_IP_ADDRESS, *LPDHCP_IP_ADDRESS;

[MS -DHCPM] - v20170915
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The DHCP_IP_MASK  structure specifies an IPv4 address mask. This structure MUST be set as
follows.

IPv4

This type is declared as follows:

typedef DWORLDHCP_IP_MASK;

22123 DHCP_OPTION_ID

The DHCP_OPTION_ID structure specifies the DHCP option identifier for an option configured on
the DHCP server. The identifier is a unique integer that identifies the option defined for a user class
and a vendor class . The option ID range for DHCPv4 options is 1 to 255, while the opt ion ID range
for DHCPV6 options is 0 to 65536.

This type is declared as follows:

typedef DWORIDHCP_OPTION_ID;

22124 DHCP_SRV_HANDLE

The DHCP_SRV_HANDLE structure specifies a pointer to a buffer containing a null -terminated
Unicode string representation of the DHCP server's IP address.

This type is declared as follows:

typedef  [handle] LPWSTR  DHCP_SRV_HANDLE;

22125 DHCP_CLIENT_UID

The DHCP_CLIENT_UID type defines a structure that contains binary data uniquel y identifying a
DHCPV4/DHCPV6 client ora MADCAP lease record

This type is declared as follows:

typedef DHCP_BINARY_DATADHCP_CLIENT_UID;

The DHCP_BINARY_DATA (section 2.2.1.2.9) structure contains the following members:

A DataLength : A DWORD that contains the number of bytes of data stored in the Data buffer.

A Data : A pointer of BYTE that points to an array of bytes of the length specified in DataLength .
Depending on the context, it can represent any one of the following:

A DHCPv4 client  -identifier
A DHCPv4 client unique 1D

A DHCPvV6 client  -identifier
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A MADCAP lease identifier

The remainder of this section explains how the preceding identifiers can be represented within the
DHCP_CLIENT_UID structure.

221251 Representing a DHCPv4 Client - Identifier

The DHCPv4 client  -identifier  is specified in [RFC2132] section 9.14 and MAY contain either a
hardware address or another identifier (for example, a fully qualified domain name ).

Whena DHCP_CLIENT _UID (section 2.2.1.2.5) structure is used to represent a DHCPv4 client -
identifier, the latter is stored as -isinthe Data field oft he structure.

Considera DHCP_CLIENT_UID that represents anon  -hardware address DHCPv4 client  -identifier of
"hostl.contoso.com”. The contents of the Data field of the DHCP_CLIENT_UID will be as follows:

Bytes Values

0-16 0x68, 0x6f, 0x73, 0x74, 0x31, Ox2e , 0x63, 0x6f, 0x6e, 0x74, 0x6f, 0x73, Ox6f, Ox2e, 0x63, Ox6f, Ox6d
221252 Representing a DHCPv4 Client Unique ID
When the DHCP_CLIENT_UID (section 2.2.1.2.5) structure is used to represent a DHCPvVA4 client
unique ID , the latter is stored in the Data field of the structure in the following format:

Bytes Description

0i 3 DHCPv4 Subnet ID. It can be calculated by doing a binary AND of the IP address of the DHCPv4 client

and the subnet mask.

4 Hardware type. This value is always 0x01.

variable DHCPV4 client  -identifier

Considera DHCP_CLIENT_UID that represents the following:
A DHCPv4 Subnet ID is 192.168.1.0
A The hardware address of the DHCPV4 client -identifieris: 00 -1c-25-80-a0-43

The contents of the  Data field ofthe DHCP_CLIENT _UID will be as follows:

Bytes Values

013 0x00, 0x01, Oxa8, 0xcO

4 0x01

51 10 0x00, 0x1c, 0x25, 0x80, 0xa0, 0x43

221253 Representing a DHCPv6 Client - Identifier

The DHCPvV6 client  -identifier  isthe DUID . The size and contents of the DU ID can vary as specified
in [REC3315] section 9. The DHCPV6 server  treatsthe DHCPV6 client -identifier  as an opaque
value.
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Consid era DHCP_CLIENT _UID (section 2.2.1.2.5) structure that represents a DHCPV6 client -
identifier  of "0x000874317fel". The contents of the DHCP_CLIENT_UID will be as follows.

Bytes Values

071 6 0x00, 0x08, 0x74, 0x31, 0x7f, Oxel

221254 Representing a MADCAP Lease Identifier

The MADCAP lease identifier is specified in [RFC2730] section 2.4. It is required to be unique across
all multicast address leases requested by all clients in a multicast address allocation domain.

When the DHCP_CLIENT_UID (section 2.2.1.2.5) structure is used to represent a MADCAP lease

identifier , the latter is stored as  -isinthe Data field of the structure.
Considera DHCP_CLIENT_UID that represent s a MADCAP lease identifier of
"0x006B66331A922D6048BCD4504582D300EA". The contents of the Data field of the

DHCP_CLIENT_UID will be as follows:

Bytes Values

0-16 0x00, 0x6B, 0x66, 0x33, 0x1A, 0x92, 0x2D, 0x60, 0x48, 0xBC, 0xD4, 0x50, 0x45, 0x82, 0xD3, 0x 00,
OxEA

22126 DHCP_RESUME_HANDLE

The DHCP_RESUME_HANDLE is a DWORD that defines a structure that contains a handle to the
location within the DHCP server's data set from which an enumeration method returns the data.

DHCPM specifies various enumeration methods that allow a client to enumerate specific configuration

properties ofthe  DHCP server . If the amount of data being enumerated exceeds the available bu ffer
size, the complete configuration data set MUST be enumerated through repeated calls to the

enumeration method. In this case, the enumeration methods will accept a handle to the location in the

server's data set starting from which the data will be ret urned. Initially, the DHCP client  MUST set
this value to zero in the first call to a specific RPC enumeration method. If the enumera tion method is
successful, return a handle to the data that has already been enumerated. This handle SHOULD be

used in subsequent calls to the enumeration method to get the remainder of the data.

This type is declared as follows:

typedef DWORIDHCP_RESUMEANDLE;

22127 DHCP_HOST_INFO

The DHCP_HOST_INFO  structure provides information on the DHCPv4 server . This structure is
used in DHCP_CLIENT_INFO_V4 (section 2.2.1.2.14) and
DHCP_CLIENT_INFO_VQ (section 2.2.1.2.19)

typedef struct _DHCP_HOST_INFO{
DHCP_IP_ADDRESSIpAddress;
LPWSTRNetBiosName;
LPWSTRHostName;

} DHCP_HOST_INFO,
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*LPDHCP_HOST_INFO;

IpAddress: This is of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , containing the IPv4 address of
the DHCPV4 server.

NetBiosName: A pointerto anull  -terminated Unicode string that points to the ~ NetBIOS name of
the DHCPv4 server.

HostName: A poin terto a null -terminated Unicode string that points to the name of the DHCPv4
server. Currently not used in any set method. If used in a get method, the value returned is NULL.

2.2.1.2.8 DHCP_SUBNET_INFO

The DHCP_SUBNET_INFO structure defines the information about an IPv4 subnet. This structure is
used inthe R_DhcpCreateSubnet  (section 3.1.4.1) method.

typedef struct _DHCP_SUBNET_INFO{
DHCP_IP_ADDRESSSubnetAddress;
DHCP_IP_MASK SubnetMask;
LPWSTRSubnetName;
LPWSTRSubnetComment;
DHCP_HOST_INFOPrimaryHost;
DHCP_SUBNET_STATSubnetState;

} DHCP_SUBNET_INFO,

*LPDHCP_SUBNET_INFO;

SubnetAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , specifying the IPv4  subnet
ID .

SubnetMask: Thisis of type DHCP_IP_MASK (section 2.2.1.2.2) , specifying the subnet IPv4 mask.

SubnetName: A pointer of type LPWSTR to a null -terminated  Unicode string that points to the
name of the s ubnet. There is no restriction on the length of this Unicode string.

SubnetComment: A pointer of type LPWSTR to a null -terminated Unicode string that points an
optional comment specific to this subnet. There is no restriction on the length of this Unicode
string.

PrimaryHost: Thisis of type DHCP_HOST_INFO (section 2.2.1.2.7) structure, containing information
about the DHCPV4 server servicing this IPv4 subnet.

SubnetState: This is an enumeration of type DHCP_SUBNET_STATE (section 2.2.1.1.2) ,indicating
the current state of this IPv4 subnet.

22129 DHCP_BINARY_DATA

The DHCP_BINARY_DATA structure defines a buffer containing binary data. This data structure is
generally used by other data structures, such as DHCP_OPTION_DATA_ ELEMENT (section 2.2.1.2.23)

ty pedef struct _DHCP_BINARY_DATA{
DWORDatal ength;
[size_is(DataLength)] BYTE* Data;
} DHCP_BINARY_DATA,
*LPDHCP_BINARY_DATA,

Datalength: This is a DWORD that contains the number of bytes of data stored in the Data
member buffer. There is no restric tion imposed by this protocol on the length of the data. <11>
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Data:  This is a pointer to BYTE, pointing to an array of bytes of length specified by the DataLength
member.

221210 DHCP_IP_RESERVATIO N

The DHCP_IP_RESERVATION structure defines an IPv4 reservation fora DHCPv4 client . Thisis
used in structure  DHCP_SUBNET_ELEMENT DATA (section 2.2.1.2.33)

typedef struct _DHCP_IP_RESERVATION{
DHCP_IP_ADDRESSReservedIpAddress;
DHCP_CLIENT_UID* ReservedF orClient;
} DHCP_IP_RESERVATION,
*LPDHCP_IP_RESERVATION;

ReservedIpAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) that contains the IPv4
address of the DHCPV4 client for which a re servation is created.

ReservedForClient: This is a pointer of type DHCP_CLIENT_UID (section 2.2.1.2.5) that represents
the DHCPVA4 client identifier (section 2.2.1.2.5.1 ).

221211 DATE_TIME

The DATE_TIME structure contains a 64  -bit value interpreted as an unsigned number that repre sents

the number of 100 -nanosecond intervals since January 1, 1601 (UTC).

typedef struct _DATE_TIME {
DWORDIwLowDateTime;
DWORDIwHighDateTime;
} DATE_TIME,
*LPDATE_TIME;

dwLowDateTime: This is of type DWORD, containing the lower 32 bits of the time value.
dwHighDateTime: This is of type DWORD, containing the upper 32 bits of the time value.

221212 DHCP_CLIENT_INFO

The DHCP_CLIENT_INFO structure defines information about the DHCPv4 client  that is used by the

R_DhcpGetClientinfo  (section 3.1.4.19) method.

typedef struct _DHCP_CLIENT_INFO {
DHCP_IP_ADDRESSClientlpAddress;
DH®_IP_MASK SubnetMask;
DHCP_CLIENT_UID ClientHardwareAddress;
LPWSTRClientName;
LPWSTRClientComment;
DATE_TIME ClientLeaseExpires;
DHCP_HOST_INFOOwnerHost;

} DHCP_CLIENT_INFO,

*LPDHCP_CLIENT_INFO;

ClientlpAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) and contains the DHCPv4
client's IPv4 address.

SubnetMask: This is of type DHCP_IP_MASK (section 2.2.1.2.2) and contains the DHCPV4 client's
IPv4 subnet mask address.
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ClientHardwareAddress: This is of type DHCP_CLIENT_UID (section 2.2.1.2.5) that represents a
DHCPvV4 client  -identifier ~ (section 2.2.1.2.5.1 )ora DHCPv4 client unique ID (section
2.2.1.2.5.2 ). Methods that accept DHCP_CLIENT_INFO as a parameter specify which
representations are acceptable.

ClientName: A pointertoanull -terminated Unicode string that represents the DHCPv4 client's
internet host name. There is no restriction on the length of this Unicode string.

ClientComment: A pointer to a null  -terminated Unicode string that represents a description of the
DHCPvVA4 client. There is norest  riction on the length of this Unicode string.

ClientLeaseExpires: Thisis of type DATE_TIME (section 2.2.1.2.11) that contains the lease expiry
time for the DHCPV4 client. This is Coordinated Uni versal Time (UTC).

OwnerHost: This is of type DHCP_HOST_INFO (section 2.2.1.2.7) that contains information about
the DHCPv4 server machine that has provided a lease to the DHCPv4 client.

221213 DHCP_CLIENT_INFO_ARRAY

The DHCP_CLIENT_INFO_ARRAY structure defines an array of
DHCP_CLIENT_INFO (section 2.2.1.2.12) structures.

This structure is used by methods that retrieve information for more than one DHCPVA4 client.

typedef struct _DHCP_CLIENT_INFO_ARRAY{
DWORINumElements;
[size_is(NumElements)] LPDHCP_CLIEN T_INFO* Clients;
} DHCP_CLIENT_INFO_ARRAY,
*LPDHCP_CLIENT_INFO_ARRAY;

NumElements: This is of type DWORD, containing the number of DHCPV4 clients in the subsequent
Clients member field. There are no inherent restrictions on the NumElements member. Methods
that retrieve DHCPV4 client information using the DHCP_CLIENT_INFO_ARRAY structure can limit
the maximum value of the NumElements member. For example,
R_DhcpEnumSubnetClients  (section 3.1.4.21) restricts the number of elements based on input
parameters and the size, in addition to the number, of DHCPv4 client lease records available for
retrieval.

Clients:  Thisis a poi nter of type LPDHCP_CLIENT_INFO  (section 2.2.1.2.12) that points to the array
of length  NumElements containing the DHCPVA4 client's information.

221214 DHCP_CLIENT_INFO_V4

The DHCP_CLIENT_INFO_V4 structure defines information about the DHCPv4 client  that is used
by the R_DhcpGetClientinfovV4  (section 3.1.4.35) method.

This structu re augmentsthe DHCP_CLIENT_INFO (section 2.2.1.2.12) structure by including the
additional element  bClientType

typedef struct _DHCP_CLIENT_INFO_V4 {
DHCP_IP_ADDRESSClientlpAddress;
DHCP_IP_MASK SubnetMask;
DHCP_CLIENT_UID ClientHardwareAddress;
LPWSTRClientName;
LPWSTRClientComment;
DATE_TIME ClientLeaseExpires;
DHCP_HOST_INFOOwnerHost;
BYTE bClientType;

} DHCP_CLIENT_INFO_V4,
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*LPDHCP_CLIENT_INFO_V4;

ClientlpAddress:
DHCPv4 client's IPv4 address.

SubnetMask:

Thisis oftype DHCP_IP_ADDRESS (section 2.2.1.2.1)

DHCP_IP_MASK (section 2.2.1.2.2)

, a DWORD that contains the

, a DWORD that contains the

This is of type

DHCPv4 client's IPv4 subnet mask address.

ClientHardwareAddress:
repre sentsa DHCPV4 client

This is of type
-identifier

DHCP_CLIENT _UID (section 2.2.1.2.5) , a structure that
(section 2.2.1.2.5.1 )ora DHCPV4 client unique ID

(section 2.2.1.2.5.2 ). Methods that accept DHCP_CLIENT_INFO_V4 as a parameter specify which

representations are acceptable.

ClientName: A pointer to a null

-terminated  Unicode string

that represents the DHCPv4 client's

internet host name. There is no restriction on the length of this Unicode string.

ClientComment:

A pointer to a null

-terminated Unicode string

that represents a description of the

ClientLeaseExpires:

DHCPvV4 client. There is no restriction on the length of this Unicode string.

Thisis of type DATE_TIME (section 2.2.1.2.11)
lease expiry time for the DHCPVA4 client. This is UTC time.

, astructure t

hat contains the

DHCP_HOST_INFO (section 2.2.1.2.7)

, a structure that contains

OwnerHost: This is of type
information on the

DHCPv4 server

machine that has provided a lease to the DHCPv4 client.

bClientType: This is of type BYTE that identifies the type of the DHCPVA4 client. Possible values for
this field are provided in the fo llowing table.
Value Meaning

CLIENT_TYPE_UNSPECIFIED
0x00

A DHCPV4 client other than ones defined in this table.

CLIENT_TYPE_DHCP
0x01

The DHCPvV4 client supports the DHCPv4 protocol.

CLIENT_TYPE_BOOTP
0x02

The DHCPv4 client supports the BOOTP protocol ( RFC2132] ).

CLIENT_TYPE_BOTH
0x03

The DHCPv4 client identifies both the DHCPv4 and the BOOTP
protocols.

0x04

CLIENT_TYPE_RESERVATION_FLAG

There is an IPv4  reservation created for the DHCPv4 client.

CLIENT_TYPE_NONE
0x64

Backward compatibility for manual addressing.

221215

The DHCP_CLIENT_INFO_ARRAY_V4

DHCP_CLIENT_INFO_ARRAY_V4

structure defines an array of

DHCP_CLIENT INFO V4 (section 2.2.1.2.14) structures.
This structure is used by methods, such as R_DhcpEnumSubnetClientsV4 (section 3.1.4.36) , that
retrieve information for more than one DHCP client.
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typedef struct _DHCP_CLIENT_INFO_ARRAY_V4{
DWORINumElements;
[size_is(NumElements)] LPDHCP_CLIENT_INFO_V 4* Clients;
} DHCP_CLIENT_INFO_ARRAY_V4,
*LPDHCP_CLIENT_INFO_ARRAY_V4;

NumElements: This is of type DWORD, containing the number of DHCPv4 client -specific subnets,
which is also the number of DHCPv4 clients in the Clients member. There are no inherent
restrictions onthe  NumElements member. Methods that retrieve DHCPv4 client information using
the DHCP_CLIENT_INFO_ARRAY_V4 structure can limit the maximum value of the NumElements
member. For example, R_DhcpEnumSubnetClients V4 restricts the number of elements based on
input parameters and the size, as well as number, of DHCPv4 client lease records available for
retrieval.

Clients:  This is a pointer of type LPDHCP_  CLIENT_INFO_V4 that points to the array of length
NumElements containing the DHCPV4 client information.

221216 DHCP_CLIENT_INFO_V5

The DHCP_CLIENT_INFO_V5 structure defines information about the DHCPvV4 client . It augments
the DHCP_CLIENT_INFO_V4 (section 2.2.1.2.14) structure by including the additional element
AddressState . This structure is used in the DHCP_CLIENT_INFO_ARRAY_V5 _structure.

typedef struct _DHCP_CLIENT_INFO_VS5 {
DHCP_IP_ADDRESSClientlpAddress;
DHCP_IP_MASK SubnetMask;
DHCP_CLIENT_UID ClientHardwareAddress;
LPWSTRClientName;
LPWSTRClientComment;
DATE_TIME ClientLeaseExpires;
DHCP_HOST_INFOOwnerHost;
BYTE bClientType;
BYTE AddressState;

} DHCP_CLIENT_INFO_V5,

*LPDHCP_CLIENT_INFO_V5;

ClientlpAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , a DWORD that contains
the DHCPV4 client's IPv4 address.

SubnetMask: Thisis of type DHCP_IP_MASK (section 2.2.1.2.2) , a DWORD that contains the
DHCPvV4 client's IPv4 subnet mask address.

ClientHardwareAddress: This is of type DHCP_CLIENT_UID (section 2.2.1.2.5) , a structure that
representsa DHCPv4 client  -identifier  (section 2.2.1.2.5.1 )ora DHCPv4 client unique ID
(section 2.2.1.2.5.2 ). Methods that accept DHCP_CLIENT_INFO_V5 as a parameter specify
which representations are acceptable.

ClientName: A pointertoanull -terminated Unicode string that represents the DHCPVA4 client's
internet host name. There is no restriction on the length of this Unicode string.

ClientComment: A pointer to a null  -terminated Unicode string that repre sents the description given
to the DHCPv4 client. There is no restriction on the length of this Unicode string.

ClientLeaseExpires: This is of type DATE_TIME (section 2.2.1.2.11) , a structure tha t contains the
lease expiry time for the DHCPvA4 client. This is UTC time.

OwnerHost: This of type DHCP_HOST_INFO (section 2.2.1.2.7) , a structure that contains
information about the DHCPv4 server machine that has provided a lease to the DHCPv4 client.
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bClientType: This is of type BYTE that identifies the type of the DHCPV4 client. Possible values for
this field are provided in the following table.

Value Meaning
CLIENT_TYPE_UNSPECIFIED A DHCPVA4 client other than ones defined in this table.
0x00
CLIENT_TYPE_DHCP The DHCPvV4 client supports the DHCP protocol.
0x01
CLIENT_TYPE_BOOTP The DHCPvV4 client supports the BOOTP protocols ( RFC2132] ).
0x02
CLIENT_TYPE_BOTH The DHCPV4 client identifies both the DHCPv4 and the BOOTP
0x03 protocols.
CLIENT_TYPE_RESERVATION_FLAG | There is an IPv4 reservation created for the DHCPv4 client.
0x04
CLIENT_TYPE_NONE Backward compatibility for manual addressing.
0x64
AddressState: This is of type BYTE, as shown by the following set of bits. The AddressState

member represents the state of the IPv4 address given to the DHCPv4 client.

BIT 7 BIT6 BIT5 BIT4 BIT3 BIT2 BIT1 BITO

The following tables show the various bit representation values and their meanings.

BIT 0 and BIT 1 signify the state of the leased IPv4 address, as shown in the table that follows.

Value Meaning

ADDRESS_STATE_OFFERED The DHCPv4 client is offered this IPv4 address.

0x0

ADDRESS_STATE_ACTIVE The IPv4 address is active and has an active DHCPv4 client lease record.

0x1

ADDRESS_STATE_DECLINED | The IPv4 address request is declined by the DHCPv4 client; hence it is a bad

IPv4 address.

0x2

ADDRESS_STATE_DOOM The IPv4 address is in DOOMED state and is due to be deleted.

0x3
BIT 2 and BIT 3 signify the Name Protection (section 3.3.3 ) related information of the leased IPv4
address, as shown in the table that follows

Value Meaning

ADDRESS_BIT_NO_DHCID The address is leased to the DHCPv4 client without DHCID

0x0 (sections 3 and 3.5 of RFC4701] ).

ADDRESS_BIT_DHCID_NO_CLIENTIDOPTION The address is leased to the DHCPv4 client with DHCID as

specified in section 3.5.3 of [RFC4701].
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Value Meaning
0x1
ADDRESS_BIT_DHCID_WITH_CLIENTIDOPTION The address is leased to the DHCPv4 client with DHCID as
0x2 specified in section 3.5.2 of [RFC4701].
ADDRESS_BIT_DHCID_WITH_DUID The address is leased to the DHCPv4 client with DHCID as
0x3 specified in section 3.5.1 of [RFC4701].
BIT 4, BIT 5, BIT 6, and BIT 7 specify DNS -related information as shown in the table that follows.

Value Meaning
ADDRESS_BIT_CLEANUP The DNS update fo rthe DHCPv4 client lease record needs to be deleted
0x10 from the DNS server when the lease is deleted.
ADDRESS_BIT_BOTH_REC The DNS update needs to be sent for both A and PTR resource records
0x20 ([REC1034] section 3.6).
ADDRESS_BIT_UNREGISTERED The DNS update is not completed for the lease record.
0x40
ADDRESS_BIT_DELETED The address lease is expired, but the DNS updates for the lease record
0x80 have not been deleted from the DNS server.

221217 DHCP_CLIENT_INFO_ARRAY_V5

The DHCP_CLIENT_INFO_ARRAY_V5 structure defines the array of

DHCP_CLIENT_INFO_V5 (section 2.2.1.2.16 ) structures.

This structure is used by methods, such as R_DhcpEnumSubnetClientsV5 (section 3.2.4.1 ), that
retrieve information for more than one DHCPVA4 client.

typedef struct _DHCP_CLIENT_INFO_ARRAY_V5{
DWORINumElements;
[size_is(NumElements)] LPDHCP_CLIENT_INFO_V5* Clients;

} DHCP_CLIENT_INFO_ARRAY_VS5,
*LPDHCP_CLIENT_INFO_ARRAY_V5;

NumElements: This is of type DWORD, containing the number of DHCPv4 client T specific subnets,
which is also the number of DHCPV4 clients in the Clients member element. There are no inherent
restrictions onthe  NumElements member. Methods that retrieve DHC Pv4 client information using
the DHCP_CLIENT_INFO_ARRAY_VS5 structure can limit the maximum value of the NumElements
member. For example, R_DhcpEnumSubnetClientsV5 restricts the number of elements based on
input parameters and the size, as well as the numbe r, of DHCPv4 client lease records available
for retrieval.

Clients:  This is a pointer of type DHCP_CLIENT_INFO_V5 that points to the array of length
NumElements containing the DHCPV4 client's i nformation.

2.2.1.2.18 DHCP_SEARCH_INFO

The DHCP_SEARCH_INFO structure definesthe  DHCPv4 client  information search type defined by
SearchType , along with the data used within that search. This structure, used in the
R_DhcpGetClientinfo  (section 3.1.4.19) method, is used to search a specific DHCPvA4 client.
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typedef struct _DHCP_SEARCH_INFO {
DHCP_SEARCH_INFO_TYPE SearchType;
[switch_is(SearchType), switch_type(DHCP_SEARCH_INFO_TYPE)]
union _DHCP_CLIENT_SEARCH_UNION {
[case(DhcpClientlpAddress)] DHCP_IP_ADDRESS ClientlpAddress;

[case(DhcpClientHardwareAddress)] DHCP_CLIENT_UID ClientHardwareAddress;

[case(DhcpClientName)] LPWSTR ClientName;
} Searchinfo;
} DHCP_SEARCH_INFO, *LPDHCP_SEARCH_INFO;

SearchType: This is an enumeration of type DHCP_SEARCH_INFO_TYPE (section 2.2.1.1.3) that

contains the data type based on which the search is performed for a specific DHCPv4 client record

held by the DHCPv4 server

DHCPv4 server database.

Value Meaning

DhcpCli entlpAddress The DHCPV4 client IPv4 address (section 2.2.1.2.1 ), specified in a subsequent

0 field, is used to search for the DHCPv4 client lease record inthe DHCPv4
server database

DhcpClientHardwareAddress The DHCPVA4 client unique ID (section 2.2.1.2.5.2 ), specified in a

1 subsequent field, is used to search for the DHCPv4 client lease record in the

DhcpClientName A pointer to anull  -terminated Unicode

DHCPv4 server database.

string

that contains the name of the

2 DHCPV4 client. It is used to search for the DHCPv4 client lease record i n the

Searchinfo: A union that can contain one of the following values chosen based on the value of

SearchType .

ClientlpAddress: A pointer to a DHCP_IP_ADDRESS  (section 2.2.1.2.1) structure that is used to
search for the DHCPv4  client lease record in the DHCPv4 server database.

ClientHardwareAddress: A pointertoa DHCP_CLIENT_UID (section 2.2.1.2.5) structure that

represents the unique ID of a DHCPv4 client (section 2. 2.1.2.5.2). Itis used to search for the

DHCPv4 client lease record in the DHCPv4 server database.

ClientName: A pointerto a null  -terminated Unicode string, of type LPWSTR, that contains the name
of the DHCPV4 client. It is used to search for the DHCPv4 client lease record in the DHCPv4 server

database. There is no restriction on the length of this Unicode string.

2.2.1.2.19 DHCP_CLIENT_INFO_VQ

The DHCP_CLIENT_INFO_VQ structure defines information ab outthe DHCPv4 client . This

structure is used in the R_DhcpGetClientinfovVQ  (section 3.1.4.47)

method.

DHCP_CLIENT_INFO_VQ augments the DHCP_CLIENT_INFO_V5 (section 2.2.1.2.16) _ structure by

including information related to the NAP settings of the DHCPVA4 client.

typedef struct _DHCP_CLIENT_INFO_VQ{
DHCP_IP_ADDRESSClientlpAddre  ss;
DHCP_IP_MASKSubnetMask;
DHCP_CLIENT_UID ClientHardwareAddress;
LPWSTRClientName;
LPWSTRClientComment;
DATE_TIME ClientLeaseExpires;
DHCP_HOST_INFOOwnerHost;
BYTE bClientType;
BYTE AddressState;
QuarantineStatus Status;
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DATE_TIME ProbationEnds;
BOOL QuarantineCapable;
} DHCP_CLIENT_INFO_VQ,
*LPDHCP_CLIENT_INFO_VQ;

ClientlpAddress: This is of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , a DWORD that containsth e
DHCPV4 client's IPv4 address.

SubnetMask: Thisis of type DHCP_IP_MASK (section 2.2.1.2.2) , a DWORD that contains the
DHCPV4 client's IPv4 subnet mask address.

ClientHardwareAddress: Thisiso ftype DHCP_CLIENT UID (section 2.2.1.2.5) , a structure that
representsa DHCPv4 client -identifier  (section 2.2.1.2.5.1 )ora DHCPvV4 client unique ID
(section 2.2.1.2.5.2 ). Methods that accept DHCP_CLIENT_INF O_VQ as a parameter specify which
representations are acceptable.

ClientName: A pointertoanull -terminated Unicode string that represents the DHCPv4 client's
internet host name. Thereisnor estriction on the length of this Unicode string.

ClientComment: A pointer to a null  -terminated Unicode string that represents the description given
to the DHCPVA4 client. There is no restriction on the length of this Unicode string.

ClientLeaseExpires: Thisis of type DATE_TIME (section 2.2.1.2.11) , a structure that contains the
lease expiry time for the DHCPv4 client. This is UTC time represented in the FILETIME format.

OwnerHost: This is of typ e DHCP_HOST INFO (section 2.2.1.2.7) , a structure that contains
information about the DHCPvV4 server machine that has provided a lease to the DHCPv4 client.

bClientType: This is of type BYTE that identifies the type of the DHCPVA4 client. The possible values
are shown in the table that follows.

Value Meaning

CLIENT_TYPE_UNSPECIFIED A DHCPVA4 client  other than ones defined in this table.

0x00

CLIENT_TYPE_DHCP The DHCPV4 client supports the DHCP protocol.

0x01

CLIENT_TYPE_BOOTP The DHCPv4 client supports the BOOTP protocol ( RFC2132] ).
0x02

CLIENT_TYPE_BOTH The DHCPvV4 client identifies both the DHCPv4 and the BOOTP
0x03 protocols.

CLIENT_TYPE_RESERVATION_FLAG | ThereisanIPv4 reservation created for the DHCPVA4 client.
0x04

CLIENT_TYPE_NONE Backward compatibility for manual addressing.

0x64

AddressState: This is of type BYTE, as shown by the following set of bits. The AddressState

member represents the state of the IPv4 address given to the DHCPv4 client.
BIT 7 BIT6 | BIT5 | BIT4 | BIT3 | BIT2 | BIT1 | BITO
The following tables show the various bit representation values and their meanings.
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BIT 0 and BIT 1 signify the state of the leased IPv4 address, as shown in the table that follows.

Value

Meaning

ADDRESS_STATE_OFFERED
0x0

The DHCPv4 client is offered this IPv4 address.

ADDRESS_STATE_ACTIVE
Ox1

The IPv4 address is active and has an active DHCPv4 client lease record.

ADDRESS_STATE_DECLINED
0x2

The IPv4 address request is declined by the DHCPv4 client; hence, it is a bad
IPv4 address.

ADDRESS_STATE_DOOM

The IPv4 address is in DOOMED state and is due to be deleted.

0x3

BIT 2 and BIT 3 signify the Name Protection (section 3.3.3 ) related information of the leased IPv4

address, a s shown in the table that follows.
Value Meaning
ADDRESS_BIT_NO_DHCID The address is leased to the DHCPv4 client without DHCID
0x0 (sections 3 and 3.5 of RFC4701] ).
ADDRESS_BIT_DHCID_NO_CLIENTIDOPTION The address is leased to the DHCPv4 client with DHCID as
ox1 specified in section 3.5.3 of [RFC4701].
ADDRESS_BIT_DHCID_WITH_CLIENTIDOPTION The address is leased to the DHCPv4 client with DHCID as
ox2 specified in secti on 3.5.2 of [RFC4701].
ADDRESS_BIT_DHCID_WITH_DUID The address is leased to the DHCPv4 client with DHCID as
0x3 specified in section 3.5.1 of [RFC4701].

BIT 4, BIT 5, BIT 6, and BIT 7 specify DNS -related information as shown in the table that follows.
Value Meaning
ADDRESS_BIT_CLEANUP The DNS update for the DHCPv4 client lease record  needs to be deleted

Ox1

from the DNS server when the lease is deleted.

ADDRESS_BIT_BOTH_REC
0x2

The DNS update needs to be sent for both A and PTR resource records

([REC1034] section 3.6).

ADDRESS_BIT_UNREGISTERED
0x4

The DNS update is not completed for the lease record.

ADDRESS_BIT_DELETED
0x8

The address lease is expired, but the DNS updates for the lease record
have not been deleted from the DNS server.

Status:  Thisis of type QuarantineStatus  (section 2.2.1.1.11) , and enumeration that contains the

health status of the DHCPv4 client, as validated at the NAP server . Possible values validated by
the NAP server are NOQUARANTINE, RESTRICTEDACCESS, DROPPACKET, and PROBATION.

Proba tionEnds: This is of type DATE_TIME, a structure that contains the end time of the probation if
the DHCPVA4 client is on probation. For this time period, the DHCPv4 client has full access to the

network.

QuarantineCapable: This is of type BOOL that takes on the values shown in the table that follows.
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Value Meaning
TRUE The DHCPvV4 client machine is quarantine -enabled.
1
FALSE | The DHCPv4 client machine is not quarantine -enabled.
0
2.2.1.2.20 DHCP_CLIENT_INFO_ARRAY_VQ
The DHCP_CLIENT_INFO_ARRAY_VQ structure defines an array of
DHCP_CLIENT INFO VQ (section 2.2.1.2.19) structures. This structure is used by methods, such a S

R_DhcpEnumSubnetClientsVQ  (section 3.1.4.48) , that retrieve information for more than one DHCPv4
client.

typedef struct _DHCP_CLIENT_INFO_ARRAY_V{Q
DWORIDNumElements;
[size_is(NumElements)] LPDHCP_CLIENT_INFO_VQ* Clients;

} DHCP_CLIENT_INFO_ARRAY_VOQ,
*LPDHCP_CLIENT_INFO_ARRAY_VQ;

NumElements: This is of type DWORD, containing the number of clients inthe specific IPv4
subnet, which is also the number of entries in the Clients member element.

Clients:  This is a pointer of type DHCP_CLIENT_INFO_VQ that points to the array of length
NumElements containing the DHCP client information.

221221 DHCP_MCLIENT_INFO

The DHCP_MCLIENT_INFO structure defines information about the MADCAP client thatis used by
the method R_DhcpGetMClientinfo  (section 3.2.4.12)

typedef struct _DHCP_MCLIENT_INFO{
DHCP_IP_ADDRESSClientlpAddress;
DWORDMScopeld;
DHCP_CLIENT_UID Clientld;
LPWSTRClientName;
DATE_TIME ClientL easeStarts;
DATE_TIME ClientLeaseEnds;
DHCP_HOST_INFOOwnerHost;
DWORDMddressFlags;
BYTE AddressState;

} DHCP_MCLIENT_INFO,

*LPDHCP_MCLIENT_INFO;

ClientlpAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) that contains the MADCAP
client's IPv4 address.

MScopeld: This is of type DWORD that specifies the unique identifier of the multicast scope from
which the MADCAP client receives an IPv4 multicast address.

Clientld: Thisis of type DHCP_CLIENT UID (section 2.2.1.2.5) thatrepresentsa MADCAP le ase
identifier ~ (section 2.2.1.2.5.4 ).

ClientName: A pointertoanull -terminated Unicode string that represents the MADCAP client's
internet host name. There is no restriction on the length of this Unicode string.
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ClientLeaseStarts: This is of type DATE_TIME (section 2.2.1.2.11) that contains the lease start date
and time for the MADCAP client. This is UTC time.

ClientLeaseEnds: This is of type DATE_TIME that contains the lease expiry time for the MADCAP
client. This is UTC time.

OwnerHost: This is of type DHCP_HOST_INFO (section 2.2.1.2.7) that contains information about
the MADCAP server machine that has provided a lease to the MADCAP client.

AddressFlags: This is of type DWORD . This MUST be set to zero when sent and ignored on receipt.
It MUST be specified as zero in the RPC method that modifies the MADCAP server configuration. It
MUST be treated as an error if the v alue is nonzero in the RPC method that queries the MADCAP
server configuration.

AddressState: This is of type BYTE that represents the state of the IPv4 address given to the
MADCAP client. The following table represents the different values and their mea nings.

Value Meaning

ADDRESS_STATE_OFFERED The MADCAP client has been offered this IPv4 address.

0x00000000
ADDRESS_STATE_ACTIVE The IPv4 address is active and has an active MADCAP client lease record
0x00000001
ADDRESS_STATE_DECLINED | The IPv4 address request was declined by the MADCAP client; hence it is a
0x00000002 bad IPv4 address.
ADDRESS_STATE_DOOM The IPv4 addressisinD  OOMED state and is due to be deleted.
0x00000003
221222 DWORD_DWORD

The DWORD_DWORD  structure defines a 64  -bit integer value. This is used in
DHCP_OPTION_DATA_ELEMENT (section 2.2.1.2.23)

typedef struct _DWORD_DWORD
DWORDWord1;
DWORDWord2;
} DWORD_DWORD,
*LPDWORD_DWORD;

DWordl:  This is of type DWORD, specifying the upper 32 bits of the value.

DWord2:  This is of type DWORD, specifyi  ng the lower 32 bits of the value.

221223 DHCP_OPTION_DATA_ELEMENT

The DHCP_OPTION_DATA_ELEMENT structure contains the type of the option and its data value.
This is used withina  DHCP_OPTION_DATA (section 2.2.1.2.24) structure.

typedef struct _DHCP_OPTION_DATA_ELEMEN{
DHCP_OPTION_DATA_TYPBptionType;
[switch_is(OptionType), switch_type(DHCP_OPTION_DATA_TYPE)]
union _DHCP_OPTION_ELEMENT_UNIOR
[case(DhcpByteOption)]
BYTE ByteOption;
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[case(DhcpWordOption)]
WORDWordOption;

[case(DhcpDWordOption)]
DWORDWordOption;

[case(DhcpDWordDWordOption)]
DWORD_DWORIMWordDWordOption;

[case(DhcplpAddressOption)]
DHCP_IP_ADDRESSIpAddressOption;

[case(DhcpStringDataOption)]
LPWSTRStringDataOption;

[case(DhcpBinaryDataOption)]
DHCP_BINARY_DATABIinaryDataOption;

[case(DhcpEncapsulatedDataOption)]
DHCP_BINARY_DATAEncapsulatedDataOption;

[case(Dhcplpv6AddressOption)]
LPWSTRIpv6AddressDataOption;

} Element;
} DHCP_OPTION_DATA_ELEMENT,
*LPDHCP_OPTION_DATA_ELEMENT;

OptionType: Thisis of type DHCP_OPTION_DATA TYPE (section 2.2.1.1.10) enumeration value,

indicating the option value that is present in the subsequent field, Element .

Element:  This is a union that can contain one of the following values chosen based on the value o f
OptionType

ByteOption: Specifies the data as a BYTE value. This field is present if the OptionType is
DhcpByteOption.

WordOption: Specifies the data as a WORD value. This field is present if the OptionType is
DhcpWordOption.

DWordOption: Specifiesth e dataasa DWORD value. This field is present if the OptionType is
DhcpDWordOption.

DWordDWordOption: Specifies the dataasa DWORD _DWORD (section 2.2.1.2.22) value. This field
is present if the  OptionType is DhcpDWordDWordOption.

IpAddressOption: Specifies the dataasa DHCP_IP_ADDRESS (section 2.2.1.2.1) value. This field is
present if the OptionType is IpAddressOption

StringDataOption: Specifies the data as LPWSTR, a pointer to a Unicode string value. This field is
presentifthe OptionType is DhcpStringDataOption.

BinaryDataOption: Specifies the dataasa DHCP_BINARY_DATA (section 2.2.1.2.9) structure. This
field is present if the OptionType is DhcpBinaryDataOption.

EncapsulatedDat ~ aOption:  Specifies the data as encapsulated within a DHCP_BINARY_DATA
structure. The application MUST recognize the format of the opaque data capsule in order to read
it from the Data field of DHCP_BINARY_DATA. This field is present if the OptionType is
DhcpEncapsulatedDataOption.

Ipv6AddressDataOption: Specifies the data as LPWSTR, a pointer to a Unicode string value. This
field is present if the OptionType is Dhcplpv6AddressOption.

221224 DHCP_OPTION_DATA

The DHCP_OPTION_DATA structure defines an array of

DHCP_OPTION_DATA_ELEMENT (section 2.2.1.2.23) structures. This structure is a data container for
one or more data elements associated with a DHCP option. This structure is used in the
DHCP_OPTION_VALUE (section 2.2.1.2.42) structure.
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typedef struct _DHCP_OPTION_DATA
DWORINumElements;
[size_is(NumElements)] LPDHCP_OPTION_DATA_ELEMENT Elements;
} DHCP_OPTION_DATA,
*LPDHCP_OPTION_DATA,

NumElements: This is of type DWORD, specifying the number of data elements in the specific DHCP
option, which is also the number of option data element slisted inthe Elements array member.

Elements: This is a pointer of type DHCP_OPTION_DATA_ELEMENT structure that points to the array
of length  NumElements containing the data elements associated with a specific option.

221225 DHCP_OPTION

The DHCP_OPTION  structure contains the information for an option definition created on the DHCP
server. This structure is used in the LPDHCP_OPTION_ARRAY (section 2.2.1 .2.26) structure.

typedef struct _DHCP_OPTION({
DHCP_OPTION_ID OptionID;
LPWSTROptionName;
LPWSTROptionComment;
DHCP_OPTION_DATADefaultValue;
DHCP_OPTION_TYPEOptionType;

} DHCP_OPTION,

*LPDHCP_OPTION;

OptionlID: This is of type DHCP_OPTION_ID (section 2.2.1.2.3) |, containing a value that uniquely
identifies the option.

OptionName: A pointer of type LPWSTR to a null -terminated Unicode string that specifies the
option name of the option. There is no restriction on the length of this Unicode string.

OptionComment: A pointer of type LPWSTR to a null -termi nated Unicode string that specifies a
comment for the option. This is an optional parameter. There is no restriction on the length of this
Unicode string.

DefaultValue: Thisis of type DHCP_OPTION_DATA (section 2.2.1.2.24) , containing the default value
for the option. This also defines the data type used to store the value of the option.

OptionType: Thisis of type DHCP_OPTION_TYPE (section 2.2.1.1.6) , indicating whether the default
value is a unary item or an array of elements.

221226 DHCP_OPTION_ARRAY

The DHCP_OPTION_ARRAY structure contains an array of the DHCP server option defini tion. This
structure is used in the DHCP_ALL_OPTIONS (section 2.2.1.2.27) structure.

typedef struct _DHCP_OPTION_ARRAY
DWORDNumElements;
[size_is(NumElements)] LPDHCP_OPTION Options;
} DHCP_OPTION_ARRAY,
*LPDHCP_OPTION_ARRAY;

NumElements: This is of type DWORD, containing the number of option definitions in the
subsequent field, the  Options member.

Options:  This is a pointer of type DHCP_OPTION (section 2.2.1.2.25) that points to an array of
length  NumElements containing DHCP server option definitions.
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221227 DHCP_ALL_OPTIONS

The DHCP_ALL_OPTIONS structure contains all the option definitions created on the DHCP server.
This includes the vendor  -specific opti on definition as well as the default vendor option definition. This
structure is used in the R_DhcpGetAllOptions _ (section 3.2.4.30) method.

typedef struct _DHCP_ALL_OPTIONS({
DWORLFlags;
LPDHCP_OPTION_ARRAYNonVendorOptions;
DWORIDINumVendorOptions;
[size_is(NumVendorOptions)] struct {
DHCP_OPTIONOption;
LPWSTRVendorName;
LPWSTRClassName;
}¥*  VendorOptions;
} DHCP_ALL_OPTIONS,
*LPDHCP_ALL_OPTIONS;

Flags: Thisis of type DW ORD. This MUST be set to zero when sent and ignored on receipt.

NonVendorOptions: This is a pointer of type DHCP_OPTION_ARRAY (section 2.2.1.2.26) structure
that points to the location that conta ins all non -vendor -specific options created on the DHCP
server.

NumVendorOptions: This is of type DWORD, containing the number of vendor - specific options
created on the DHCP server. This field specifies the number of vendor - specific options defined in
the subsequent field, the ~ VendorOptions member.

VendorOptions: This structure defines the vendor - specific options.

Option:  Thisis of type DHCP_OPTION (section 2.2.1.2.25) , containing the option de finition for the
specific vendor class  and user class

VendorName: A pointerto a null  -terminated Unicode string that specifies the name of a vendor
class for a specific option definition. There is no restriction on the length of this Unicode string.

ClassName: A pointer to a null  -terminated Unicode string that specifies the name of a user class for
a specific user class. There is no restriction on the length of this Unicode string.

2.2.12.28 DHCP_IPV6_ADDRESS

The DHCP_IPV6_ADDRESS structure cont ains the IPv6 address. This is used in the
DHCP_OPTION_SCOPE_INFO6 (section 2.2.1.2.30) structure.

typedef struct _DHCP_IPV6_ADDRESS{
ULONGLONGHighOrderBits;
ULONGLONG.owOrderBits;
} DHCP_I PV6_ADDRESS,
*LPDHCP_IPV6_ADDRESS,
*PDHCP_IPV6_ADDRESS;

HighOrderBits: This is of type ULONGLONG, containing the higher 64 bits of the IPv6 address.
LowOrderBits: This is of type ULONGLONG, containing the lower 64 bits of the IPv6 address.
2.21.2.29 DHCP_RESERVED_SCOPEG6

The DHCP_RESERVED_SCOPE6  structure defines an IPv6 reservation . Thisis used in
DHCP_OPTION_SCOPE_INFO6 (section 2.2.1.2.30) structure.
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typedef struct _DHCP_RESERVED_SCOPE6
DHCP_IPV6_ADDRESSReservedIpAddress;
DHCP_IPV6_ADDRESSReservedipSubnetAddress;
} DHCP_RESERVED_SCOPES,
*LPDHCP_RESERVEDSCOPES;

ReservedIpAddress: This is of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28) , containing thelPv6
address of an IPv6 reservation.

ReservedIpSubnetAddress: This is of type DHCP_IPV6_ADDRESS, containing the IPv6 prefix ID of
the subnet.

2.2.1.2.30 DHCP_OPTION_SCOPE_INFO6

The DHCP_OPTION_SCOPE_INFO6 structure contains information about the option. The

information includes the type o f the option and the level of the option (server level, scope level, or

reservation level).

typedef struct _DHCP_OPTION_SCOPE_INFO6 {
DHCP_OPTION_SCOPE_TYPEG6 ScopeType;
[switch_is(ScopeType), switch_type(DHCP_OPTION_SCOPE_TYPE)]
union _DHCP_OPTION_SCOPE_UNIONS {
[case(DhcpDefaultOptions6)] ;
[case(DhcpScopeOptions6)] DHCP_IPV6_ADDRESS SubnetScopelnfo;
[case(DhcpReservedOptions6)] DHCP_RESERVED_SCOPEG6 ReservedScopelnfo;
[case(DhcpGlobalOptions6)] ;
} Scopelnfo;
} DHCP_OPTION_SCOPE_INFOS, *LPDHCP_OPTION_SCOPE_INFOS6;

ScopeType:  Thisis of type DHCP_OPTION_SCOPE_TYPEG6 (section 2.2.1.1.5) enumeration, defining
the scope type of the associated DHCP options, and indicates which of the following fields in the
union is used.

Scopelnfo: This is a union that can contain one of the following values chosen based on the value of
ScopeType

SubnetScopelnfo: Thisis of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28) structure, containin g
the IPv6 prefix ID of the subnet for which the option value is to be set.

ReservedScopelnfo: Thisis of type DHCP_RESERVED_SCOPEG6 (section 2.2.1.2.29) structure,
containing the IPv6 address of the reservation and the IPv6 prefix ID for which the option value is
to be set.

221231 DHCP_IP_RANGE

The DHCP_IP_RANGE structure defines the IPv4 range for an IPv4 scope . This is used in structure

DHCP_SUBNET_ELEMENT_DATA (section 2.2.1.2.33 ).

typedef struct _DHCP_IP_RANGE{
DHCP_IP_ADDRESSStartAddress;
DHCP_IP_ADDRESSEndAddress;
} DHC P_IP_RANGE,
*LPDHCP_IP_RANGE;

StartAddress: This is of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , containing the first IPv4
address in the IPv4 range.

EndAddress: This is of type DHCP_IP_ADDRESS |, containing the last IPv4 address in the IPv4 range.

60 / 537

[MS -DHCPM] - v20170915

Microsoft Dynamic Host Configuration Protocol (DHCP) Server Management Protocol
Copyright © 2017 Microsoft Corporation

Release: September 15, 2017



221232 DHCP_IP_RESERVATION_V4

The DHCP_IP_RESERVATION_V4 structure defines an IPv4 reservation fora DHCP client . This
structure is an extension of DHCP_IP_R ESERVATION (section 2.2.1.2.10) structure by including the
type of client (DHCP, BOOTP or both) ( RFC2132] ) holding this IPv4 reservation. This structure is used
inthe DHCP_SUBNET ELEMENT_DATA V4 (section 2.2.1.2.35) structure.

typedef struct _DHCP_IP_RESERVATION_V4{
DHCP_IP_ADDRESSReservedIpAddress;
DHCP_CLIENT_UID* ReservedForClient;
BYTE bAllowedClientTypes;
} DHCP_IP_RESE RVATION_V4,
*LPDHCP_IP_RESERVATION_V4;

ReservedIpAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) that contains the IPv4
address of client (DHCP or BOOTP) for which a reservation was created.

ReservedForClient: This is a pointer of type DHCP_CLIENT _UID (section 2.2.1.2.5) that represents
the DHCPv4 client  -identifi er (section 2.2.1.2.5.1 ).

bAllowedClientTypes: This is of type BYTE that specifies the type of client holding this reservation.
Value Meaning

CLIENT_TYPE_DHCP The IPv4 reservation is for a DHCPV4 client.
0x01

CLIENT_TYPE_BOOTP | The IPv4 reservation is for a BOOTP client.
0x02

CLIENT_TYPE_BOTH The IPv4 reservation is for both kinds of clients.
0x03

221233 DHCP_SUBNET_ELEMENT_DATA

The DHCP_SUBNET_ELEMENT_DATA structure defines the elements of an IPv4 reservation , IPv4
exclusion range , or IPv4 range for the subnet. This structure is used in methods

R_DhcpAddSubnetElement (section 3.1.4.5 )and

R_DhcpRemoveSubnetElement (section 3.1.4.7 ).

#define ELEMENT_MASK(E) ((((E) <= DhcplpRangesBootpOnly) \
&& (DhcplpRangesDhcpOnly <= (E)))?(0):(E))
typedef struct_ DHCP_SUBNET_ELEMENT_DATA {
DHCP_SUBNET_ELEMENT_TYPE ElementType;
[switch_is(ELEMENT_MASK(ElementType)), switch_type(DHCP_SUBNET_ELEMENT_TYPE)]
union _DHCP_SUBNET_ELEMENT_UNION {
[case(DhcplpRanges)] DHCP_IP_RANGE *IpRange;
[case(DhcpSecondaryHosts)] DHCP_HOST_INFO *SecondaryHost;
[case(Dh cpReservedlps)] DHCP_IP_RESERVATION *Reservedlp;
[case(DhcpExcludedlpRanges)] DHCP_IP_RANGE *ExcludelpRange;
[case(DhcplpUsedClusters)] DHCP_IP_CLUSTER *IpUsedCluster;
} Element;
} DHCP_SUBNET_ELEMENT_DATA, *LPDHCP_SUBNET_ELEMENT_DATA;

ElementType: This is of type DHCP_SUBNET_ELEMENT_TYPE (section 2.2.1.1.7 ) enumeration,
defining the set of possible subnet element types. This value defines which of the values is chosen
from th e subsequent union Element member.
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Element: Element is a union of subnet elements. The value of the union is dependent on the

previous field the  ElementType

member.

ELEMENT_MASK : A macro that causes Element to assume the type DHCP_IP_RANGE* for the
Elemen tType values DhcplpRangesDhcpOnly, DheplpRangesDhepBootp, and

DhcplpRangesBootpOnly.

IpRange: Thisis of type DHCP_IP_RANGE (section 2.2.1.2.31) , containing the IPv4 range for the

IPv4 subnet. Th is contains the range for the following valid enumeration values.

DHCP_SUBNET_ELEMENT_TYPE

Meaning

DhcplpRanges

configured on the DHCP server.

The configuration parameter is the IPrange of a DHCPv4 scope

0
DhcplpRangesDhcpOnly The configuration parameter is an IP range of a DHCPv4 scope
5 configured on the DHCP server that MUST be used only for

assignment of add ressesto DHCP clients  on the subnet. The IP
addresses from this range MUST NOT be assigned to BOOTP clients
([REC2132] ).

Dhcplp RangesDhcpBootp
6

The configuration parameter is an IP range of a DHCPv4 scope
configured on the DHCP server that can be used for assignment of
addresses to both DHCP and BOOTP.

DhcplpRangesBootpOnly
7

The configuration parameter is an IP range of a DHCPv 4 scope
configured on the DHCP server that MUST be used only for
assignment of IPv4 addresses to BOOTP clients.

SecondaryHost: Thisis of type DHCP_HOST_INFO  (section 2.2.1.2.7 )andisnotused. Ifthe

the SecondaryHost element is to be used in any method, that
method will return ERROR_CALL_NOT_IMPLEMENTED or ERROR_NOT_SUPPORTED, as specified in
the processing rules of methods that use the DHCP_SUBNET_ELEMENT_DATA structure.

ElementType value mandates that

ReservedIp: This is of type DHCP_IP_RESERVATION

reservation.
ExcludelpRange: This is of type

IpUsedCluster: Thisis of type D

DHCP_IP_RANGE |, containing the IPv4 exclusion ran ge.

HCP_IP_CLUSTER  (section 2.2.1.2.88 ) and is not used. If the

ElementType = member mandates this element to be used in any method, the method will return

ERROR_INVALID_PARAMETER.

2.2.1.2.34 DHCP_SUBNET_ELEMENT_INFO_ARRAY

The DHCP_SUBNET_ELEMENT_INFO_ARRAY structure defines an array of
DHCP_SUBNET_ELEMENT_DATA (section 2.2.1.2.33) structures. The first parameter contains the

number of subnet elements (IPv4

second parameter points to the array of length

reservation , IPv4 exclusion range , and IPv4 range), and the

structure is used in the R_DhcpEnumSubnetElements (section 3.1.4.6) method.

typedef struct _DHCP_SUBNET_ELEMENT_INFO_ARRAY

DWORNumElements;

[size_is(NumElements)] LPDHCP_SUBNET_ELEMENT_DATA Elements;
} DHCP_SUBNET_ELEMENT_INFO_ARRAY,
*LPDHCP_SUBNET_ELEMENT_INFO_ARRAY;

NumElements: This is of type DWORD, containing the number of subnet elements in the subsequent

field the Elements member.

(section 2.2.1.2.10 ), containing the IPv4

NumElements containing DHCP subnet elements. This
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Elements: This is a pointer to an array of DHCP_SUBNET_ELEMENT_DATA structures of length

NumElem ents containing IPv4 subnet elements.

2.21.2.35 DHCP_SUBNET_ELEMENT_DATA V4

The DHCP_SUBNET_ELEMENT_DATA V4 structure defines the IPv4

reservation , IPv4 exclusion

range , or IPv4 range elements for the subnet. This structure is an extension of the
DHCP_SUBNET ELEMENT DATA (section 2.2.1.2.33) structure and is used in the method

R_DhcpAddSubnetElementV4 (section 3.1.4.30)

#define ELEMENT_MASK(E) ((((E) <= DhcplpRangesBootpOnly) \
&& (DhcplpRange  sDhcpOnly <= (E)))?(0):(E))

typedef struct _DHCP_SUBNET_ELEMENT_DATA_V4 {
DHCP_SUBNET_ELEMENT_TYPE ElementType;

[switch_is(ELEMENT_MASK(ElementType)), switch_type(DHCP_SUBNET_ELEMENT_TYPE)]

union _DHCP_SUBNET_ELEMENT_UNION_V4 {
[case(Dh cplpRanges)] DHCP_IP_RANGE *IpRange;
[case(DhcpSecondaryHosts)] DHCP_HOST_INFO *SecondaryHost;

[case(DhcpReservedips)] DHCP_IP_RESERVATION_V4 *ReservedIp;
[case(DhcpExcludedlpRanges)] DHCP_IP_RANGE *ExcludelpRange;
[case(DhcplpUsedClusters)] DHCP_IP_CLUSTER *IpUsedCluster;

} Element;

} DHCP_SUBNET_ELEMENT_DATA_V4, *LPDHCP_SUBNET_ELEMENT_DATA_V4;

ElementType: This is of type

DHCP_SUBNET_ELEMENT _TYPE (section 2.2.1.1.7) enumeration,

defining the set of possible IPv4 subnet element types. This value defines which of the values is

chosen from the subsequent union, the Element member.

Element:  Element is a union of different types of IPv4 subnet el ements. The value of the union is
dependent on the previous field, ElementType .

ELEMENT_MASK : A macro that causes Element to assume the type DHCP_IP_RANGE* for the

ElementType values DhcplpRangesDhcpOnly, DheplpRangesDhepBootp, and

DhcplpRangesBootpOnly.

| pPRange: Thisisoftype DHCP_IP_RANGE (section 2.2.1.2.31)

for the IPv4 subnet. This contains the range for the following valid enumeration values.

structure, containing the IPv4 range

DHCP_SUBNE T_ELEMENT_TYPE Meaning

DhcplpRanges
0

configured on the DHCPv4 server.

The configuration parameter is the IPrange of a DHCPv4 scope

DhcplpRangesDhcpOnly
5

The configuration parameter is an IP range of a DHCPv4 scope
configured on the DHCPv4 server that MUST be used only for
assignment of addresses to DHCPv4 clients on the subnet. The IP
addresses from  this range MUST NOT be assigned to BOOTP clients

([REC2132] ).

DhcplpRangesDhcpBootp
6

The configuration parameter is an IP range of a DHCPv4 scope

addresses to both DHCPv4 and BOOTP.

configured on the DHCPv4 server that can b e used for assignment of

DhcplpRangesBootpOnly
7

The configuration parameter is an IP range of a DHCPv4 scope
configured on the DHCPv4 server that MUST be used only for
assignment of IPv4 addresses to BOOTP clients.

SecondaryHost: This is of type

DHCP_HOST_INFO (section 2.2.1.2.7) structure and is not used. If
the ElementType value mandates that the SecondaryHost element is to be used in any method,
the meth od will return ERROR_CALL_NOT_IMPLEMENTED or ERROR_NOT_SUPPORTED, as
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specified in the processing rules of methods that use the DHCP_SUBNET_ELEMENT_DATA V4
structure.

Reservedlp: This is of type DHCP_IP_RESERVATION_V4 (section 2.2.1.2.32) structure, containing
the IPv4 reservation.

ExcludelpRange: This is of type DHCP_IP_RANGE  structure, containing the IPv4 exclusion range.

IpUsedCluster: This is of type DHCP_IP_CLUSTER (section 2.2.1.2.88) structure and is not used. If
the ElementType  member mandates this element to be used in any method, the method will
return ERROR_INVALID_PARAMETER.

2.21.2.36 DHCP_SUBNET_ELEMENT_INFO_ARRAY_V4

The DHCP_SUBNET_ELEMENT_INFO_ARRAY_V4 structure defines an array of
DHCP_SUBNET_ELEMENT_DATA_V4 (section 2.2.1.2.35) _structures.

This structure is used in the R_DhcpEnumSubnetElementsV4 (section 3.1.4.31) method. The first

member contains the number of subnet elements (IPv4 reservation , IPv4 exclusion range , or IPv4
range), and the second member points to the array of length NumElements containing DHCPv4 subnet
elements.
typedef struct _DHCP_SJBNET_ELEMENT_INFO_ARRAY_V§
DWORNumElements;

[size_is(NumElements)] LPDHCP_SUBNET_ELEMENT_DATA_V4 Elements;
} DHCP_SUBNET_ELEMENT_INFO_ARRAY_V4,
*LPDHCP_SUBNET_ELEMENT_INFO_ARRAY_V4;

NumElements: This is of type DWORD, containing the number of su bnet elements in the subsequent
field, the Elements member.

Elements: This is a pointer to an array of DHCP_SUBNET_ELEMENT_DATA_V4 structures of length
NumElements , containing subnet elements.

2.21.2.37 DHCP_BOOTP_IP_RANGE

The DHCP_BOOTP_IP_RANGE structure defines a suite of IPv4 addresses that can be leased to
BOOTP-specific clients (  [REC2132] ). This structure is an extension of the

DHCP_IP_RANGE (section 2.2.1.2.31) structure with some additional information for BOOTP -specific
clients.
typedef struct _DHCP_BOOTP_IP_RANGE

DHCP_IP_ADDRESSStartAddress;
DHCP_IP_ADDRESSEndAddress;
ULONGBootpAllocated,;
ULONGMaxBootpAllowed;
} DHCP_BOOTP_IP_RANGE,
*LPDHCP_BOOT _IP_RANGE;

StartAddress: This is of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , co ntaining the first IPv4
address in the IPv4 range defined on the DHCPv4 server for BOOTP clients.

EndAddress: This is of type DHCP_IP_ADDRESS |, containing the last IPv4 address in the IPv4
range defined on the DHCPv4 server for BOOTP clients.

BootpAllocate  d: This is of type ULONG, specifying the number of BOOTP clients that have been
served from this IPv4 range.
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MaxBootpAllowed: This is of type ULONG, specifying the maximum count of BOOTP clients in this
IPv4 range that the DHCPv4 server is allowed to ser ve.

2.2.1.2.38 DHCP_SUBNET_ELEMENT_DATA V5

The DHCP_SUBNET_ELEMENT_DATA_V5 structure defines the element IPv4 reservation
exclusion range , or IPv4 range for the subnet. This structure is an extension of the
DHCP_SUBNET_ELEMENT_DATA_V4 (section 2.2.1 .2.35) structure and is used in the
R_DhcpAddSubnetElementV5  (section 3.2.4.38) method.

#define ELEMENT_MASK(E) ((((E) <= DhcplpRangesBootpOnly) \
&& (DhcplpRangesDhcpOnly <= (E)))?(0):(E))
ty pedef struct _DHCP_SUBNET_ELEMENT_DATA_V5 {
DHCP_SUBNET_ELEMENT_TYPE ElementType;
[switch_is(ELEMENT_MASK(ElementType)), switch_type(DHCP_SUBNET_ELEMENT_TYPE)]
union _DHCP_SUBNET_ELEMENT_UNION_V5 {
[case(DhcplpRanges)] DHCP_BOOTP_IP_RAN  GE *IpRange;
[case(DhcpSecondaryHosts)] DHCP_HOST_INFO *SecondaryHost;
[case(DhcpReservedips)] DHCP_IP_RESERVATION_V4 *ReservedIp;
[case(DhcpExcludedlpRanges)] DHCP_IP_RANGE *ExcludelpRange;
[case(DhcplpUsedClusters)] DHCP_| P_CLUSTER *IpUsedCluster;
} Element;
} DHCP_SUBNET_ELEMENT_DATA_V5, *LPDHCP_SUBNET_ELEMENT_DATA_V5;

, IPv4

ElementType: This is of type DHCP_SUBNET_ELEMENT_TYPE (section 2.2.1.1.7) enumeration,

defi ning the set of possible IPv4 subnet element types. This value defines which of the values is
chosen from the subsequent union, the Element member.

Element:  Element is a union of different types of IPv4 subnet elements. The value of the union is
dependent on the previous field, the ElementType  member.

ELEMENT_MASK : A macro that causes Element to assume the type DHCP_IP_RANGE* for the

ElementType  values DhcplpRangesDh  cpOnly, DheplpRangesDhepBootp, and
DhcplpRangesBootpOnly.

IpRange: Thisis of type DHCP_BOOTP_IP_RANGE (section 2.2.1.2.37) structure, containing the IPv4

range for the IPv4 subnet. This contains the range for the following valid enumeration values.
DHCP_SUBNET_ELEMENT TYPE Meaning
DhcplpRanges The configuration parameter is the IPrange of a DHCPv4 scope
0 configured on the DHCPv4 server.
DhcplpRangesDhcpOnly The configuration parameter is an IP range of a DHCPv4 scope
5 configured on the DHCPv4 server that MUST be used only for

assignment of addresses to DHCPv4 clients on the subnet. The IP

([REC2132] ).

addresses from this range MUST NOT be assigned to BOOTP clients

DhcplpRangesDhcpBootp The configuration parameter is an IP r ange of a DHCPv4 scope
6 configured on the DHCPv4 server that can be used for assignment of
addresses to both DHCPv4 and BOOTP.

DhcplpRangesBootpOnly The configuration parameter is an IP range of a DHCPv4 scope
7 configured on the DHCPv4 server that MUST be used only for
assignment of IPv4 addresses to BOOTP clients.

SecondaryHost: Thisis of type DHCP_HOST INFO (section 2.2.1.2.7) structure and is not used. If
the ElementType value mandates that the SecondaryHost element is to be used in any method,

the method will return ERROR_CALL_NOT_IMPLEMENTED or ERROR_NOT_SUPPORTED, as
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specified in the processing rules of methods that use the DHCP_SUBNET_ELEMENT_DATA_V5
structure.

Reservedlp: Thisis of typ e DHCP_IP_RESERVATION_V4 (section 2.2.1.2.32) structure, containing
the IPv4 reservation.

ExcludelpRange: This is of type DHCP_IP_RANGE |, containing the IPv4 exclusion range.

IpUsedCluster: This isof type DHCP_IP_CLUSTER (section 2.2.1.2.88) structure and is not used. If
the ElementType  member mandates this element to be used in any method, the method will
return ERROR_INVALID_PARAMETER.

2.21.2.39 DHCP_SUBNET_ELEMENT_INFO_ARRAY_V5

The DHCP_SUBNET_ELEMENT_INFO_ARRAY_V5 structure defines an array of
DHCP_SUBNET_ELEMENT_ DATA_V5 (section 2.2.1.2.38) structures. The first member contains the
number of subnet elements (IPv4 reservation , IPv4 exclusion range , and IPv4 range), and the
second member points to the array of length NumElements containing IPv4 subnet elements. This
structure is an extension of the DHCP_SUBNET_ELEMENT_INFO_ARRAY_V4 (section 2.2.1.2.36)
structure and is used in the R_DhcpEnumSubnetElementsV5 (section 3.2.4.39) method.

typedef struct _DHCP_SUBNET_ELEMENT_INFO_ARRAY_V5
DWORIDNumElements;
[size_is(NumElements)] LPDHCP_SUBNET_ELEMENT_DATA_V5 Elements;
} DHCP_SUBNET_ELEMENT_INFO_ARRAY_V5,
*LPDHCP_SUBNET_ELEMENT_INFO_ARRAY_V5;

NumElements: This is of type DWORD, containing the number of subnet elements in the subsequent
field, the Elements member.

Elements: This is a pointer to an array of DHCP_SUBNET_ELEMENT_DATA_V5 structures of
length  NumElements containing IPv4 subnet elements.

2.2.1.2.40 DHCP_RESERVED_SCOPE

The DHCP_RESERVED_SCOPE  structure defines an IPv4 reservation . This structure is used in the
DHCP_OPTION_SCOPE_INFO (section 2.2.1.2.41) structure.

typedefs truct _DHCP_RESERVED_SCORE
DHCP_IP_ADDRESSReservedIpAddress;
DHCP_IP_ADDRESSReservedIpSubnetAddress;

} DHCP_RESERVED_SCOPE,
*LPDHCP_RESERVED_SCOPE;

ReservedIpAddress: This is of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , containing the IPv4
address of the reservation.

ReservedIpSubnetAddress: Thisis of type DHCP_IP_ADDRESS |, containing the IPv4 address of
the subnet ID

221241 DHCP _OPTION_SCOPE_INFO

The DHCP_OPTION_SCOPE_INFO structure defines the information about the option. The
information consists of the option type and the level of the option (server level, scope level, or
reservation level).

typedef struct _DHCP_OPTION_SCOPENFO {
DHCP_OPTION_SCOPE_TYPEcopeType;
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[switch_is(ScopeType), switch_type(DHCP_OPTION_SCOPE_TYPE)]
union _DHCP_OPTION_SCOPE_UNION {
[case(DhcpDefaultOptions)]

[case(Dhcp‘GIobaIOptions)]

[case(DhcpSubnetO ptions)] DHCP_IP_ADDRESS  SubnetScopelnfo;
[case(DhcpReservedOptions)]
DHCP_RESERVED_SCOHEeservedScopelnfo;
[case(DhcpMScopeOptions)]
LPWSTRMScopelnfo;
} Scopelnfo;
} DHCP_OPTION_SCOPE_INFO,
*LPDHCP_OPTION_SCOPE_INFO;

ScopeType: Thisis of type DHCP_OPTION_SCOPE_TYPE (section 2.2.1.1.4) enumeration, defining
the scope of the DHCP option and indicating which of the following fields in the union is used.

Scopelnfo: This is a union from which one of the following fields is used based on the value of the
ScopeType member:

SubnetScopelnfo: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , containing the IPv4
subnet ID  as a DWORD.

ReservedScopelnfo: Thisisa DHCP_RESERVED_ SCOPE (section 2.2.1.2.40) structure that contains
an IPv4 reservation  and its corresponding IPv4 subnet ID.

MScopelnfo: This is a pointerto anull ~ -terminated Unicode string that contains the  multicas t
scope name.

221242 DHCP_OPTION_VALUE

The DHCP_OPTION_VALUE structure contains the option identifier and its option value. This
structure is used in the DHCP_OPTION_VALUE_ARRAY (section 2.2.1.2.43) structure.

typedef struct _DHCP_OPTION_VALUK
DHCP_OPTION_ID OptionlID;
DHCP_OPTION_DATAValue;
} DHCP_OPTION_VALUE,
*LPDHCP_OPTION_VALUE;

OptionID: This is of type DHCP_OPTION_ID (section 2.2.1.2.3) , containing the identifier for a
specific option.

Value: Thisis oftype DHCP_OPTION_DATA (section 2.2.1.2.24) , containing the option value for an
option.

221243 DHCP_OPTION_VALUE_ARRAY

The DHCP_OPTION_VALUE_ARRAY structure defines an array of
DHCP_OPTION_ _VALUE (section 2.2.1.2.42) structures. This structure is used in the
DHCP_ALL_OPTION_VALUES (section 2.2.1.2.44) structure. The first member contains the number of

option values, and the second me mber points to the array of length NumElements containing option
values.
typedef struct _DHCP_OPTION_VALUE_ARRAY
DWORMNumElements;

[size_is(NumElements)] LPDHCP_OPTION_VALUE Values;
} DHCP_OPTION_VALUE_ARRAY,

67 / 537

[MS -DHCPM] - v20170915

Microsoft Dynamic Host Configuration Protocol (DHCP) Server Management Protocol
Copyright © 2017 Microsoft Corporation

Release: September 15, 2017



*LPDHCP_OPTION_VALUE_ARRAY;

NumElements: This is a DWORD that specifies the number of option values in the subsequent field
the Values member.

Values:  This is a pointer to an array of DHCP_OPTION_VALUE structures of length  NumElements
that contains values.

221244 DHCP_ALL_OPTION_VALUES

The DHCP_ALL_OPTION_VALUES structure contains all option values for a specified user class and
vendor class . This structure is used in the R_DhcpGetAllOptionValuesV6  (section 3.2.4.57) method.

typedef struct _DHCP_ALL_OPTION_VALUEY
DWORLFlags;
DWORDNumElements;
[size_is(NumElements)] struct {
LPWSTRClassName;
LPWSTRVendorName;
BOOL IsVendor;
LPDHCP_OPTION_VALUE_ARRA®ptionsArray;
}* Options;
} DHCP_ALL_OPTION_VALUES,
*LPDHCP_ALL_OPTION_VALUES;

Flags: Thisis an unused field, and it MUST be initialized to 0 in an RPC method that modifies the
DHCP server configuration. This MUST be treated as an error if it is nonzero in an RPC method that
queries DHCP server configuration.

NumElements: This is of type DWORD, containing the number of options in the subsequent field, the
Options  structure member.

Options:  This structure defines the user and vendor - specific options

ClassName: A pointertoan ull-terminated Unicode string that contains the name of the user class.

VendorName: A pointer to a null  -terminated Unicode string that contains the name of the vendor
class.
IsVendor: This is of type BOOL that specifies whether this option set is specific to a vendor class or

default vendor class.

OptionsArray: This is a pointer to an array of DHCP_OPTION_VALUE_ARRAY (section 2.2.1.2.43)
structures that points to an array of all the options for a specified user class and vendor class.

2.2.1.2.45 DHCP_SUBNET_INFO_VQ

The DHCP_SUBNET_INFO_VQ structure contains the information about an IPv4 subnet. This

structure is an extension of the DHCP_SUBNET_INFO (section 2.2.1.2.8) structure, adding information
on NAP state for the IPv4 subnet. This structure is used in the

R_DhcpCreateSubnetVQ  (section 3.1.4.49) method.

typedef struct _DHCP_SUBNET_INFO_VQ@
DHCP_IP_ADDRESSSubnetAddress;
DHCP_IP_MASK SubnetMask;
LPWSTRSubnetName;
LPWSTRSubnetComment;
DHCP_HOST_INFOPrimaryHost;
DHCP_SUBNET_STATESubnetState;
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DWORDQuarantineOn;
DWORDReservedl;
DWORReserved?;
INT64 Reserved3;
INT64 Reserved4;
} DHCP_SUBNET_INFO_VQ,
*LPDHCP_SUBNET_INFO_VQ;

SubnetAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) , a DWORD specifying the
IPv4 subnet ID

SubnetMask: This is of type DHCP_IP_MASK (section 2.2.1.2.2) , a DWORD specifying the IPv4
subnet mask.

SubnetName: A pointer of type LPWSTR to a null -terminated Unicode string that points to the
name of this IPv4 subnet. There is no restriction on the length of this Unicode string.

SubnetComment: A pointer of type LPWSTR to a null -terminated Unicode string that poi nts to an
optional comment specific to this IPv4 subnet. There is no restriction on the length of this Unicode
string.

PrimaryHost: Thisis of type DHCP_HOST_ INFO (section 2.2.1.2.7) structure that contains
information about the DHCPvV4 server servicing this IPv4 subnet.

SubnetState: This is of type DHCP_SUBNET_STATE (section 2.2.1.1.2) enumeration that indicates
the current  state of this IPv4 subnet.

QuarantineOn: The information relating to the NAP state of this IPv4 subnet.

Reservedl: This is of type DWORD. Currently it is not used, and any value set to this field will not
affect the behavior of the method that uses this structure. The value returned in this parameter
from the server is ignored.

Reserved2: This is of type DWORD. Currently it is not used, and any value set to this field will not
affect the behavior of the method that uses this structure. The value returned in this parameter
from the server is ignored.

Reserved3: This is of type INT64. Currently it is not used, and any value set to this field will not
affect the behavior of the method that uses this structure. The value returned in this parameter
from the s erver is ignored.

Reserved4: This is of type INT64. Currently it is not used, and any value set to this field will not
affect the behavior of the method that uses this structure. The value returned in this parameter
from the server is ignored.

2.2.1.2.46 DHCP_IP_ARR AY
The DHCP_IP_ARRAY structure defines the array of type DHCP_IP_ADDRESS (section 2.2.1.2.1) ,
typed as a DWORD. This structure is used in the R_DhcpEnumSubnets  (section 3.1.4.4) method.
typedef struct _DHCP_IP_ARRAY {
DWORINumElements;
[size_is(NumElements)] LPDHCP_IP_ADDRESS Elements;

} DHCP_IP_ARRAY,
*LPDHCP_IP_ARRAY;

NumElement s: This is of type DWORD, containing the number of IPv4 addresses in the subsequent
field, the Elements member.
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Elements: This is a pointer to an array of DHCP_IP_ADDRESS DWORD types of length
NumElements containing the IPv4 addresses of the subnets.

221247 SCOPE_MIB_INFO

The SCOPE_MIB_INFO structure defines a structure that contains the address counters for a specific
IPv4 subnet. The numbers of free, used, and offered IPv4 addresses are stored in this structure. This
structure is used in the DHCP_MIB_INFO (section 2.2.1.2.48) structure.

typedef struct _SCOPE_MIB_INFO {
DHCP_IP_ADDRESSSubnet;
DWORNumAddresseslinuse;
DWORNumAddressesFree;
DWORDINumPendingOffers;
} SCOPE_MIB_INFO,
*LPSCOPE_MIB_INFO;

Subnet:  Thisisoftype DHCP_IP_ADDRESS (section 2.2.1.2.1) , a DWORD specifying the IPv4
subnet ID  for the scope .

NumAddresseslinuse: This is of type DWORD, containing the number of IPv4 addresses leased out
to DHCPv4 clients for a given IPv4 subnet.

NumAddressesFree: This is of type DWORD, containing the number of IPv4 addresses that are free
and can be leased out to DHCPVA4 clients in a specific IPv4 subnet.

NumPendingOffers: This is of type DWORD, containing the number of IPv4 addresses that have
been offered to DHCPV4 clients in a specific IPv4 subnet but that the DHCP client has not yet
confirmed.

2.2.1.2.48 DHCP_MIB_INFO

The DHCP_MIB_INFO structure contains counter values for the DHCPv4 server. This structure is
used by RPC methods like R_DhcpGetMibinfo (section 3.1.4.23) to find the DHCPv4 server
statistics

typedef struct _DHCP_MIB_INFO {
DWORMDisc overs;
DWORDDffers;
DWORDRequests;
DWORDAcKs;
DWORDNaks;
DWORDeclines;
DWOR[Releases;
DATE_TIME ServerStartTime;
DWORDScopes;
[size_is(Scopes)] LPSCOPE_MIB_INFO Scopelnfo;
} DHCP_MIB_INFO,
*LPDHCP_MIB_INFO;

Discovers: This is of type DWORD; it contains the number of DHCPDISCOVER messages [RFC2131
received by the DHCPv4 server from the DHCPvA4 clients since the DHCPv4 server was last started.
This is used for statist ical analysis by the DHCPv4 server.

Offers:  This is of type DWORD, containing the number of DHCPOFFER messages sent by the
DHCPV4 server to the DHCPv4 client that the DHCPv4 client has not confirmed since the DHCP
server was last started. This is used for statistical analysis by the DHCPv4 server.
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Requests:  This is of type DWORD, containing the number of DHCPREQUEST messages received by
the DHCPv4 server from the DHCPVA4 clients since the DHCP server was last started. This is used
for statistical analysis by the DHCPv4 server.

Acks:  This is of type DWORD, ¢  ontaining the number of DHCPACK messages sent by the DHCPv4
server to DHCPv4 clients since the DHCPV4 server was last started. This is used for statistical
analysis by the DHCPv4 server.

Naks: This is of type DWORD, containing the number of DHCPNAK messag es sent by the DHCPv4
server to DHCPvV4 clients since the DHCP server was last started. This is used for statistical
analysis by the DHCPv4 server.

Declines:  This is of type DWORD, containing the number of DHCPDECLINE messages received by
the DHCPv4 server  from the DHCPvVA4 client since the DHCP server was last started. This is used for
statistical analysis by the DHCPv4 server.

Releases:  This is of type DWORD, containing the number of DHCPRELEASE messages received by
the DHCPv4 server from the DHCPVA4 client since the DHCP server was last started. This is used for
statistical analysis by the DHCPv4 server.

ServerStartTime: Thisis of type DATE_TIME (section 2.2.1.2.11) , containing the start time of the
DHCPv4 server.

Scopes:  This is of type DWORD, containing the number of IPv4 scopes configured on the current
DHCPv4 server. This is used for statistical analysis by the DHCPv4 server. This field defines the
number of DHCPv4 scopes in the subsequent field, Scopelnfo .

Scopelnfo: This is a pointer to an array of SCOPE_MIB_INFO (section 2.2.1.2.47) structures of
length Scopes that cont ains the information about the IPv4 scopes configured on the DHCPv4
server.

2.2.1.2.49 SCOPE_MIB_INFO_VQ

The SCOPE_MIB_INFO_VQ structure contains the address counters for a specific IPv4 subnet. The
number s of free, used, and offered IPv4 address are stored in this structure. This structure is an
extension of the SCOPE_MIB_INFO (section 2.2.1.2.47) structure and is used in the
DHCP_MIB_INFO_VQ (section 2.2.1.2.50) structure.

typedef struct _SCOPE_MIB_INFO_VQ{
DHCP_IP_ADDRESSSubnet;
DWORDNumAddressesinuse;
DWORDNumAddressesFree;
DWORINumPendingOffers;
DWORDtnNumLeases;
DVORD QtnPctQtnLeases;
DWORDtnProbationLeases;
DWORDtnNonQtnLeases;
DWORDtnExemptLeases;
DWORDtnCapableClients;

} SCOPE_MIB_INFO_VQ,

*LPSCOPE_MIB_INFO_VQ;

Subnet:  Thisisoftype DHCP _IP_ADDRESS (section 2.2.1.2.1) , a DWORD containing the IPv4
subnet ID  forthe scope .

NumAddressesinuse: This is of type DWORD,  containing the number of IPv4 addresses leased to
DHCPV4 clients on a given IPv4 subnet.

NumAddressesFree: This is of type DWORD, containing the number of IPv4 addresses that are free
and can be leased to DHCPV4 clients on a given IPv4 subnet.
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NumPendi ngOffers: This is of type DWORD, containing the number of IPv4 addresses that are
offered to DHCPV4 clients on a given IPv4 subnet but which the DHCPv4 client has not confirmed.

QtnNumLeases: This field MUST be set to zero when sent and ignored on receipt. This is treated as
an error if it is nonzero in an RPC method that queries DHCPv4 server configuration.
QtnPctQtnLeases: This field MUST be set to zero when sent and ignored on receipt. This is treated

as an error if it is nonzero in an RPC method that queries DHCPv4 server configuration.

QtnProbationLeases: This field MUST be set to zero when sent and ignored on receipt. This i S
treated as an error if it is nonzero in an RPC method that queries DHCPv4 server configuration.

QtnNonQtnLeases: This field MUST be set to zero when sent and ignored on receipt. This is treated
as an error if it is nonzero in an RPC method that queries DHCPv4 server configuration.
QtnExemptLeases: This field MUST be set to zero when sent and ignored on receipt. This is treated

as an error if it is nonzero in an RPC method that queries DHCPv4 server configuration.

QtnCapableClients: This field MUST be s et to zero when sent and ignored on receipt. This is treated
as an error if it is nonzero in an RPC method that queries DHCPv4 server configuration.

2.2.1.2.50 DHCP_MIB_INFO_VQ

The DHCP_MIB_INFO_VQ structure contains the counter values for the DHCP server. This structure
is an extension of the DHCP_MIB_INFO (section 2.2.1.2.48) structure. This structure is used by an
RPC method like R_DhcpGetMibinfoVQ  (section 3.1.4.44) toreturn DHCP server statistics

typedef struct _DHCP_MIB_INFO_VQ{
DWORIDiscovers;
DWORDDffers;
DWORDRequests;
DWORDAcKs;
DWORDNaks;
DWORDeclines;
DWOR[Releases;
DATE_TIME ServerStartTime;
DWORDtnNumLeases;
DWORDtnPctQtnLeases;
DWORDtnProbationLeases;
DWORDtnNonQtnLeases;
DWORDtnExemptLeases;
DWORDtnCapableClients;
DWORDRtnIASETrrors;
DWORDScopes;
[size_is(Scopes)] LPSCOPE_MIB_INFO_VQ Scopelnfo;
} DHCP_MIB_INFO_VQ,
*LPDHCP_MIB_INFO_VQ;

Discovers: This is of type DWORD , containing the number of DHCPDISCOVER messages [RFC2131
received by the DHCPv4 server from the DHCPv4 clients since the DHCP server was last started.
This is used for statistical analysis by the DHCPv4 server.

Offers:  This is of type DWORD, containing the number of DHCPOFFER messages sent by the
DHCPv4 server to the DHCPv4 client that the DHCPv4 client has not confirmed since the DHCP
server was last started. This is used for statistical a nalysis by the DHCPv4 server.

Requests: This is of type DWORD, containing the number of DHCPREQUEST messages received by
the DHCPv4 server from the DHCPVA4 clients since the DHCP server was last started. This is used
for statistical analysis by the DHCPv4 server.
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Acks:  This is of type DWORD, containing the number of DHCPACK messages sent by the DHCPv4
server to the DHCPV4 client since the DHCP server was last started. This is used for statistical
analysis by the DHCPv4 server.

Naks: This is of type DWORD , containing the number of DHCPNAK messages sent by the DHCPv4
server to DHCPvV4 clients since the DHCP server was last started. This is used for statistical
analysis by the DHCPv4 server.

Declines: This is of type DWORD, containing the number of DHCPDECL INE messages received by
the DHCPv4 server from DHCPv4 clients since the DHCP server was last started. This is used for
statistical analysis by the DHCPv4 server.

Releases: This is of type DWORD, containing the number of DHCPRELEASE messages received by
the DHCPv4 server from DHCP clients since the DHCP server was last started. This is used for
statistical analysis by the DHCPv4 server.

ServerStartTime: Thisis of type DATE_TIME (section 2.2.1.2. 11), containing the start time of the
DHCPv4 server.

QtnNumLeases: This is an unused field; it MUST be initialized to zero in an RPC method that
modifies the DHCPv4 server configuration and treated as an error if it is nonzero in an RPC
method that querie s DHCPv4 server configuration.

QtnPctQtnLeases: This is an unused field; it MUST be initialized to zero in an RPC method that
modifies the DHCPv4 server configuration and treated as an error if it is nonzero in an RPC
method that queries DHCPv4 server con figuration.

QtnProbationLeases: This is an unused field; it MUST be initialized to zero in an RPC method that
modifies the DHCPv4 server configuration and treated as an error if nonzero in an RPC method
that queries DHCPv4 server configuration.

QtnNonQtnL eases: This is an unused field; it MUST be initialized to zero in an RPC method that
modifies the DHCPv4 server configuration and treated as an error if it is nonzero in an RPC
method that queries DHCPv4 server configuration.

QtnExemptLeases: This is an unused field; it MUST be initialized to zero in an RPC method that
modifies the DHCPv4 server configuration and treated as an error if it is nonzero in an RPC
method that queries DHCPv4 server configuration.

QtnCapableClients: This is an unused field; it MUST be initialized to zero in an RPC method that
modifies the DHCPv4 server configuration and treated as an error if nonzero in an RPC method
that queries DHCPv4 server configuration.

QtnlASErrors: This is an unused field; it MUST be initialized to zero in an RPC method that modifies
the DHCPV4 server configuration and treated as an error if nonzero in an RPC method that queries
DHCPv4 server configuration.

Scopes:  This is of type DWORD, containing the number of DHCPv4 scopes configured on the current
DHCPV4 server. This is used for statistical analysis by the DHCPv4 server. This field defines the
number of DHCPV4 scopes in the subsequent field Scopelnfo .

Scopelnfo: This is a pointertoanarr ay SCOPE_MIB_INFO_VQ (section 2.2.1.2.49) oflength Scopes
that contains the information about the IPv4 scopes configured on DHCPv4 server.

2.2.1.251 MSCOPE_MIB_INFO
The MSCOPE_MIB_INFO structure defines the address counters for a specific multicast scope . The
number of free, used, and offered addresses are stored in this structure. This st ructure is used in the

DHCP_MCAST_MIB_INFO (section 2.2.1.2.52) structure.
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typedef struct _MSCOPE_MIB_INFO{
DWORDMScopeld;
LPWSTRMScopeName;
DWORDNumAddresseslinuse;
DWORINumAddressesF ree;
DWORINumPendingOffers;

} MSCOPE_MIB_INFO,

*LPMSCOPE_MIB_INFO;

MScopeld: This is of type DWORD, containing the unique identification of the multicast scope defined
on the DHCP server.

MScopeName: This is of type LPWSTR , containing a null  -terminated Unicode string that points to
the multicast scope nhame. There is no restriction on the length of this Unicode string.

NumAddresseslinuse: This is of type DWORD, co ntaining the number of IPv4 multicast addresses
that are leased out to MADCAP clients from a given multicast scope.

NumAddressesFree: This is of type DWORD, containing the number of IPv4 multicast addresses
that are free and can be leased out to MADCAP c lients from a given multicast scope.

NumPendingOffers: This is of type DWORD, containing the number of IPv4 multicast addresses that
are offered to MADCAP clients in a specific IPv4 subnet but that the MADCAP client has not
confirmed.

221252 DHCP_MCAST_MIB_INFO

The DHCP_MCAST_MIB_INFO structure contains counter values for all multicast scopes defined
on the MADCAP server. This structure isused in R_DhcpGetMCastMibinfo  (section 3.2.4.32) method
which retrieves statistics on multicast scopes defined on the MADCAP server.

typedef struct _DHCP_MCAST_MIB_INFO{

DWORIDiscovers;

DWORDDffers;

DWORLRequests;

DWORLDRenews;

DWORDMACcks;

DWORNaks;

DWORReleases;

DWORDnNforms;

DATE_TIME ServerStartTime;

DWORDscopes;

[size_is(Scopes)] LPMSCOPE_MIB_INFO Scopelnfo;
} DHCP_MCAST_MIB_INFO,

*LPDHCP_MCAST_MIB_INFO;

Discovers:  This is of type DWORD, containing the number of DHCPDISCOVER messages [RFC2131
received by the MADCAP server from MADCAP clients.

Offers:  This is of type DWORD, containing the nu mber of DHCPOFFER messages sent by the
MADCAP server to the MADCAP client.

Requests:  This is of type DWORD, containing the number of DHCPREQUEST messages received by
the MADCAP server from MADCAP clients.

Renews:  This is of type DWORD, containing the num ber of DHCPRENEW messages received by the
MADCAP server from MADCAP clients.

Acks:  This is of type DWORD, containing the number of DHCPACK messages sent by the MADCAP
server to the MADCAP client.
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Naks: This is of type DWORD, containing the number of DHCP NAK messages sent by the MADCAP
server to MADCAP clients.

Releases: This is of type DWORD, containing the number of DHCPRELEASE messages received by
the MADCAP server from the MADCAP client.

Informs: This is of type DWORD, containing the number of DHCPIN FORM messages received by the
MADCAP server from the MADCAP client.

ServerStartTime: Thisis of type DATE_TIME (section 2.2.1.2.11) , containing the start time of the
MADCAP server.

Scopes: This is of type DWORD, containing the number of IPv4 multicast scopes configured on the
current MADCAP server. This field defines the number of IPv4 multicast scopes in the subsequent
field Scopelnfo .

Scopelnfo: This is a pointer to an array of MSCOPE_MIB_INFO (section 2.2.1.2.51) structures of

length Scopes that contains information about the IPv4 scopes configured on the MADCAP
server.
2.2.1.2.53 DHCP_SERVER_CONFIG_INFO

The DHCP_SERVER_CONFIG_INFO structure contains settings for the DHCP server. This structure
isused inthe R_DhcpServerSetConfig  (section 3.1.4.26) method.

typedef struct _DHCP_SERVER_CONFIG_INFQ
DWORDMAPIProtocolSupport;
LPWSTRDatabaseName;
LPWSTRDatabasePath;
LPWSTRBackupPath;
DWORDBackuplnterval;
DWORDDatabaselLoggingFlag;
DWORRestoreFlag;
DWORDDatabaseCleanuplnterval;
DWORDDebugFlag;

} DHCP_SERVER_CONFIG_INFO,

*LPDHCP_SERVER_CONFIG_INFO;

APIProtocolSupport: This is of type DWORD, defining the type of RPC protocol  supported by the
DHCP server. The following type MUST be supported.

Value Meaning

DHCP_SERVER_USE_RPC_OVER_TCPIP | RPC protocol over TCP is used by the DHCP server to register.
0x00000001

The following types MAY  <12> be supported.

Value Meaning

DHCP_SERVER_USE_RPC_OVER_NP RPC protocol over named pipes  is used by the DHCP server to
0x00000002 register.

DHCP_SERVER_USE_RPC_OVER_LPC | RPC protocol over local procedure call (LPC) is used by the DHCP
0x00000004 server to register.

DHCP_SERVER_USE_RPC_OVER_ALL | The DHCP server supports all of the preceding protocols.
0x00000007
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DatabaseName: A pointer of type LPWSTR to a null -terminated Unicode string that represents the
DHCP server database name which is used by the DHCP server for persistent storage. There is
no restriction on the length of this Unicode string. This field MUST be convertible to an OEM or
ANSI character string.

DatabasePath: A pointer oftyp e LPWSTR to a null -terminated Unicode string that contains the
absolute path, where the DHCP server database is stored. The maximum number of characters
allowed in this field is 248, including the terminating null character. This field MUST be convertible
to an OEM or ANSI character string.

BackupPath: A pointer of type LPWSTR to a null -terminated Unicode string that contains the

absolute path for

backup storage that is used by the DHCP server f or backup. The maximum

number of characters allowed in this field is 248, including the terminating null character. This
field MUST be convertible to an OEM or ANSI character string.

Backuplinterval: This is of type DWORD, containing the interval (specifie d in minutes) between
backups of the current DHCP server database.

DatabaselLoggingFlag:

This is of type DWORD (used as a BOOL flag), indicating the transaction

logging mode of the DHCP server. The value 1 indicates that transaction logging mode is enable d
for the DHCP server, and zero indicates that transaction logging mode is disabled for the DHCP
server.
RestoreFlag: This is of type DWORD (used as a BOOL flag), and if this setting is TRUE, the DHCP
server loads the DHCP server database from the backup database on DHCP server startup. The
default value of this flag is FALSE.
DatabaseCleanuplinterval: This is of type DWORD and specifies the maximum time interval in
minutes that DOOMED IPv4  DHCP client lease records  can persist before being deleted from the
DHCP server database.
DebugFlag: A flag that specifies the level of logging done by the DHCP server. The following table
defines the set values that can be used. Specifying OxFFFFFFFF enables all types of logging.
LOW WORD bitmask (0xO000FFFF) for low -frequency debug output.
Value Meaning
DEBUG_ADDRESS Enable IP address -related logging.
0x00000001
DEBUG_CLIENT Enable DHCP-client - API-related logging.
0x00000002
DEBUG_PARAMETERS | Enable DHCP -server -parameters -related logging.
0x00000004
DEBUG_OPTIONS Enable DHCP -options -related logging.
0x00000008
DEBUG_ERRORS Enable DHCP -errors -related logging.
0x00000010
DEBUG_STOC Enable DHCPv4 and DCHPv6 -protocol -errors -related logging.
0x00000020
DEBUG_INIT Enable DHCP -server -initialization -related logging.
0x00000040
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Value

Meaning

DEBUG_SCAVENGER
0x00000080

Enable scavenger's -error -related logging.

DEBUG_TIMESTAMP
0x00000100

Enable timing -errors -related logging.

DEBUG_APIS
0x00000200

Enable DHCP - APIs-related logging.

DEBUG_REGISTRY
0x00000400

Enable the logging of errors caused by registry setting operations.

DEBUG_JET
0x00000800

Enable the logging of the DHCP server database erro rs.

DEBUG_THREADPOOL
0x00001000

Enable the logging related to executing thread pool operations.

DEBUG_AUDITLOG
0x00002000

Enable the logging related to errors caused by audit log  operations.

DEBUG_QUARANTINE
0x00004000

Enable the logging of errors caused by quarantine errors.

DEBUG_MISC
0x00008000

Enable the logging caused by miscellaneous errors.

HIGH WORD bitmask (OxFFFF0000) for high

-frequency debug output, that is, more verbose.

Value Me aning

DEBUG_MESSAGE Enable the logging related to debug messages.

0x00010000

DEBUG_API_VERBOSE Enable the logging related to DHCP API verbose errors.

0x00020000

DEBUG_DNS Enable the logging related to Domain Name System (DNS) messages.
0x00040000

DEBUG_MSTOC Enable the logging related to multicast protocol layer errors.

0x00080000

DEBUG_TRACK Enable the logging tracking specific problems.

0x00100000

DEBUG_ROGUE Enable the logging related to a rogue DHCP server

0x00200000

DEBUG_PNP Enable the logging related to PNP interface errors.

0x00400000

DEBUG_PERF Enable the logging of p  erformance -related messages.

0x01000000

DEBUG_ALLOC Enable the logging of messages related to allocation and de -allocation.
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Value Me aning

0x02000000

DEBUG_PING Enable the logging of synchronous -ping -related messages.
0x04000000

DEBUG_THREAD Enable the logging of  thread -related messages.
0x08000000

DEBUG_TRACE Enable the logging for tracing through code messages.
0x10000000

DEBUG_TRACE_CALLS | Enable the logging for tracing through piles of code.
0x20000000

DEBUG_STARTUP_BRK | Enable the logging related to debugger break during setup messages.
0x40000000

DEBUG_LOG_IN_FILE Enable the logging of debug output in a file.

0x80000000
2.2.1.2.54 DHCP_SERVER_CONFIG_INFO_V4
The DHCP_SERVER_CONFIG_INFO_V4 structure d efines DHCP server settings. This structure is an

extension of DHCP_SERVER CONFIG INFO (section 2.2.1.2.53) structure and used in the
R_DhcpServerSetConfigV4  (section 3.1.4.40) method.

typedef struct _DHCP_SERVER_CONFIG_INFO_V4
DWORDMAPIProtocolSupport;
LPWSTRDatabaseName;
LPWSTRDatabasePath;
LPWSTRBackupPath;
DWORDBackuplnterval;
DWORDatabaseloggingFlag;
DWORRestoreFlag;
DWORDDatabaseCleanuplnterval;
DWORDDebugFlag;
DWORDIwPingRetries;
DWORLbBootTableString;
[size_is(cbBootTableString)] WCHAR* wszBootTableString;
BOOL fAuditLog;
} DHCP_SERVER_CONFIG_INFO_V4,
*LPDHCP_SERVER_CONFIG_INFO/4;

APIProtocolSupport: This is of type DWORD, defining the type of RPC protocol  used by the DHCP
server to register with RPC. Following is the set of supported types, which can be bitwise OR' dto
produce valid values. The following type MUST be supported.

Value Meaning

DHCP_SERVER_USE_RPC_OVER_TCPIP | RPC protocol over TCP is used by the DHCP server to register.
0x00000001

The following types MAY <13> be supported.
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Value Meaning

0x00000002 register.

DHCP_SERVER_USE_RPC_OVER_NP RPC protocol over named pipes is use d by the DHCP server to

DHCP_SERVER_USE_RPC_OVER_LPC | RPC protocol over LPC is used by the DHCP server to register.
0x00000004

DHCP_SERVER_USE_RPC_OVER_ALL | The DHCP server supports all the preceding protocols.

0x00000007
DatabaseName: A pointer of type LPWSTR to a null -terminated Unicode string that represents the
DHCP server database name that is used by the DHC P server for persistent storage. There is no

restriction on the length of this Unicode string. This field MUST be convertible to an OEM or ANSI
character string.

DatabasePath: A pointer of type LPWSTR to a null -terminated Unicode string that contains the
absolute path, where the DHCP server database is stored. The maximum number of characters
allowed in this field is 248, including the terminating null character. This field MUST be convertible
to an OEM or ANSI character string.

BackupPath: A pointer oft ype LPWSTR to a null -terminated Unicode string that contains the
absolute path for  backup storage that is used by the DHCP server for backup. The maximum
number of characters allowed in this fie Id is 248, including the terminating null character. This
field MUST be convertible to an OEM or ANSI character string.

Backuplnterval: This is of type DWORD, specifying the interval in minutes between backups of the
DHCP server database.

DatabaseloggingF lag: This is of type DWORD (used as a BOOL flag), indicating the transaction

logging mode of the DHCP server. The value 1 indicates that the transaction log is enabled for

the DHCP server, and  zero indicates that the transaction log is disabled for the DHCP server.

RestoreFlag: This is of type DWORD (used as a BOOL flag), and if this setting is TRUE, the DHCP
server loads the DHCP database from the backup database on DHCP server startup. The de
value of this flag is FALSE.

DatabaseCleanuplinterval: This is of type DWORD and specifies the maximum time interval, in

fault

minutes, for which DOOMED IPv4 DHCP client  records are allowed to p  ersist within the DHCP

server database.

DebugFlag: A flag that specifies the level of logging done by the DHCP server. The following table
defines the set values that can be used. Specifying OxFFFFFFFF enables all types of logging.

LOW WORD bitmask (0x000  OFFFF) for low -frequency debug output.

Value Meaning

DEBUG_ADDRESS Enable IP -address -related logging.
0x00000001

DEBUG_CLIENT Enable DHCP -client - API-related logging.
0x00000002

DEBUG_PARAMETERS | Enable DHCP -server -parameters -related logging.
0x00000004

DEBUG_OPTIONS Enable DHCP -options -related logging.
0x00000008
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Value

Meaning

DEBUG_ERRORS

Enable DHCP -errors -related logging.

0x00000010

DEBUG_STOC Enable DHCPv4 and DCHPv6 -protocol -errors -related logging.
0x00000020

DEBUG_INIT Enable DHCP-server -initialization -related logging.
0x00000040

DEBUG_SCAVENGER
0x00000080

Enable scavenger's -error -related logging.

DEBUG_TIMESTAMP
0x00000100

Enable timing -errors -related logging.

DEBUG_APIS
0x00000200

Enable DHCP - APIs-related logging.

DEBUG_REGISTRY
0x00000400

Enable the logging of errors caused by registry setting operations.

DEBUG_JET
0x00000800

Enable the logging of the DHCP server database errors.

DEBUG_THREADPOOL
0x00001000

Enable the logging related to executing thread pool operations.

DEBUG_AUDITLOG
0x00002000

Enable the logging related to errors caused by

audit log  operations.

DEBUG_QUARANTINE
0x00004000

Enable the logging of errors caused by quarantine errors.

DEBUG_MISC
0x00008000

Enable the logging caused by miscellaneous errors.

HIGH WORD bitmask (0OxFFFF0000) for high

-frequency debug output, that is, more verbose.

Value

Meaning

DEBUG_MESSAGE
0x00010000

Enable the logging related to debug messages.

DEBUG_API_VERBOSE
0x00020000

Enable the logging related to DHCP API verbose errors.

DEBUG_DNS
0x00040000

Enable the logging related to DNS messages.

DEBUG_MSTOC
0x00080000

Enable the logging related to multicast protocol layer errors.

DEBUG_TRACK
0x00100000

Enable the logging tracking specific problems.

DEBUG_ROGUE

Enable the logging related to a rogue DHCP server
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Value Meaning
0x00200000
DEBUG_PNP Enable the logging related to PNP interface errors.
0x00400000
DEBUG_PERF Enable the logging of performance -related messages.
0x01000000
DEBUG_ALLOC Enable the logging of allocation -related and deallocation  -related messages.
0x02000000
DEBUG_PING Enable the logging of synchronous ping i related messages.
0x04000000
DEBUG_THREAD Enable the logging of thread -related messages.
0x08000000
DEBUG_TRACE Enable the logging for tracing through code messages.
0x10000000
DEBUG_TRACE_CALLS | Enable the logging for tracing through piles of code.
0x20000000
DEBUG_STARTUP_BRK | Enable the logging related to debugger break during setup messages.
0x40000000
DEBUG_LOG_IN_FILE Enable the logging of debug output in a file.
0x80000000
dwPingRetries: This is of type DWORD, specifying the number of retries that the DHCP server can
mak e to verify whether a specific address is already in use by any client by issuing a ping before
issuing any address to the DHCP client (valid range: 0 i 5, inclusive).
cbBootTableString: This is of type DWORD, containing the size of the BOOT TABLE given to the

DHCP client. The maximum value of this field is 1048576.

wszBootTableString: A pointer of type WCHAR* to a null -terminated Unicode string that contains
the absolute path of the BOOTP TABLE given to the BOOTP client. The size of this string is limited
to 1 MB.

fAuditLog: This is a BOOL that represents whether an audit log needs to be written by the DHCP
server. The value of this member defaults to TRUE, which indicates that the server writes an audit

log.
2.2.1.2.55 DHCP_SERVER_CONFIG_INFO_VQ
The DHCP_SERVER_CONFIG_INFO_VQ structure defines settings for the DHCP server . This

structure is an extension of the DHCP_SERVER_CONFIG INFO V4 (section 2.2.1.2.54) structure and
isusedinthe R_DhcpServerSetConfigVQ  (section 3.1.4.42) method.

typedefst ruct _DHCP_SERVER_CONFIG_INFO_V@
DWORDMPIProtocolSupport;
LPWSTRDatabaseName;
LPWSTRDatabasePath;
LPWSTRBackupPath;
DWORDBackuplnterval;
DWORDatabasel oggingFlag;
DWORDRestoreFlag;
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DWORDDatabaseCleanuplnterval;
DWORMDebugFlag;
DWORDIwPingRetries;
DWORLDbBootTableString;
[size_is(cbBootTableString)] WCHAR* wszBootTableString;
BOOL fAuditLog;
BOOL QuarantineOn;
DWORDQuarDefFail;
BOOL QuarRuntimeStatus;

} DHCP_SERVER_CONFIG_INFO_VQ,

*LPDHCP_SERVER_CONFIG_INFO_VQ;

APIProtocolSupport: This is of type DWORD, defining the type of RPC protocol  used by the DHCP
server to register with RPC. The following type MUST be supported.

Value Meaning

DHCP_SERVER_USE_RPC_OVER_TCPIP | RPC protocol over TCP is used by the DHCP server to register.
0x00000001

The following types MAY  <14> be supported.

Value Meaning

DHCP_SERVER_USE_RPC_OVER_NP RPC protocol over named pipes  is used by the DHCP server to
0x00000002 register.

DHCP_SERVER_USE_RPC_OVER_LPC | RPC protocol over LPCis used by the DHCP server to register.
0x00000004

DHCP_SERVER_USE_RPC_OVER_ALL | The DHCP server supports all of the preceding protocols.

0x00000007
DatabaseName: A pointer of type LPWSTR to a null -terminated Unicode string that represents the
database name that is used by the DHCP server for persistent storage. There is no restriction on
the length of this Unicode string. This field MUST be convertibl e to an OEM or ANSI character
string.
DatabasePath: A pointer of type LPWSTR to a null -terminated Unicode string that contains the
absolute path where the DHCP server database is stored. The max imum number of characters

allowed in this field is 248, including the terminating null character. This field MUST be convertible
to an OEM or ANSI character string.

BackupPath: A pointer of type LPWSTR to a null -terminated Unicode string that contains the absolute
path for the storage that is used by the DHCP server for backup . The maximum number of
characters allowed in this field is 248, including the terminating null character. This field MUST be

convertible to an OEM or ANSI character string.

Backuplnterval: This is of type DWORD, containing the interval in minutes between backups of the
DHCP server database.

DatabaseloggingFlag: This is of type DWORD (used as a BOOL flag), indicating the tran saction
logging mode of the DHCP server. The value 1 indicates that transaction logging mode is enabled
for the DHCP server, and zero indicates that transaction logging mode is disabled for the DHCP
server.

RestoreFlag:  This is of type DWORD (used as a BOO L flag), and if this setting is TRUE, the DHCP
server loads the DHCP database from the backup database on DHCP server startup. The default
value of this flag is FALSE.
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DatabaseCleanuplinterval: This is of type DWORD, and it specifies the time interval in mi nutes over
which the scavenger deletes the DOOMED IPv4 DHCP client lease records from the DHCP server
database.

DebugFlag: A flag th at specifies the level of logging done by the DHCP server. The following table
defines the set values that can be used. Specifying OXFFFFFFFF enables all types of logging.

LOW WORD bitmask (0xO000FFFF) for low -frequency debug output.

Value

Meaning

DEBUG_ADDRESS
0x00000001

Enable IP -address -related logging.

DEBUG_CLIENT
0x00000002

Enable DHCP -client - API-related logging.

DEBUG_PARAMETERS
0x00000004

Enable DHCP -server -parameters -related logging.

DEBUG_OPTIONS
0x00000008

Enable DHCP -options -related logging.

DEBUG_ERRORS

Enable DHCP -errors -related logging.

0x00000010

DEBUG_STOC Enable DHCPv4 and DCHPv6 -protocol -errors -related logging.
0x00000020

DEBUG_INIT Enable DHCP -server -initialization -related logging.
0x00000040

DEBUG_SCAVENGER
0x00000080

Enable scavenger's -error -related logging.

DEBUG_TIMESTAMP
0x00000100

Enable timing -errors -related logging.

DEBUG_APIS
0x00000200

Enable DHCP -APIs-related logging.

DEBUG_REGISTRY
0x00000400

Enable the logging of errors caused by registry setting operations.

DEBUG_JET
0x00000800

Enable the logging of the DHCP server database errors.

DEBUG_THREADPOOL
0x00001000

Enable the logging related to executing thread pool operations.

DEBUG_AUDITLOG
0x00002000

Enable the logging related to errors caused by audit log  operations.

DEBUG_QUARANTINE
0x00004000

Enable the logging of errors caused by quarantine errors.

DEBUG_MISC
0x00008000

Enable the logging caused by miscellaneous errors.
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HIGH WORD bi tmask (OxFFFFO000) for high  -frequency debug output, that is, more verbose.

Value Meaning

DEBUG_MESSAGE Enable the logging related to debug messages.

0x00010000

DEBUG_API_VERBOSE Enable the logging related to DHCP API verbose errors.
0x00020000

DEBUG_DNS Enable the logging related to DNS messages.

0x00040000

DEBUG_MSTOC Enable the logging related to multicast protocol layer errors.
0x00080000

DEBUG_TRACK Enable the logging tracking specific problems.

0x00100000

DEBUG_ROGUE Enable the logging related to a ROGUE DHCP server.
0x00200000

DEBUG_PNP Enable the logging related to PNP interface errors.
0x00400000

DEBUG_PERF Enable the logging of performance -related messages.
0x01000000

DEBUG_ALLOC Enable the logging of allocation -related and deallocation -related messages.
0x02000000

DEBUG_PING Enable the logging of synchronous ping i related messages.
0x04000000

DEBUG_THREAD Enable the logging of thread  -related messages.
0x08000000

DEBUG_TRACE Enable the logging for tracing through code messa ges.
0x10000000

DEBUG_TRACE_CALLS | Enable the logging for tracing through piles of code.
0x20000000

DEBUG_STARTUP_BRK | Enable the logging related to debugger break during setup messages.
0x40000000

DEBUG_LOG_IN_FILE Enable the logging of debug output in a file.
0x80000000

dwPingRetries: This is of type DWORD, specifying the number of retries that the DHCP server can
verify whether a specific address is already in use by any client by issuing a ping before issuing
any address to DHCP client (valid range: 0 1 5, inclusi ve).

cbBootTableString: This is of type DWORD, containing the size of the BOOT TABLE given to the
DHCP client. The maximum value of this field is 1048576.

wszBootTableString: A pointer of type WCHAR* to a null -terminated Unicode string that contains
the ab solute path of the BOOT TABLE given to the DHCP client. The size of this string is limited to
1 MB.
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fAuditLog:  This is of type BOOL, representing whether an audit log needs to be written by the DHCP
server. This member defaults to a value of TRUE, which in dicates that the DHCP server writes an
audit log.

QuarantineOn: This is of type BOOL (a global flag), indicating whether quarantine is on/off on the
DHCP server. This member defaults to a value of FALSE, which indicates that quarantine is off on
the DHCP s erver.

QuarDefFail:  This is of type DWORD and determines the default policy for a DHCP NAP server when
an NPS server is not reachable. The range of permissible values is a subset of those described in
QuarantineStatus  (section 2.2.1.1.11) . Valid values are NOQUARANTINE, RESTRICTEDACCES S,
and DROPPACKET. This member defaults to a value of NOQUARANTINE.

QuarRuntimeStatus: This flag determines whether NAP is enabled on the DHCP server (Scope).

2.2.1.2.56 DHCP_SUBNET_INFO_V6

The DHCP_SUBNET_INFO_V6 structure contains information about an IPv6 subnet. This structure is
used inthe R_DhcpCreateSubnetV6  (section 3.2.4.58) method.

typedef struct _DHCP_SUBET_INFO_V6 {
DHCP_IPV6_ADDRESSSubnetAddress;
ULONGPrefix;
USHORTPreference;
LPWSTRSubnetName;
LPWSTRSubnetComment;
DWORLState;
DWORD5copeld;
} DHCP_SUBNET_INFO_V6,
*PDHCP_SUBNET_INFO_V6,
*LPDHCP_SUBNET_INFO_V6;

SubnetAddress: This is of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28) structure, specifying the
IPV6 prefix.

Prefix:  This is of type ULONG, specifying the prefix length of the IPv6 prefix.

Preference: This is of type USHORT, specifying the preference for the IPv6 prefix specified by
SubnetAddress

SubnetName: A pointer, of type LPWSTR, to a null -terminated Unicode string that contains the
name o fthe IPv6 prefix. There is no restriction on the length of this Unicode string.

SubnetComment: A pointer, of type LPWSTR, to a null -terminated Unicode string that contains an
optional comment for the IPv6 prefix. There is no restriction on the length of this Unicode string.

State: Thisis oftype DHCP_SUBNET_STATE (section 2.2.1.1.2) enumeration that indicates the
current state of the IPv6 prefix.

Scopeld:  This is of type DWORD and is the uniqu e identifier for that IPv6 prefix. This value is
generated by the DHCPV6 server.

221257 DHCPV6_IP_ARRAY

The DHCPV6_IP_ARRAY structure defines an array of type
DHCP_IPV6_ADDRESS (section 2.2.1.2.28) structure that contains IPv6 prefixes. This is used in the
R_Dhcp_EnumSubnetsV6 _ (section 3.2.4.59) method.

typedef struct _DHCPV6_IP_ARRAY{
DWORIDNumElements;
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[size_is(NumElements)] LPDHCP_IPV6_ADDRESS Elements;
} DHCPV6_IP_ARRAY,
*LPDHCPV6_IP_ARRAY;

NumElements: This is of type DWORD, containing the number of IPv6 addresses in the subsequent
field the Elements member.

Elements: This is a pointer to an array of DHCP_IPV6_ADDRESS structures of length NumElements
containing IPv6 addresses of the prefixes.

2.2.1.2.58 DHCP_IP_RESERVATION_V6

The DHCP_IP_RESERVATION_V6 structure defines an IPv6 reservation fora DHCPv6 client ina
specific IPv6 prefix. This structure is used in the
DHCP_SUBNET_ELEMENT_ DATA_V6 (section 2.2.1.2.60) structure.

typedef struct _DHCP_IP_RESERVATION_V6{
DHCP_IPV6_ADDRESSReservedIpAddress;
DHCP_CLIENT_UID* ReservedForClient;
DWORDnNterfaceld;
} DHCP_IP_RESERVATION_V®,
*LPDHCP_IP_RESERVATION_VG6;

ReservedIpAddress: Thisis of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28)  structure that
contains the IPv6 address of t he DHCPv6 client for which an IPv6 reservation is created.

ReservedForClient: This is a pointer of type DHCP_CLIENT_UID (section 2.2.1.2.5) structure that
represents the DHCPV6 client  -identifier ~ (section 2.2.1.2.5.3 ).

Interfaceld: This is of type DWORD that specifies the interface identifier for which the IPv6
reservation is created.

221259 DHCP_IP_RANGE_V6

The DHCP_IP_RANGE_V6 structure defines the IPv6 range for an IPv6 subnet. This is used in the
DHCP_SUBNET_ELEMENT_DATA_V6 (section 2.2.1.2.60) structure.

typedef struct _DHCP_IP_RANGE_V6{
DHCP_IPV6_ADDRESSStartAddress;
DHCP_IPV6_ADDRESSEndAddress;
} DHCP_IP_RANGE_V6,
*LPDHCP_IP_RANGE_V6;

StartAddress: This is of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28) structure, containing the
first IPv6 address in the IPv6 range.

EndAddress: This is of type DHCP_IPV6_ADDRESS  (section 2.2.1.2.28) structure, containing the last
IPv6 address in the IPv6 range.

2.2.1.2.60 DHCP_SUBNET_ELEMENT_DATA V6
The DHCP_SUBNET_ELEMENT_DATA V6 structure defines the elements of the IPVv6 prefix, such as
IPv6 reservation , IPv6 exclusion range , or IPv6 range. This is used in the

R_DhcpAddSubnetElementV6 (section 3.2.4.60) method.

typedef struct_DHCP_SUBNET_ELEMENT_DATA_V6 {
DHCP_SUBNET_ELEMENT_TYPE_V6 ElementType;
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[switch_is(ELEMENT_MASK(ElementType)), switch_type(DHCP_SUBNET_ELEMENT_TYPE_V6)]
union _DHCP_SUBNET_ELEMENT_UNION_V6 {
[case(Dhcpv6lpRanges)] DHCP_IP_RANGE_V6  *IpRange;
[case(Dhcpv6Reservedips)] DHCP_IP_RESERVATION_V6 *Reservedlp;
[case(Dhcpv6ExcludedipRanges)] DHCP_IP_RANGE_V6 *ExcludelpRange;
} Elemen t;
} DHCP_SUBNET_ELEMENT_DATA_V6, *LPDHCP_SUBNET_ELEMENT_DATA_V6;

ElementType: ElementType is of type  DHCP_SUBNET_ELEMENT TYPE_V6 (section 2.2.1.1.8)
structure defining the set of possible prefix element types. This value defines which of the values
is chosen from the subsequent union the Element member.

Element: Element is a union of different types of IPv6 prefix elements. The value of the union is
dependent on the previous field the ElementType  member.

IpRange: Thisis a pointertoa DHCP_IP_RANGE_V6 (section 2.2.1.2.59) structure that contains the
IPv6 range for this IPv6 prefix.

Reservedlp: This is a pointertoa  DHCP_IP_RESERVATION_V6 (section 2.2.1.2.58) structure that
contains the information on IPv6 reservations.

ExcludelpRange: This is a pointer to a DHCP_IP_RANGE_ V6 (section 2.2.1.2.59) structure that
contains information about IPv6 exclusion ranges.

221261 DHCP_SUBNET_ELEMENT_INFO_ARRAY_V6

The DHCP_SUBNET_ELEMENT_INFO_ARRAY_V6 structure defines an array of
DHCP_SUBNET_ELEMENT_DATA_V6 (section 2.2.1.2.60) structures of IPv6 prefix elements. The first
member contains the number of IPv6 prefix elements (such as IPv6 reservation , IPv6 exclusion
range , and IPv6 range), and the second member points to the array of length NumElements
containing DHCPV6 IPv6  prefix elements. This structure is used in the

R_DhcpEnumSubnetElementsV6 (section 3.2.4.61) method.

typedef struct _DHCP_SUBNET_ELEMENT_INFO_ARRAY_V6
DWORINumElements;
[size_is(NumElements )] LPDHCP_SUBNET_ELEMENT_DATA_VG6Elements;
} DHCP_SUBNET_ELEMENT_INFO_ARRAY_V6,
*LPDHCP_SUBNET_ELEMENT_INFO_ARRAY_V6;

NumElements: This is of type DWORD, containing the number of IPv6 subnet elements in the
subsequent field the  Elements member.

Elements: This is a pointer to an array of DHCP_SUBNET_ELEMENT_DATA_V6 (section 2.2.1.2.60)
structures of length ~ NumElements containing IPv6 prefix elements.

2.2.1.2.62 DHCP_SERVER_CONFIG_INFO_V6

The DHCP_SERVER_CONFIG_INFO_V6 structure defines the settings for the DHCPV6 server. This
structure is used in the R_DhcpServerSetConfigvV6  (section 3.2.4.66) method.

typedef struct _DHCP_SERVER _@NFIG_INFO_V6 {
BOOL UnicastFlag;
BOOL RapidCommitFlag;
DWORZDPreferredLifetime;
DWORDvalidLifetime;
DWORDI1;
DWORDTI2;
DWORCPreferredLifetimel ATA,;
DWORD/alidLifetimelATA;
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BOOL fAuditLog;
} DHCP_SERVER_CONFIG_INFO_VS,
*LPDHCP_SERVER_CONFIG_INFO_V6;

UnicastFlag: This is of type BOOL, specifying whether the DHCPV6 client is allowed to send unicast
messages [RFC3315] to the server.

RapidCommitFlag: This is of type BOOL, specifying that server is to skip the AR of the SARR
[RFC3315] sequence in leasing a DHCPV6 client.

PreferredLifetime: This is of type DWORD, specifying the preferred lifetime in seconds for IANA
addresses. [RFC3315]

ValidLifetime: This is of type DWORD, specifying the valid lifetime in seconds for IANA addresses.
[RFC3315]

T1. Thisis of type DWORD, specifying the value for time T1 in seconds. [RFC3315]
T2: Thisis of type DWO RD, specifying value for time T2 in seconds. [RFC3315]

PreferredLifetimel ATA: This is of type DWORD. Currently this is not implemented and if used in
setting the value through the method with any value, the method will return ERROR_SUCCESS
without any pro  cessing. If used in a method to retrieve, the value returned is 86400 (1 day). <15>

ValidLifetimelATA: This is of type DWORD. Currently this is not implemented and if used in setting
the val ue through the method with any value, the method will return ERROR_SUCCESS without
any processing. If used in a method to retrieve, the value returned is 259200 (3 days). <16>

fAuditLog: This is of type BOOL, specifying whether auditlogs  are enabled or disabled. The field
defaults to true to indicate that the audit logs are enabled.

2.2.1.2.63 DHCP_HOST_INFO_V6

The DHCP_HOST_INFO_V6 structure contains information on the DHCPv6 server. This structure is
used inthe DHCP_CLIENT INFO V6 (section 2.2.1.2.64) structure.

typedef struct _DHCP_HOST_INFO_V6&{
DHCP_IPV6_ADDRESSpAddress;
LPWSTRNetBiosName;
LPWSTRHostName;

} DHCP_HOST_INFO_VS,
*LPDHCP_HOST_INFO_V6;

IpAddress: Thisis of type DHCP_IPV6_ADDRESS structure, containing the IPv6 address of the
DHCPV6 server.

NetBiosName: A pointertoanull -terminated Unicode string . Currently not used in any setting
method, and if used in get method, th e value returned is NULL.

HostName: A pointerto a null  -terminated Unicode string. Currently not used in any setting method,
and if used in get method, the value returned is NULL.

221264 DHCP_CLIENT_INFO_V6

The DHCP_CLIENT_INFO_V6 structure contains information on DHCPvV6 client . This structure is
used inthe R_DhcpGetClientinfoV 6 (section 3.2.4.73) method.

typedef struct _DHCP_CLIENT_INFO_VE6 {
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DHCP_IPV6_ADDRESSClientlpAddress;
DHCP_CLIENT_UID ClientDUID;
DWORDAddressType;
DWORDAID;
LPWSTRClientName;
LPWSTRClientComment;
DATE_TIME ClientValidLeaseExpires;
DATE_TIME ClientPrefLeaseExpires;
DHCP_HOST_INFO_V60wnerHost;

} DHCP_CLIENT_INFO_VS,

*LPDHCP_CLIENT_INFO_VS6;

ClientlpAddress: Thisis of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28) , astruc ture that
contains the DHCPV6 client's IPv6 address.

ClientDUID: This is of type DHCP_CLIENT UID (section 2.2.1.2.5) , a structure that represents the
DHCPVG6 client  -identifier ~ (section 2.2.1.2.5.3 ).

AddressType: This is of type DWORD that specifies the type of IPv6 address.

Value Meaning

ADDRESS_TYPE_IANA | Indicates an IANA address. RFC3315
0x00000000

ADDRESS_TYPE_IATA Indicates an IATA address. [RFC3315]
0x00000001

IAID:  This is of type DWORD that specifies the interface identifier of the DHCPV6 client interface.

ClientName: A pointertoa null  -terminated Unicode string that contains the name of the DHCPv6
client. There is no restr  iction on the length of this Unicode string.

ClientComment: A pointer to a null  -terminated Unicode string that contains a comment relating to
the DHCPV6 client. There is no restriction on the length of this Unicode string.

ClientValidLeaseExpires: Thisisoftype DATE_TIME (section 2.2.1.2.11) , a structure that contains
the valid lifetime of the DHCPV6 client lease.

ClientPrefLeaseExpires: This is of type DATE_TIME, a structure that contains the preferred lifetime
of the DHCPV6 client lease.

OwnerHost: Thisis of type DHCP_HOST_INFO_V6 (section 2.2.1.2.63) , a structure that contains
information about the DHCPvV6 server machine that has given this IPv6 lease to this DHCPv6

client.
2.2.1.2.65 DHCP_CLIENT_INFO_ARRAY_V6
The DHCP_CLIENT_INFO_ARRAY_V6 structure defin es an array of
DHCP_CLIENT_INFO_V6 (section 2.2.1.2.64) structures. The first member contains the number of
DHCPV6 clients present in the specific prefix, and the second member contains a pointer to the array

of length NumElements containing the DHCPV6 client's information. This structure is used by the
methods that retrieve more than one DHCPV6 client's information.

typedef struct _DHCP_CLIENT_INFO_ARRAY_V6{
DWORIDNumElements;
[size_is(NumEle ments)] LPDHCP_CLIENT_INFO_V6*  Clients;
} DHCP_CLIENT_INFO_ARRAY_VS,
*LPDHCP_CLIENT_INFO_ARRAY_V6;
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NumElements: This is of type DWORD, containing the number of DHCPV6 clients in the subsequent
field the Clients member.

Clients:  Thisis a pointer oftyp e DHCP_CLIENT_INFO_V6 (section 2.2.1.2.64) structure that points to
the array of length  NumElements containing the DHCPV6 client's information.

2.2.1.2.66 DHCP_OPTION_LIST

The DHCP_OPTION_LIST structure defines an array of option values. The first member contains the
number of options present, and the second member contains a pointer to the array of length

NumOptions  given to a specific DHCPV6 client. This structure is used by the methods that retrieve
options that are given to the specified DHCPv6 client on request.

typedef struct _DHCP_OPTION_LIST {
DWORDNumOptions;
[size_is(NumOptions)] DHCP_OPTION_VALUE* Options;
} DHCP_OPTION_LIST,
*LPDHCP_OPTION_LIST;

NumOptions: This is of type DWORD, containing the number of DHCPv6 options in the subsequent
field the Options member.

Options:  This is a pointer to an array of DHCP_OPTION_VALUE (section 2.2.1.2.42) structures and of
lengt h NumOptions  containing DHCPv6 option values.

2.2.1.2.67 SCOPE_MIB_INFO_V6

The SCOPE_MIB_INFO_V6 structure defines a structure that contains the address counters for a
specific IPv6 prefix. The numbers of free, used, and offered IPv6 addresses are stored in this
structure. This structure is used in the DHCP_MIB_INFO_V6 (section 2.2.1.2.68) structure.

typedef struct _SCOPE_MIB_INFO_V6 {
DHCP_IPV6_ADDRESSSubnet;
ULONGLON®umAddressesinuse;
ULONGLON®umAddressesFree;
ULONGLON®umPendingAdvertises;
} SCOPE_MIB_INFO_V6,
*LPSCOPE_MIB_INFO_V6;

Subnet:  Thisis of type DHCP_IPV6_ADDRES S (section 2.2.1.2.28) , a structure specifying the IPv6
prefix for the scope.

NumAddressesinuse: This is of type ULONGLONG, containing the number of IPv6 addresses that
have been leased to the DHCPV6 clients from the current prefix.

NumAddressesFree: This is of type ULONGLONG, containing the number of addresses that are free
and can be leased out to DHCPV6 clients in the current subnet.

NumPendingAdvertises: This is of type ULONGLONG, containing the number of IPv6 addresses that
are advertised to the DHC  Pv6 clients from the prefix but that have not yet been confirmed by the
DHCPV6 client.

2.2.1.2.68 DHCP_MIB_INFO_V6

The DHCP_MIB_INFO_V6 structure contains the DHCPvV6 server counter values for the DHCPv6
serv er. This structure is used in the R_DhcpGetMibinfoV6  (section 3.2.4.69) method to find DHCPv6
server statistics.
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typedef struct _DHCP_MIB_INFO_V6 {

DWORDBalicits;

DWORDMdvertises;

DWORLCRequests;

DWOR[Renews;

DWORLRebinds;

DWORDReplies;

DWORDConfirms;

DWORDeclines;

DWOR[Releases;

DWORDONforms;

DATE_TIME ServerStartTime;

DWORDScopes;

[size_is(Scopes)] LPSCOPE_MIB_INFO_V6 Scopelnfo;
} DHCP_MIB_INFO_VS6,

*LPDHCP_MIB_INFO_V6;

Solicits:  This is of type DWORD and contains the number of DHCPSOLICIT message received by the
DHCPv6 server from DHCPV6 clients since the DHCP server was last started. This is used for
statistical analysis by the DHCPV6 server.

Adve rtises:  This is of type DWORD and contains the number of DHCPADVERTISE message sent by
DHCPvV6 server to DHCPv6 clients since the DHCP server was last started. This is used for
statistical analysis by the DHCPV6 server.

Requests:  This is of type DWORD and  contains the number of DHCPREQUEST messages received
by the DHCPV6 server from DHCPV6 clients since the DHCP server was last started. This is used
for statistical analysis by the DHCPV6 server.

Renews:  This is of type DWORD and contains the number of DHC PRENEW message received by the
DHCPV6 server from DHCPV6 clients since the DHCP server was last started. This is used for
statistical analysis by the DHCPV6 server.

Rebinds:  This is of type DWORD and contains the number of DHCPREBIND messages received by
the DHCPV6 server from DHCPV6 clients since the DHCP server was last started. This is used for
statistical analysis by the DHCPV6 server.

Replies:  This is of type DWORD and contains the number of DHCPREPLY messages sent by the
DHCPv6 serverto DHCP clients  since the DHCP server was last started. This is used for statistical
analysis by the DHCPv6 server.

Confirms: This is of type DWORD and contains the number of DHCPCONFIRM  messages received
by the DHCPvV6 server from DHCPV6 clients since the DHCP server was last started. This is used
for statistical analysis by the DHCPV6 server.

Declines:  This is of type DWORD and contains the number of DHCPDECLINES messages received
by the DHCPvV6 server from DHCPV6 clients since the DHCP server was last started. This is used
for statistical analysis by the DHCPV6 server.

Releases:  This is of type DWORD and contains the number of DHCPRELEASE messages received by
the DHCPV6 server from DHCPV6 clients since the DHCP server was last started. This is used for
statistical analysis by the DHCPV6 server.

Informs: This is of type DWORD and contains the number of DHCPINFORM  messages received by
the DHCPV6 server from DHCPV6 clients since the DHCP server was last starte d. This is used for
statistical analysis by the DHCPV6 server.

ServerStartTime: This is of type DATE_TIME (section 2.2.1.2.11) , a structure containing the start
time of the DHCPvV6 server.
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Scopes:  This is of type DWORD, containing the number of IPv6 scopes configured on the current
DHCPV6 server. This is used for statistical analysis by the DHCPv6 server. This field defines the
number of DHCPV6 scopes in the subsequent field the Scopelnfo  member.

Scopelnfo: This is a pointer to an array of SCOPE_MIB_INFO_V6 (section 2.2.1.2.67)  structures that
points to an array of length Scopes , containing the information about the IPv6 scopes configured
on the DHCPV6 server.

2.21.2.69 DHCP_SEARCH_INFO_V6

The DHCP_SEARCH_INFO_V6 structure contains the DHCPV6 client  information search type
defined by the SearchType member, along with the data support ing that search. With this structure,
a search is performed for a specific DHCPv6 client. This structure is used in the

R_DhcpGetClientinfoV6  (section 3.2.4.73) method.

typedef struct _DHCP_SEARCHNFO_V6 {
DHCP_SEARCH_INFO_TYPE_V&earchType;
[switch_is(SearchType), switch_type(DHCP_SEARCH_INFO_TYPE_V6)]
union _DHCP_CLIENT_SEARCH_UNION_V6 {
[case(Dhcpv6ClientlpAddress)]
DHCP_IPV6_ADDRESSClientlpAddress;
[case(Dhcpv6ClientDUID)]
DHCP_CLIENT_UID ClientDUID;
[case(Dhcpv6ClientName)]
LPWSTRClientName;
} Searchinfo;
} DHCP_SEARCH_INFO_V6,
*LPDHCP_SEARCH_INFO_VE6;

SearchType: This is an enumeration value of type
DHCP_SEARCH_INFO_TYPE V6 (section 2.2.1.1.12) enumeration that contains the data type,

based on which the search is performed, for a specific DHCPv6 client record on the DHCPv6
server
Searchlinfo: This is a union that can contain one of the following values chosen based on the value

of the SearchType member.

ClientlpAddress: Thisis of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28) , a structure that
contains the IPv6 address of the DHCPv6 client lease record . Itis used for searching in the
DHCPV6 server database

ClientDUID: Thisis of type DHCP_CLIENT_UID (section 2.2.1.2.5) , a structure that represents the
DHCPVG6 client  -identifier ~ (section 2.2.1.2.5.3 ). Itis used to search for the DHCPV6 client lease
record in the DHCPVG6 server database.

ClientName: A pointerto a null  -terminated Unicode string that contains the name of the DHCPv6
client. It is used to search for the DHCPV6 client lease record in the DHCPvV6 server database.
There is no restriction on the length of this Unicode string.

2.2.1.2.70 DH CP_CLASS_INFO_V6

The DHCP_CLASS_INFO_V6 structure contains the information for a specific user class or vendor
class . This structure is used in the R_DhcpCreateClassV6 _ (section 3.2.4.75) method.

typedef struct _DHCP_CLASS_INFO_V6{
LPWSTRClassName;
LPWSTRCla ssComment;
DWORLClassDatalLength;
BOOL IsVendor;
DWORLCEnNterpriseNumber;
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DWORLFlags;
[size_is(ClassDataLength)] LPBYTE ClassData;
} DHCP_CLASS_INFO_V86,
*LPDHCP_CLASS_INFO_VE§;

ClassName: A pointer, of type LPWSTR, to a null -terminated Unicode string that contains the class
name. There is no restriction on the length of this Unicode string.

ClassComment: A pointer, of type LPWSTR, to a null -terminated Unicode string that contains the
comment for the class. There is no restriction on the length of this Unicode string.

ClassDatalength: This is of type DWORD, containing the length of data as pointed to by the
ClassData member.

IsVendor: This is of type BOOL  and specifies whether the current class is vendor class or user class.

Value Meaning

0x00000000 Class specified is a user class.

0x00000001 Class specified is a vendor class.

EnterpriseNumber: This is of type DWORD, containing the vendor class identifier. It is default O for
user class.

Flags: Thisis of type DWORD. Currently it is not used, and any value set to this parameter will not
affect the behavior of the method that uses this structure.

ClassData:  This is a pointer of type BYTE that po ints to an array of bytes of length specified by the
ClassDatalength member. This contains data regarding a user class or a vendor class.

221271 DHCP_MSCOPE_INFO

The DHCP_MSCOPE_INFO  structure definesth e multicast scope information for a specific
multicast subnet. This structure is used in the R_DhcpSetMScopelnfo  (section 3.2.4.2) met hod.

typedef struct _DHCP_MSCOPE_INFQ
LPWSTRMScopeName;
LPWSTRMScopeComment;
DWORIMScopeld;
DWORDMScopeAddressPolicy;
DHCP_HOST_INFOPrimaryHost;
DHCP_SUBNET_STATHBMScopeState;
DWORIMScopeFlags;
DATE_TIME ExpiryTime;
LPWSTRLangTag;
BYTE TTL;

} DHCP_MSCOPE_INFO,

*LPDHCP_MSCOPE_INFO;

MScopeName: This is of type LPWSTR, containing a null -terminated Unicode string that represents
the multicast scope name. There is no restriction on the length of this Unicode string.
MScopeComment: This is of type LPWSTR, containing a null -terminated Unicode string that

represents the description given to multicast scope. There is no restriction on the length of this
Unico de string.

MScopeld: This is of type DWORD, containing the unique identification of the multicast scope defined
on the MADCAP server.

93 / 537

[MS -DHCPM] - v20170915

Microsoft Dynamic Host Configuration Protocol (DHCP) Server Management Protocol
Copyright © 2017 Microsoft Corporation

Release: September 15, 2017



MScopeAddressPolicy: This is of type DWORD. This MUST be set to zero when sent and ignored on
receipt.

PrimaryHost: This of type DHCP_HOST_INFO (section 2.2.1.2.7) , a structure containing information
about the MADCAP server servicing this multicast scope.

MScopeState: This is of type DHCP_SUBNET_STATE (section 2.2.1.1.2) , a structure containing the
state of the multicast subnet.

MScopeFlags: This is of type DWORD. Currently it is not used, and any value set to this member will
not affect the behavior of the method that uses this structure.

ExpiryTime: Thisis of type DATE_TIME (section 2.2.1.2.11) , a structure specifying the multicast
scope lifetime.

LangTag: Thisis of type LPWSTR, containing a null -terminated Unicode string that represents the
multicast scope language (default is LOCALE_SYSTEM_DEFAULT). There is no restriction on the
length of this Unicode string.

TTL: This is of type BYTE, containing the Time -to-Live (TTL) value for the multicast scope. The valid
range for this field is between 1 and 255, with a default of 32.

221272 DHCP_MSCOPE_TABLE
The DHCP_MSCOPE_TABLE structure contains an array of multicast scope names managed by the
MADCAP server. This structure is used in the R_DhcpEnumMScopes  (section 3.2.4.4) method.
typedef struct _DHCP_MSCOPE_TABLE
DWORINumElements;
[size_is(NumElements)] LPWSTR* pMScopeNames;

} DHCP_MSCOPE_TABLE,
*LPDHCP_MSCOPE_TABLE;

NumElements: This is of type DWORD, containing the number of multicast scope names in the
subsequent field the  pMScopeNames member.

pMScopeNames: This is a pointer of type LPWSTR that points to an array of null -terminated
Unicode strings that refers to the  multicast scope names. There is no restriction on the size of
this field.

2.2.1.2.73 DHCP_SCAN_ITEM

The DHCP_SCAN_ITEM  structure defines the type of fix that is required for DHCPv4 client lease

records that are missing in the bitmask representation in memory (section 3.1.1.4 ) or vice versa.
typedef struct _DHCP_SCAN_ITEM{

DHCP_IP_ADDRESSI pAddress;
DHCP_SCAN_FLAGBcanFlag;
} DHCP_SCAN_ITEM,
*LPDHCP_SCAN_ITEM;

IpAddress: Thisis of type DHCP_IP_ADDRESS (section 2.2.1.2.1) ,aDWORD containing the IPv4
address of the missing DHCPv4 client entry in one of the stores.

ScanFlag: Thisis oftype DHCP_SCAN_FLAG (section 2.2.1.1.13) enumeration, which contains an
enumerated value  of O to fix the bitmask representation (section 3.1.1.4) and an enumerated
value of 1 to fix the DHCPv4 client Lease records.
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221274 DHCP_SCAN_LIST

The DHCP_SCAN_LIST  structure defines an array of DHCP_SCAN_ITEM (section 2.2.1.2.73)
structures that contains all the entries on the DHCP server that require a fix. This structure is used in
the R_DhcpScanDatabase (section 3.1.4.28) method.

typedef struct _DHCP_SCAN_LIST{
DWORDNumScanltems;
[size_is(NumScanltems)] DHCP_SCAN_ITEM* Scanltems;
} DHCP_SCAN_LIST,
*LPDHCP_SCAN_LIST;

NumScanltems: This is of type DWORD, containing the number of DHCPvV4 client lease entries
and/or bits in the bitmask representation in memory (section 3.1.1.4 ) that require a fix in the
subsequent field in the Scanltems  member.

Scanltems: This is a pointer  to an array of DHCP_SCAN_ITEM (section 2.2.1.2.73) structures of
length NumScanltems that contains the DHCPv4 client IPv4 addresses that require a fix.

2.2.1.2.75 DHCP_CLASS_INFO

The DHCP_CLASS_INFO structure contains the information for a specific user class  or vendor
class . This structure is used in the R_DhcpCreateClass  (section 3.2.4.25) method.

typedef struct _DHCP_CLASS_INFO{
LPWSTRClassName;
LPWSTRClassComment;
DWORLClassDatalLength;
BOOL IsVendor;
DWORLFlags;
[size_is(ClassDatalLength)] LPBYTE ClassData;
} DHCP_CLASS_INFO,
*LPDHCP_CLASS_INFO;

ClassName: A pointer, of type LPWSTR, to a null -terminated  Unicode string that contains the class
name. There is no restriction on the length of this Unico de string.
ClassComment: A pointer, of type LPWSTR, to a null -terminated Unicode string that contains the

comment for the class. There is no restriction on the length of this Unicode string.

ClassDatalength: This is of type DWORD, containing the length of data as pointed to by the
ClassData member.

IsVendor: This is of type BOOL and specifies whether the class is user class or vendor class.

Value Meaning

0x00000000 Class specified is a user class.

0x00000001 Class specified is a vendor class.

Flags: This is of type DWORD. Currently it is not used, and any value set to this member will not
affect the behavior of the method that uses this structure.

ClassData:  This is a pointer of type BYTE that points to an array of bytes of length specified by the
ClassDatalength member. This contains data regarding a user class or a vendor class.

221276 DHCP_CLASS_INFO_ARRAY
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The DHCP_CLASS_INFO_ARRAY structure defines an array of
DHCP_CLASS INFO (section 2.2.1.2.75) structures. This structure is used by the methods that

retrieve more than one class of information, such as the R_DhcpEnum Classes (section 3.2.4.29)
method. The first member contains the number of classes present for the DHCPv4 server, and the
second member contains a pointer to the array of length NumElements containing class information.
typedef struct _DHCP_CLASS_INFO_ARRA {
DWORDNumElements;
[size_is(NumElements)] LPDHCP_CLASS_INFO Classes;

} DHCP_CLASS_INFO_ARRAY,
*LPDHCP_CLASS_INFO_ARRAY:;

NumElements: This is of type DWORD, containing the count of classes in the subsequent field the
Classes member.

Classes: Thisis a pointer of type DHCP_CLASS_INFO (section 2.2.1.2.75) structure that points to the
array of length  NumElements containing class information.

221277 DHCP_SERVER_SPECIFIC_STRINGS

The DHCP_SERVER_SPECIFIC_STRINGS structure defines the names of the default user class
and ve ndor class

typedef struct _DHCP_SERVER_SPECIFIC_STRINGY
LPWSTRDefaultVendorClassName;
LPWSTRDefaultUserClassName;
} DHCP_SERVER_SPECIFIC_STRINGS,
*LPDHCP_SERVER_SPECIFIC_STRINGS;

DefaultVendorClassName: A pointer, of type LPWSTR, to a null -termi nated Unicode string that
contains the name of the default vendor class. The maximum number of characters allowed in this
string is 255, which includes the terminating null character.

DefaultUse rClassName: A pointer, of type LPWSTR, to a null -terminated Unicode string that
contains the name of the default user class. The maximum number of characters allowed in this
string is 255, which includes the terminating null character.

2.2.12.78 DHCP_ATTRIB

The DHCP_ATTRIB structure contains the attribute and its values for the DHCPv4 server. This
structure is used in the R_DhcpServerQue ryAttribute  (section 3.2.4.35) method.

typedef struct _DHCP_ATTRIB {
DHCP_ATTRIB_ID DhcpAttribld;
ULONGDhcpAttribType;
[switch_is(DhcpAttribType), switch_type(ULONG)]
union
[case(DHCP_ATTRIB_TYPE_BOOL)]
BOOL DhcpAttribBool;
[case(DHCP_ATTRIB_TYPE_ULONG)]
ULONGDhcpAttribUlong;

h
} DHCP_ATTRIB,
*PDHCP_ATTRIB,
*LPDHCP_ATTRIB;

DhcpAttribld: Thisis of type DHCP_ATTRIB_ID (section 2.2.1.1.1) , a ULONG val ue specifying the
attribute.
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DhcpAttribType: This is of type ULONG. The value specifies the type of the attribute's data and
which one of the values is chosen from the subsequent union.

Value Meaning

DHCP_ATTRIB_TYPE_BOOL The attribute value is of type BOOL, and DhcpAttribBool is chosen from the
0x00000001 following union.

DHCP_ATTRIB_TYPE_ULONG | The attribute value is of type ULONG, and DhcpAttribUlong is chosen from the
0x00000002 following union.

DhcpAttribBool: This is of type BOOL and contains the value of the attribute. This is chosen from
the union if DhcpAttribType contains DHCP_ATTRIB_TYPE_BOOL

DhcpAttribUlong: This is of type ULONG and contains the value of the attribute. This is chosen from
the union if DhcpAttribType contains DHCP_ATTRIB_TYPE_ULONG

221279 DHCP_ATTRIB_ARRAY

The DHCP_ATTRIB_ARRAY structure defines an array of DHCP_ATTRIB (section 2.2.1.2.78)
structures. This structure is used by methods that retrieve more than one attribute, such as the
R_DhcpServerQueryAttributes (section 3.2.4.36) method. This structure d  efines an array of length
NumElements that contains attributes and their values.

typedef struct _DHCP_ATTRIB_ARRAY{
ULONGNumElements;
[size_is(NumElements)] LPDHCP_ATTRIB DhcpAttribs;
} DHCP_ATTRIB_ARRAY,
*PDHCP_ATTRIB_ARRAY,
*LPDHCP_ATTRIB_ARRAY;

NumElements: This is of type ULONG, containing the number of attributes in the subsequent field
the DhcpAttribs member.

DhcpAittribs: This is a pointer to an array of type DHCP_ATTRIB (section 2.2.1.2.78) structure and of

length  NumElements that contains the attributes and its values.

2.2.1.2.80 DHCP_BIND_ELEMENT

The DHCP_BIND_ELEMENT structure defines an IPv4 interface binding for the DHCP server over
which it receives DHCP packets. This structure is used in the
DHCP_BIND_ELEMENT_ARRAY (section 2.2.1.2.81) structure.

typedef struct _DHCP_BIND_ELEMENT
ULONGFlags;
BOOL fBoundToDHCPServer;
DHCP_IP_ADDRESSAdapterPrimaryAddress;
DHCP_IP_ADIRESS AdapterSubnetAddress;
LPWSTRIfDescription;
ULONGIfldSize;
[size_is(IfldSize)] LPBYTE Ifld;

} DHCP_BIND_ELEMENT,

*LPDHCP_BIND_ELEMENT;

Flags: This is of type ULONG, specifying a set of bit flags indicating properties of the interface
binding.
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Value Meaning

DHCP_ENDPOINT_FLAG_CANT_MODIFY The endpoints  cannot be modified.

0x00000001
fBoundToDHCPServer: This is of type BOOL and specifies whether this binding is set on the DHCP
server.
Value Meaning
FALSE It specifies that the interface is not bound to the DHCP server.
0x00000000
TRUE It specifies that the interface is bound to the DHCP server.
0x00000001
AdapterPrimaryAddress: This is of type DHCP_IP_ADDRESS , a DWORD specifying the IPv4 address

assigned to the interface over which the DHCP server is receiving DHCP packets.

AdapterSubnetAddress: This is of type DHCP_IP_ADDRESS, a DWORD s  pecifying the subnet ID
from which this interface is receiving DHCP packets.

IfDescription: A pointer, of type LPWSTR, to a null -terminated  Unicode string that specifies the
name assigned to this interface. The maximum number of characters allowed in this string is 256,
excluding the terminating null character.

IfldSize: This is of type ULONG, and it contains the size of the interfac e GUID ([MS-DTYP] section
2.3.4) stored in the Ifld member.

Ifld:  This is a pointer to a BYTE that contains the in terface GUID ([IMS -DTYP] section 2.3.4) assigned
to this interface.

221281 DHCP_BIND_ELEMENT_ARRAY

The DHCP_BIND _ELEMENT_ARRAY structure defines an array of

DHCP_BIND_ELEMENT (section 2.2.1.2.80) structures. This contains an array of IPv4 interface
bindings over which the DHCP server receives DHCP packets. The first member contains the number of
IPv4 in terface bindings present, and the second member points to the array of interface bindings over
which the DHCP server is receiving DHCP packets.

typedef struct _DHCP_BIND_ELEMENT_ARRAY
DWORINumElements;
[size_is(NumElements)] LPDHCP_BIND_ELEMENT Elements;
} DHCP_BIND_ELEMENT_ARRAY,
*LPDHCP_BIND_ELEMENT_ARRAY;

NumElements: This is of type DWORD and specifies the number of interface bindings listed in the
subsequent field the  Elements member.

Elements: This is a pointer to an array of type DHCP_BIND_ ELEMENT (section 2.2.1.2.80) structure
and of length  NumElements that contains information about the interface bindings of a DHCP
server.
2.2.1.2.82 DHCPV6_BIND_ELEMENT
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The DHCPV6_BIND_ELEMENT structure defines an IPv6 interface binding for the DHCP server over
which it receives DHCPvV6 packets. This structure is used in
DHCPV6_BIND_ELEMENT_ARRAY (section 2.2.1.2.83) structure.

typedef struct _DHCPV6_BIND_ELEMENT
ULONGFlags;
BOOL fBoundToDHCPServer;
DHCP_IPV6_ADDRESSAdapterPrimaryAddress;
DHCP_IPV6_ADDRESSAdapterSubnetAddress;
LPWSTRIfDescription;
DWORDpVé6Ifindex;
ULONGIfldSize;
[size_is(IfldSize)] LPBYTE Ifld;
} DHCPV6_BIND_ELEMENT,
*LPDHCPV6_BIND_ELEMENT;

Flags: Thisis of type ULONG, specifying a set of bit flags indicating properties of the interface
binding.

Value Meaning

DHCP_ENDPOINT_FLAG_CANT_MODIFY The endpoints  cannot be modified.

0x00000001
fBoundToDHCPServer: This is of type BOOL, specifying whether the interface is bound to the DHCP
server.
Value Meaning
FALSE It specifies that the interface is not bound to the DHCP server.
0x00000000
TRUE It specifies that the interface is bound to the DHCP server.
0x00000001
AdapterPrimaryAddress: Thisis of type DHCP_IPV6_ADDRESS (section 2.2.1.2.28)  structure,

specifying the IPv6 address assigned to the interface over which the DHCP server is receiving
DHCPV6 packets.

AdapterSubnetAddress: This is of type DHCP_IPV6_ADDRESS  (section 2.2.1.2.28) structure,
specifying the IPv6 prefix ID of the subnet from which this interface is receiving DHCPV6 packets.

IfDescription: A pointer, of type LPWSTR, to a null -terminated  Unicode string that specifies the
name assigned to this interface. The maximum number of characters allowed in this string is 256,
excluding the terminating null character.

IpV6lIfindex: This is of type DWORD, containing the IPv6 interface index of the current interface.
Ifl dSize: This is of type ULONG, containing the size of the interface GUID storedinthe Ifld
member.

Ifld:  This is a pointer to a BYTE, containing the interface GUID assigned to this interface

2.2.1.2.83 DHCPV6_BIND_ELEMENT_ARRAY

The DHCPV6_BIND ELEMENT_ARRAY structure defines an array of
DHCPV6_BIND _ELEMENT (section 2.2.1.2.82) structures. This contains an array of IPv6 interface
binding over which the DHCPV6 server receives DHCPVv6 packets. The first member contains the
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number of IPv6 interface bindings present in the specific subnet, and the second member points to th e
array of interface bindings over which the DHCPV6 server is receiving DHCPv6 packets.

typedef struct _DHCPV6_BIND_ELEMENT_ARRAY
DWORINumElements;
[size_is(NumElements)] LPDHCPV6_BIND_ELEMENT Elements;
} DHCPV6_BIND_ELEMENT_ARRAY,
*LPDHCPV6_BIND_H.EMENT_ARRAY;

NumElements: This is of type DWORD and specifies the number of IPv6 interface binding listed in
subsequent field the  Elements member.

Elements: This is a pointer to an array of type DHCPV6_BIND_ELEMENT (section 2.2.1.2.82)
structure and len  gth NumElements that contains information for interface bindings for a DHCPv6
server.

221284 DHCP_MCLIENT_INFO_ARRAY

The DHCP_MCLIENT_INFO_ARRAY structure defines an array of

DHCP_MCLIENT INFO (section 2.2.1.2.21) structures. This structure is used by the methods that
retrieve information for more than one MADCAP client. The first member contains the number of
MADCAP clients present in the specific IPv4 multicast subnet, and the second member points to the
array of length NumElements containing the MADCAP client's information.

typedef struct _DHCP_MCLIENT_INFO_ARRAY
DWORIDNumElements;
[size_is(NumElements)] LPDHCP_MCLIENT_INFO* Clients;
} DHCP_MCLIENT_INFO_ARRAY,
*LPDHCP_MCLIENT_INFO_ARRAY;

NumElements: This is of type DWORD, specifying the number of MADCAP clients in subsequent field
the Clients member.

Clients:  This is pointer of type DHCP_MCLIENT_INFO (section 2.2.1.2.21), a structure that points to
an array of length  NumElements containing MADCAP client information.

2.2.1.2.85 DHCP_SUPER_SCOPE_TABLE_ENTRY
The DHCP_SUPER_SCOPE_TABLE_ENTRY structure defines the  superscope -specific subnet
information. This structure is used in the DHCP_SUPER_SCOPE_TABLE (section 2.2.1.2.86) structure.
typedef struct _DHCP_SUPER_SCOPE_TABLE_ENTRY

DHCP_IP_ADDRESSSubnetAddress;

DWORDSuperScopeNumber;

DWORDNextInSuperScope;

LPWSTRSuperScopeName;

} DHCP_SUPER_SCOPE_TABLE_ENTRY,
*LPDHCP_SUPER_SCOPE_TABLE_ENTRY;

SubnetAddress: This is of type DHCP_IP_ADDRESS , a DWORD containing the IPv4 subnet ID

SuperScopeNu mber:  This is of type DWORD, containing the unique identifier of the superscope.

NextInSuperScope: This is of type DWORD, specifying the index of the next subnet ID in the
superscope.
SuperScopeName: This is a pointer, of type LPWSTR, to a null -terminat ed Unicode string that

contains the superscope name. There is no restriction on the length of this Unicode string.
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2.2.1.2.86 DHCP_SUPER_SCOPE_TABLE

The DHCP_SUPER_SCOPE_TABLE structure defines an array of
DHCP_SUPER_SCOPE_TABLE_ENTRY (section 2.2.1.2.85) structures. This contains information about

more than one subnet within a superscope . The first member contains the number of IPv4 subnets
present, and the second member points to the array of length cEntries  containing all subnet
information. This structure is used in the R_DhcpGetSuperScopelnfovV4  (section 3.1.4.38) method.
typedef struct _DHCP_SUPER_SCOPE_TABLE
DWORLEntries;
[size_is(cEntrie s)] DHCP_SUPER_SCOPE_TABLE_ENTRY*pEntries;

} DHCP_SUPER_SCOPE_TABLE,
*LPDHCP_SUPER_SCOPE_TABLE;

cEntries:  This is of type DWORD, containing the number of superscope entries in the subsequent
field the pEntries member.

pEntries: This is a pointer oftyp e DHCP_SUPER_SCOPE_TABLE_ENTRY (section 2.2.1.2.85) structure

that points to an array of length cEntries  containing superscope -specific subnet information.
2.2.1.2.87 DHCP_CLASS_INFO_ARRAY_V6
The DHCP_CLASS_INFO_ARRAY_V6 structure contains a list of information regarding a user class

ora vendor class

typedef struct _DH@_CLASS_INFO_ARRAY_V6{
DWORINumElements;
[size_is(NumElements)] LPDHCP_CLASS_INFO_V6 Classes;
} DHCP_CLASS_INFO_ARRAY_V6,
*LPDHCP_CLASS_INFO_ARRAY_V6;

NumElements: This is of type DWORD, specifying the number of classes whose information is
contain ed in the array specified by the Classes member.

Classes: A pointer to an array of DHCP_CLASS_INFO_V6 (section 2.2.1.2.70) structures that
contains information regarding the various user classes and vendor classes.

2.2.1.2.88 DHCP_IP_CLUSTER

The DHCP_IP_CLUSTER  structure is not used.

typedef struct _DHCP_IP_CLUSTER{
DHCP_IP_ADDRESSClusterAddress;
DWORLIClusterMask;
} DHCP_IP_CLUSTER,
*LPDHCP_IP_CLUSTER;

ClusterAddress: This is of type DHCP_IP_ADDRESS , a DWORD.

ClusterMask: This is of type DWORD.

2.2.1.2.89 DHCP_ADDR_PATTERN
The DHCP_ADDR_PATTERN structure contains the information regarding the link -layer
address/pattern.

typedef struct _DHCP_ADDR_PATTERN {
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BOOL MatchHWType;
BYTE HWType;
BOOL IsWildcard;
BYTE Length;
BYTE PatternlMAX_PATTERN_LENGTH]J;
} DHC P_ADDR_PATTERN, *LPDHCP_ADDR_PATTERN;

MatchHWType: This is of type BOOL. Setting the field to FALSE will cause the filtering to disregard
the hardware type field and a TRUE value will match the hardware type field.

HWType: This is of type BYTE and specif ies the hardware type of the address, specified in the

pattern. For the list of valid options, see RFC1700] .
IsWildcard: This is of type BOOL and specifies whether the current pattern repre sents a wildcard
pattern.

BOOL | MEANING

TRUE | The pattern is a wildcard pattern.
1

FALSE | The pattern is a hardware address.

Length:  This is of type BYTE and specifies the length of the pattern.

Pattern:  This is a pointer to a type BYTE and contains the address/pattern.

2.2.1.2.90 DHCP_FILTER_ADD_INFO

The DHCP_FILTER_ADD_INFO structure contains information regarding the link -layer filter to be
added to the allow and deny filter lis t.

typedef struct _DHCP_FILTER_ADD_INFOV4{
DHCP_ADDR_PATTERKddrPatt;
LPWSTRComment;
DHCP_FILTER_LIST_TYPE ListType;
} DHCP_FILTER_ADD_INFO,
*LPDHCP_FILTER_ADD_INFO;

AddrPatt: This is of type DHCP_ADDR_PATTERN (section 2.2.1.2.89) structure and contains the
address/pattern -related information of the link -layer filter.

Comment: This is a pointer, of type LPWSTR, to a null -terminated  Unicode string that contains the
comment associated with the address/pattern. The maximum number of characters allowed in this
string is 128, which includes the terminating null character.

ListTyp e: Thisisoftype DHCP_FILTER_LIST TYPE (section 2.2.1.1.17) enumeration, which specifies
the list type to which the filter is to be added.

221291 DHCP_FILTER_GLOBAL_INFO

The DHCP_FILTER_GLOBAL_INFO structure contains information regarding enabling/disabling the
allow and deny filter lists.

typedef struct _DHCP_FILTER_GLOBAL_INFO{
BOOL EnforceAllowList;
BOOL EnforceDenylList;
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} DHCP_FILTER_GLOBAL_INFO,
*LPDHCP_FILTER_GLOBAL_INFO;

EnforceAllowList: This is of type BOOL and specifies whether the allow list is enabled or disabled.

BOOL | MEANING

TRUE The allow list is enabled.
1

FALSE | The allow list is disabled.

EnforceDenyLi st: This is of type BOOL and specifies whether the deny list is enabled or disabled.

BOOL | MEANING

TRUE The deny list is enabled.
1

FALSE | The deny list is disabled.

221292 DHCP_FILTER_RECORD

The DHCP_FILTER_RECORD structure contains information regarding a link -layer filter record.

typedef struct _DHCP_FILTER_RECORO
DHCP_ADDR_PATTERKddrPatt;
LPWSTRComment;
} DHCP_FILTER_RECORD,
*LPDHCP_FILTER_RECORD;

AddrPatt: Thisis of type DHCP_ADDR_PATTERN (section 2.2.1.2.89) structure and contains the
address/pattern related information of the link -layer filter.

Comment: This is a pointer, of type LPWSTR, to a null -terminated  Unicode string that contains the
comment associated with the address/pattern. The maximum number of characters allowed in this
string is 128, which includes the terminating null character.

221293 DHCP_FILT ER_ENUM_INFO

The DHCP_FILTER_ENUM_INFO structure contains information regarding the number of link -layer
filter records.

typedef struct _DHCP_FILTER_ENUM_INFO{
DWORIDNumElements;
[s ize_is(NumElements)] LPDHCP_FILTER_RECORD pEnumRecords;
} DHCP_FILTER_ENUM_INFO,
*LPDHCP_FILTER_ENUM_INFO;

NumElements: This is of type DWORD, which specifies the number of link -layer filter records
contained in the array specified by the pEnumRecords me mber.
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pEnumRecords: This is a pointer to an array of DHCP_FILTER_RECORD (section 2.2.1.2.92)

structures that contains link -layer filter records.

221294 SCOPE_MIB_INFO_V5

The SCOPE_MIB_INFO_V5 structure defines a structure that contains the address counters for a
specific IPv4 subnet. The numbers of free, used, and offered IPv4 addresses are stored in this
structure. This structure is used in t he DHCP_MIB_INFO_V5 (section 2.2.1.2.95) structure.

typedef struct _SCOPE_MIB_INFO_V5 {
DHCP_IP_ADDRESSSubnet;
DWORNumAddresseslinuse;
DWORNumAddressesFree;
DWORDINumPendingOffers;
}'S COPE_MIB_INFO_V5,
*LPSCOPE_MIB_INFO_V5;

Subnet:  Thisisoftype DHCP_IP_ADDRESS (section 2.2.1.2.1) , a DWORD specifying the IPv4
sub net ID  for the scope.

NumAddresseslinuse: This is of type DWORD, containing the number of IPv4 addresses leased out
to DHCPv4 clients for a given IPv4 subnet.

NumAddressesFree: This is of type DWORD, containing the number of IPv4 addresses that are free
and can be leased out to DHCPVA4 clients in a given IPv4 subnet.

NumPendingOffers: This is of type DWORD, containing the number of IPv4 addresses that have

been offered to DHCPV4 clients in a given IPv4 subnet but that the DHCP client  has not yet

confirmed.

2.2.1.2.95 DHCP_MIB_INFO_V5

The DHCP_MIB_INFO_V5 structure contains the counter values for the DHCP Server service.

typedef struct _DHCP_MIB_INFO_V5 {
DWORDiscovers;
DWORDDffers;
DWORLRequests;
DWORDACcks;
DWORNaks;
DWORDeclines;
DWOR[Releases;
DATE_TIME ServerStartTime;
DWORDtnNumLeases;
DWORDtnPctQtnLeases;
DWORDtnProbationLeases;
DWORDtnNonQtnLeases;
DWORDtnExemptLeases;
DWORDtnCapableClients;
DWORDRtnIASETrrors;
DWORDelayedOffers;
DWORD5copesWithDelayedOffers;
DWORDscopes;
[size_is(Scopes)] LPSCOPE_MIB_INFO_V5 Scopelnfo;
} DHCP_MIB_INFO_V5,
*LPDHCP_MIB_INFO_V5;

Discovers: This member is a type DWORD that contains the number of DHCPDISCOVER messages
RFC2131] received by the DHCP server from the DHCP clients  since the DHCP server was last

started. This is used for statistical analysis by the DHCP server.
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Offers:  This member is a type DWORD that contains the number of DHCPOFFER messages sent by
the DHCP server to the DHCP clients for which the DHCP server has not confirmed since the DHCP
server was last started. This is used for statistical analysis by the DHCP server.

Requests:  This member is a type DWORD that contains the number of DHCPREQUEST messages
received by the DHCP server from th e DHCP clients since the DHCP server was last started. This is
used for statistical analysis by the DHCP server.

Acks: This member is a type DWORD that contains the number of DHCPACK messages sent by the
DHCP Server to the DHCP clients since the DHCP serv er was last started. This is used for statistical
analysis by the DHCP server.

Naks: This member is a type DWORD that contains the number of DHCPNAK messages sent by the
DHCP server to DHCP clients since the DHCP server was last started. This is used for statistical
analysis by the DHCP server.

Declines:  This member is a type DWORD that contains the number of DHCPDECLINE messages
received by the DHCP  server from the DHCP client since the DHCP server was last started. This is
used for statistical analysis by the DHCP server.

Releases:  This member is a type DWORD that contains the number of DHCPRELEASE messages
received by the DHCP server from the DHCP client since the DHCP server was last started. This is
used for statistical analysis by the DHCP server.

ServerStartTime: This memberis atype = DATE TIME (section 2.2.1.2.11) structure that contains the
start time of the DHCP server.

QtnNumLeases: This member is a type DWORD that MUST be set to zero when sent and ignored on
receipt. This is treated as an error if it is nonzero in an RPC method which queries DHCP server
configuration.

Value Meaning

0x00000000 Sending

QtnPctQtnLeases: This member is a type DWORD that MUST be set to zero when sent and ignored
on receipt. This is treated as an error if it is nonzer 0 in an RPC method which queries DHCP server
configuration.

Value Meaning

0x00000000 Sending

QtnProbationLeases: This member is a type DWORD that MUST be set to zero when sent and
ignored on receipt. This is treated as an error if it is nonzero in an RP C method which queries
DHCP server configuration.

Value Meaning

0x00000000 Sending

QtnNonQtnLeases: This member is a type DWORD that MUST be set to zero when sent and ignored
on receipt. This is treated as an error if it is nonzero in an RPC method which queries DHCP server
configuration.

Value Meaning

0x00000000 Sending
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QtnExemptLeases: This member is a type DWORD that MUST be set to zero when sent and ignored
on receipt. This is treated as an error if it is nonzero in an RPC method which querie s DHCP server
configuration.

Value Meaning

0x00000000 Sending

QtnCapableClients: This member is a type DWORD that MUST be set to zero when sent and ignored
on receipt. This is treated as an error if it is nonzero in an RPC method which queries DHCP server
configuration.

Value Meaning

0x00000000 Sending

QtnlASErrors: This member is a type DWORD that MUST be set to zero when sent and ignored on
receipt. This is treated as an error if it is nonzero in an RPC method which queries DHCP server
configuration.

Value Meaning

0x00000000 Sending

DelayedOffers: This member is a type DWORD that contains the number of delayed DHCPOFFER
messages sent by the DHCP server to the DHCP clients. This is used for statistical analysis by the
DHCP server.

Scop esWithDelayedOffers: This member is a type DWORD that contains the number of scopes
which are configured with subnet delay for DHCPOFFER messages.

Scopes:  This member is a type DWORD which contains the number of IPv4 scopes configured on the
current DHCP server. This is used for statistical analysis by the DHCP server. This field defines the
number of DHCP scopes in the subsequent field, the Scopelnfo  member.

Scopelnfo: This member is a pointe  rto an array of SCOPE_MIB_INFO (section 2.2.1.2.47)
structures of length  Scopes that contains the information about the IPv4 scopes configured on the
DHCP server.

2.2.1.2.96 DHCP_CLIENT_FILTER_STATUS_INFO
The DHCP_CLIENT_FILTER_STATUS_INFO structure defines information about the DHCPv4
client ,including filte r status information. The DHCP_CLIENT_FILTER_STATUS_INFO structure

augments the DHCP_CLIENT_INFO_VQ (section 2.2.1.2.19) structure by including information related
to the filters applicable to a D HCPv4 client.

typedef struct _DHCP_CLIENT_FILTER_STATUS_INFO {
DHCP_IP_ADDRESSClientlpAddress;
DHCP_IP_MASK SubnetMask;
DHCP_CLIENT_UID ClientHardwareAddress;
LPWSTRClientName;
LPWSTRClientComment;
DATE_TIME ClientLeaseExpires;
DHCP_HOST_INFO OwnerHost;
BYTE bClientType;
BYTE AddressState;
QuarantineStatus Status;
DATE_TIME ProbationEnds;
BOOL QuarantineCapable;
DWORLFilterStatus;

106 / 537

[MS -DHCPM] - v20170915

Microsoft Dynamic Host Configuration Protocol (DHCP) Server Management Protocol
Copyright © 2017 Microsoft Corporation

Release: September 15, 2017



} DHCP_CLIENT_FILTER_STATUS_INFO,
*LPDHCP_CLIENT_FILTER_STATUS_INFO;

ClientlpAddress: This is of type
DHCPvVA4 client's IPv4 address.

SubnetMask: This is of type DHCP_IP_MASK (section 2.2.1.2.2)

DHCP_IP_ADDRESS (section 2.2.1.2.1) , a DWORD that contains the

DHCPv4 client's IPv4 Subnet mask address.

ClientHardwareAddress: This is of type DHCP_CLIENT_UID (section 2.2.1.2.5)

represents the DHCPv4 client

, a DWORD that contains the

,astructuret hat

-identifier ~ (section 2.2.1.2.5.1 ).

ClientName: A pointer, of type LPWSTR, to a null -terminated  Unicode string that represents the
DHCPvV4 client's Internet host name. There is no restriction on the length of this Unicode string.

ClientComment: A pointer, of type LPWSTR, to a null -terminated Uni code string that represents the
description given to the DHCPv4 client. The maximum number of characters allowed in this string
is 128, including the terminating null character.

ClientLeaseExpires: This is of type DATE_TIME (section 2.2.1.2.11) , a structure that contains the
lease expiry time for the DHCPv4 client. This is UTC time.

OwnerHost: This of type DHCP_HOST_INFO (section 2.2.1.2 .7), a structure that contains

information about the DHCPv4 server

bClientType: This is of type BYTE that identifies the type of the DHCP

are shown in the following table.

machine that has provided a lease to the DHCPv4 client.

v4 client. The possible values

Value

Meaning

CLIENT_TYPE_UNSPECIFIED
0x00

A DHCPV4 client other than ones defined in this table.

CLIENT_TYPE_DCHP
0x01

The DHCPV4 client supports the DHCP protocol.

CLIENT_TYPE_BOOTP
0x02

The DHCPv4 client supports the BOOTP protocol (

RFC2132] ).

CLIENT_TYPE_BOTH
0x03

The DHCPv4 client identifies both the DHCP and BOOTP protocol.

0x04

CLIENT_TYPE_RESERVATION_FLAG

There is an IPv4  reservation created for the DHCPV4 client.

CLIENT_TYPE_NONE
0x05

Backward compatibility for manual addressing.

AddressState: This is of type BYTE that represents the state of

DHCPvV4 client. The following table represents the different values and their meanings.

the IPv4 address given to the

Value

Meaning

ADDRESS_STATE_OFFERED
0x00

The DHCPV4 client has been offered this IPv4 address.

ADDRESS_STATE_ACTIVE
0x01

The IPv4 address is active and has an active DHCPv4 client

lease record
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Value Meaning

ADDRESS_STATE_DECLINED | The IPv4 address request was declined by the DHCPv4 client; hence it is a

0x02 bad IPv4 address.
ADDRESS_STATE_DOOM The IPv4 address is in DOOMED state and is due to be deleted.
0x03

Status:  Thisis of type QuarantineStatus  (section 2.2.1.1.11) , an enumeration that contains the
health stat us of the DHCPV4 client, as validated at the NAP server.

ProbationEnds: This is of type DATE_TIME, a structure that contains the end time of the probation if
the DHCPV4 client is on probation. For this time period, the DHCPVA4 client has full access to the
network.

QuarantineCapable: This is of type BOOL that can take on the following values.

Value Meaning

TRUE The DHCPV4 client machine is quarantine -enabled.
1

FALSE | The DHCPv4 client machine is not quarantine  -enabled.

0

FilterStatus: This is of type DWORD that specifies the status of the link -layer filter.
Value Meaning
FILTER_STATUS_NONE The DHCPv4 client MAC address does not match any
0x00000001 filter.
FILTER_STATUS_FULL _MATCH_IN_ALLOW_LIST The DHCvV4P client MAC address fully matches an
0x00000002 allow list filter.
FILTER_STATUS_FULL MATCH_IN_DENY_LIST The DHCPV4 client MAC address fully matches a
0x00000004 deny list filter.
FILTER_STATUS_WILDCARD_MA TCH_IN_ALLOW_LIST The DHCPv4 client MAC address has a wildcard
0x00000008 match in the allow list.
FILTER_STATUS_WILDCARD_MATCH_IN_DENY_LIST The DHCPv4 client MAC address has a wildcard
0x00000010 match in the deny list.

2.2.1.2.97 DHCP_CLIENT_FILTER_STATUS_INFO_A RRAY

The DHCP_CLIENT_FILTER_STATUS INFO_ARRAY structure defines an array of

DHCP_CLIENT _FILTER_S TATUS INFO (section 2.2.1.2.96) structures that contains a list of DHCPv4
client information. This structure is used by methods such as

R_DhcpEnumSubnetClientsFilterStatusinfo (section 3.2.4.89) that retrieve information for more than
one DHCPV4 client.

typedef struct _DHCP_CLIENT_FILTER_STATUS_INFO_ARRAY{
DWORINumElements;
[size_is(NumElements)] LPDHCP_CLIENT_FILTER_STATUS_INFO* Clients;
} DHCP_CLIENT_FILTER_STATUS_INFO_ARRAY,

108 / 537

[MS -DHCPM] - v20170915

Microsoft Dynamic Host Configuration Protocol (DHCP) Server Management Protocol
Copyright © 2017 Microsoft Corporation

Release: September 15, 2017



*LPDHCP_CLIENT_FILTER_STATUS_INFO_ARRAY;

NumElements: This member is of type DWORD that contains the number of DHCPv4 clients in the
subsequent field the  Clients member.

Clients:  This member is a pointer of type DHCP_CLIENT_FILTER_STATUS_INFO (section 2.2.1.2.96)
structure that points to the array of length NumElements containing the DHCPv4 client's
information.

2.2.1.2.98 DHCP_FAILOVER_RELATIONSHIP

The DHCP_FAILOVER_RELATIONSHIP struct ure defines the information about a DHCPv4 server
failover relationship.

typedef struct _DHCP_FAILOVER_RELATIONSHIP{
DHCP_IP_ADDRESSprimaryServer;
DHCP_IP_ADDRESSsecondaryServer;
DHCP_FAILOVER_MODIHode;
DHCP_FAILOVER_SERVERerverType;
FSM_STATE state;
FSM_STATE prevState;
DWORDMNcIt;
DWORDBsafePeriod;
LPWSTRrelationshipName;
LPWSTRprimaryServerName;
LPWSTRsecondaryServerName;
LPDHCP_IP_ARRAY pScopes;
BYTE percentage;
LPWSTRpSharedSecret;

} DHCP_FAILOVER_RELATIONSHIP,

*LPDHCP_FAILOVER_RELATIONSHIP;

primaryServer: This member is of type DHCP_IP_ADDRESS  structure (section 2.2.1.2.1 )and
specifie s the IPv4 address of the primary server in the failover relationship

secondaryServer: This member is of type DHCP_IP_ADDRESS  stru cture and specifies the IPv4
address of the  secondary server in the failover relationship.

mode:  This member is of type DHCP_FAILOVER_MODE enumeration (section  2.2.1.1.18 )and
specifies the mode of the failover relationship.

serverType: This member is of type DHCP_FAILOVER_SERVER enumeration (section 2.2.1.1.19 )
and specifies the type of failover server.

state:  This member is of type FSM_STATE enumeration (section  2.2.1.1.20 ) and specifies the state
of the failover relationship.

prevStat e: This member is of type FSM_STATE enumeration and specifies the previous state of the
failover relationship.

mclt:  This member is of type DWORD and defines the maximum client lead time (MCLT) of the
failover relationship, in seconds.

safePeriod: This member is of type DWORD and specifies a safe period  time in seconds, that the
DHCPv4 server will wait  before transitioning the server from the COMMUNICATION -INT state to
PARTNER-DOWN state, as described in [IETF -DHCPFOP-12] , section 9.2.

relationshipName: This member is a pointer of type LP WSTR that points to a null  -terminated
Unicode string containing the name of the failover relationship that uniquely identifies a failover
relationship. There is no restriction on the length of t his Unicode string.
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primaryServerName: This member is a pointer of type LPWSTR that points to a null -terminated
Unicode string containing the host name of the primary server in the failover relationship. There is

no restriction on the length of this Unico de string.

secondaryServerName: This member is a pointer of type LPWSTR that points to a null -terminated
Unicode string containing the host name of the secondary server in the failover relationship. There
is no restriction on the length of this Unicode st ring.

pScopes:  This member is a pointer of type LPDHCP_IP_ARRAY (section 2.2.1.2.46 ), which contains

the list of IPv4 subnet addresses that are part of the failover relationship.

percentage: This member is of type BYTE and indicates the ratio of the DHCPv4 client load shared
between a primary and secondary server in the failover relationship.

pSharedSecret: This member is a pointer of type LPWSTR that points to a null -terminated Unicode
string ¢ ontaining the shared secret key associated with this failover relationship. There is no
restriction on the length of this string.

2.2.1.2.99 DHCP_FAILOVER_RELATIONSHIP_ARRAY

The DHCP_FAILOVER_RELATIONSHIP_ARRAY structure defines an array of
DHCP_FAILOVER_RELATIONSHIP (section 2.2.1.2.98 ) structures. This structure is used in the
R_DhcpV4FailoverEnumRelationship method.

typedef struct _DHCP_FAILOVER_RELATIONSHIP_ARRAY {
DWORD numElements;
[size_is(humElements)] LPDHCP_FAILOVER_RELATIONSHIP pRelationships;
} DHCP_FAILOVER_RELATIONSHIP_ARRAY, *LPDHCP_FAILOVER_RELATIONSHIP_ARRAY;

numElements: This member is of type DWORD and contains the number of
DHCP_FAILOVER_RELATIONSHIP elements specified in the subsequent pRelationships field.
pRelationships: This member is a pointer to an array of DHCP_FAILOVER_RELATIONSHIP
structures of length  numElements and contains failover relationship information.

2.2.1.2.100 DHCP_FAILOVER_STATISTICS

The DHCP_FAILOVER_STATISTICS structure defines the statistical information for an IPv4 subnet
configured fora failover relationship.

typedef struct _DHCP_FAILOVER_STATISTICS {
DWORDwumMAddr;
DWORDnddrFree;
DWORaddrinUse;
DWORDpartnerAddrFree;
DWORDGhisAddrFree;
DWORDpartnerAddrinUse;
DWORDhisAddrinUse;
} DHCP_FAILOVER_STATISTICS,
*LPDHCP_FAILOVER_STATISTICS;

numAddr: This member is of type DWORD and contains the total number of IPv4 addresses that can
be leased out to DHCPV4 clients on an IPv4 subnet that is part of a failover relationship

addrFree: This member is of type DWORD and ¢ ontains the total number of IPv4 addresses that are
free and can be leased to DHCPV4 clients on an IPv4 subnet that is part of a failover relationship.

addrinUse: This member is of type DWORD and contains the total number of IPv4 addresses leased
to DHCPv 4 clients on an IPv4 subnet that is part of a failover relationship.
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partnerAddrFree: This member is of type DWORD and contains the total number of IPv4 addresses
that are free and can be leased to DHCPvV4 clients on an IPv4 subnet that is part of a failov er
relationship onthe  partner server

thisAddrFree: This member is of type DWORD and contains the total number of IPv4 addresses that
are free and can be leased to DHCPv4 clients on an IPv4 su bnet that is part of a failover
relationship on the local DHCP server.

partnerAddrinUse: This member is of type DWORD and contains the total number of IPv4
addresses leased to DHCPVA4 clients on an IPv4 subnet that is part of a failover relationship on the
partner server.

thisAddrinUse: This member is of type DWORD and contains the total number of IPv4 addresses
leased to DHCPV4 clients on an IPv4 subnet that is part of a failover relationship on the local DHCP
server.

2.2.1.2.101 DHCPV4_FAILOVER_CLIENT_INFO

The DHCPV4_FAILOVER_CLIENT_INFO structure defines information about a DHCPV4 client leased
out by an IPv4 subnet that is a part of failover relationship . This structure augments the
DHCP_CLIENT_INFO_VQ structure (section  2.2.1.2.19 ) by including information related to DHCP
failover and policy -related information. This structure is used by the

R_DhcpV4FailoverGetClientinfo method specified in section 3.2.4.99 .

typedef struct _DHCPV4_FAILOVER_CLIENT_INFO {
DHCP_IP_ADDRESSClientlpAddress;
DHCP_IP_MASKSubnetMask;
DHCP_CLIENT_UID ClientHardwareAddress;
LPWSTRClientName;
LPWSTRClientCom ment;
DATE_TIME ClientLeaseExpires;
DHCP_HOST_INFOOwnerHost;
BYTE bClientType;
BYTE AddressState;
QuarantineStatus Status;
DATE_TIME ProbationEnds;
BOOL QuarantineCapable;
DWORDsentPotExpTime;
DWORDAckPotExpTime;
DWORDRecvPotExpTime;
DWORDstartTime;
DWORLLliLastTransTime;
DWORD_astBndUpdTime;
DWORDDbndMsgStatus;
LPWSTRPolicyName;
BYTE flags;

} DHCPV4_FAILOVER_CLIENT_INFO,

*LPDHCPV4_FAILOVER_CLIENT_INFO;

ClientlpAddress: This member is a structu  re of type DHCP_IP_ADDRESS (section 2.2.1.2.1 ),
which is a DWORD containing the DHCPVA4 client's IPv4 address.

SubnetMask: This member is a structure of type DHCP_IP_MASK  (section 2.2.1.2.2 ),andisa
DWORD containing the DHCPv4 client's IPv4 subnet mask address.

ClientHardwareAddress: This member is a structure of type DHCP_CLIENT_UID (section
2.2.1.2.5 )thatrepresentsa DHCPv4 client -identifier  (section 2.2.1.2.5.1 )ora DHCPvV4 client
unique ID  (section 2.2.1.2.5.2 ). Methods that accept DHCP_CLIENT_INFO_VQ (section

2.2.1.2.19) as a parameter specify which representations are acceptable.
ClientName: This member is a pointer to a null -terminated Unicode string that represents the
DHCPVA4 client's internet host name. There is no restriction on the length of this Unicode string.
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ClientComment:

ClientLeaseExpires:

format.
OwnerHost:
client.

bClientType:

This member is a structure of type
contains information about the DHCPv4 Server machine that has provided a le

This member is a pointer to a null

-terminated Unicode string that represents the
description given to the DHCPV4 client. There is no restriction on the length of this Unicode string.

This member is a structure of type
contains the lease expiry time for the DHCPv4 client. This is

DATE_TIME

DHCP_HOST_INFO

(section 2.2.1.2.11 )and
UTC tim e represented in FILETIME

(section 2.2.1.2.7 )that

This member is of type BYTE and identifies the type of the DHCPv4 client. Possible
values are specified in the following table.

ase to the DHCPv4

Value

Meaning

0x00

CLIENT_TYPE_UNSPECIFIED

A DHCPV4 client other than ones defined in this table.

0x01

CLIENT_TYPE_DHCP

The DHCPvV4 client supports the DHCP protocol.

0x02

CLIENT_TYPE_BOOTP

The DHCPv4 client supports the BOOTP protocol (

RFC2132] ).

0x03

CLIENT_TYPE_BOTH

The DHCPV4 client identifies both the DHCPv4 and the BOOTP
protocols.

0x04

CLIENT_TYPE_RESERVATION_FLAG

There is an IPv4 reservation created for the DHCPv4 client.

0x64

CLIENT_TYPE_NONE

Backward compatibility for manual addressing.

AddressState:

This member is of type BYTE, as shown by the following set of bits. This member
represents the state of the IPv4 address given to the DHCPvA4 client.

BIT 7

BIT 6

BIT 5

BIT 4

BIT 3

BIT 2

BIT 1

BIT O

The following tables show various bit representation

values and their meanings.

BIT 0 and BIT 1 signify the state of the leased IPv4 address, as shown in the following table.

Value

Meaning

0x0

ADDRESS_STATE_OFFERED

The DHCPvV4 client is offered this IPv4 address.

Ox1

ADDRESS_STATE_ACTIVE

The IPv4 address is

active and has an active DHCPv4 client lease record.

0x2

ADDRESS_STATE_DECLINED

The IPv4 address request is declined by the DHCPv4 client; hence, it is a bad

IPv4 address.

0x3

ADDRESS_STATE_DOOM

The IPv4 address is in DOOMED state and is due to be delet ed.
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BIT 2 and BIT 3 signify information related to Name Protection (section 3.3.3 ) for the leased IPv4
address, as shown in the following table.

Value Meaning
ADDRESS_BIT_NO_DHCID The address is leased to the DHCPv4 client without DHCID
0x0 (sections 3 and 3.5 of RFC4701] ).
ADDRESS_BIT_DHCID_NO_CLIENTIDOPTION The address is leased to the DHCPv4 client with DHCID.
0x1
ADDRESS_BIT_DHCID_WITH_CLIENTIDOPTION The address is leased to the DHCPv4 client with DHCID.
0x2
ADDRESS_BIT_DHCID_WITH_DUID The address is leased to the DHCPv4 client with DHCID.
0x3
BIT 4, BIT 5, BIT 6, and BIT 7 specify information related to DNS , as shown in the following table.
Value Meaning
ADDRESS_BIT_CLEANUP The DNS update for the DHCPv4 client lease record needs to be deleted
ox1 from the DNS server when the lease is deleted.
ADDRESS_BIT_BOTH_REC The DNS update needs to be sent for both A and PTR resource records
0x2 ([REC1034] section 3.6).
ADDRESS_BIT_UNREGISTERED The DNS update is not completed for the lea se record.
Ox4
ADDRESS_BIT_DELETED The address lease is expired, but the DNS updates for the lease record
0x8 have not been deleted from the DNS server.
Status:  This member is an enumeration of type QuarantineStatus (section 2.2.1.1.11 )that
contains the health status of the DHCPvA4 client, as validated by the NAP server. The possible
enumeration values that are validated by the NAP server are NOQUARANTINE,

RESTRICTEDACCESS, DROPPACKET, and PROBATION.

ProbationEnds: This member is a structure of type DATE_TIME (section 2.2.1.2.11) that contains
probation end time, assuming the DHCPv4 client is on probation. For this time period, the DHCPv4
client has full access to the network.

QuarantineCapable: This member is of type BOOL and takes on one of the meanings associated
with the values in the following table.
Value Meaning
TRUE | The DHCPv4 client machine is quarantine -enabled.
1
FALSE | The DHCPv4 client machine is not quarantine -enabled.
0
SentPotExpTime: This member is of type DWORD and contains the time sent to the partner server

as potential -expiration  -time . The time is specified in seconds elapsed since midnight, January
1, 1970, Coordinated Universal Time (UTC).
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AckPotExpTime: This member is of type DWORD and contains the time that the partner server has
acknowledged as potential  -expiration -time. The time is specified in seconds elapsed since
midnight, January 1, 1970, UTC.

RecvPotExpTime: This member is of type DWORD and contains the time that the server has
received as a potential  -expiration -time fromi ts partner server. The time is specified in seconds
elapsed since midnight, January 1, 1970, UTC.

StartTime: This member is of type DWORD and contains the time at which the client lease first went
into the current state. The time is specified in seconds e lapsed since midnight, January 1, 1970,
UTC.

CltLastTransTime: This member is of type DWORD and contains the time for client -last -
transaction  -time . The time is specified in seconds elapsed sinc e midnight, January 1, 1970, UTC.

LastBndUpdTime: This member is of type DWORD and contains the time when the partner server

has updated the DHCPv4 client lease. The time is specified in seconds elapsed since midnight,
January 1, 1970, UTC.

bndMsgStatus: This member is of type DWORD and MUST be ignored.

PolicyName: This member is a pointer to a null -terminated Unicode string that identifies the policy
that determined the ClientlpAddress in the lease. The length of the Policy Name  member is
restricted to 64 characters.

flags:  This member is of type BYTE and MUST be ignored.

2.2.1.2.102 DHCP_IP_RESERVATION_INFO

The DHCP_IP_RESERVATION_INFO structure defines an IPv4 reservation for a DHCPv4 cl ient. This
structure is an extension of the DHCP_IP_RESERVATION_V4 structure (section  2.2.1.2.32 ), which
is extended by including the reservation client name and description.

typedef struct _DHCPIP_RESERVATION_INFO {
DHCP_IP_ADDRESSReservedIpAddress;
DHCP_CLIENT_UID ReservedForClient;
LPWSTRReservedClientName;
LPWSTRReservedClientDesc;
BYTE bAllowedClientTypes;
BYTE fOptionsPresent;

} DHCP_IP_RESERVATION_INFO,

*LPDHCP_IP_RESERVATION_INFO;

ReservedIpAddress: This member is a structure of type DHCP_IP_ADDRESS  (section 2.2.1.2.1 )
that contains the IPv4 address of the client (DHCP or BOOTP) ( RFC2132] ), for which a

reservation was created.

ReservedForClient: This member is a pointer of type DHCP_CLIENT_UID structure (section
2.2.1.2.5 )thatrepresentsth e DHCPv4 client -identifier  (section 2.2.1.2.5.1 ).

ReservedClientName: This member is a pointer to a null -terminated Unicode string that
represents the host name of the DHCPv4 reservation client. There is no restriction on the length of
this Unicode string.

ReservedClientDesc: This member is a pointer to a null -terminated Unicode string that represents
the description of the DHCPv4 reservation client. There is no restriction on the length of this
Unicode string.

bAllowedClientTypes: This member is of type BYTE and specifies the type of client holding this
reser vation, as indicated in the following table.
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Value Meaning

CLIENT_TYPE_DHCP The IPv4 reservation is for a DHCPv4 client.
0x01

CLIENT_TYPE_BOOTP | The IPv4 reservation is for a BOOTP client ((RFC2132]).
0x02

CLIENT_TYPE_BOTH The IPv4 reservationis  for both kinds of clients.
0x03

fOptionsPresent: This member is of type BYTE and specifies whether there are any DHCPv4 options
configured on the reservation, as indicated in the following table.

Value Meaning

0x00000000 No option values are configured on th e reservation.

0x00000001 Option values are configured on the reservation.

2.2.1.2.103 DHCP_RESERVATION_INFO_ARRAY

The DHCP_RESERVATION_INFO_ARRAY structure defines an array of DHCP_IP
RESERVATION_INFO (section 2.2.1.2.102) structures. This structure is used by the method
R_DhcpV4EnumSubnetReservations (section 3.2.4.120) .

typedef struct _DHCP_RESERVATION_INFO_ARRAY
DWORINumElements;
[size_is(NumElements)] LPDHCP_IP_RESERVATION_INFO* Elements;
} DHCP_RESERVATION_INFO_ARRAY,
*LPDHCP_RESERVATION_INFO_ARRAY;

NumElements: This member is of type DWORD and conta ins the number of
DHCP_IP_RESERVATION_INFO elements specified by the subsequent Elements member.

Elements: This member is a pointer to an array of DHCP_IP_RESERVATION_INFO structures of
length NumElements , and contains DHCPv4 reservation information.

2.2.1.2.104 DHCP_IP_RANGE_ARRAY

The DHCP_IP_RANGE_ARRAY structure specifies an array of IP address ranges.

typedef struct _DHCP_IP_RANGE_ARRAY
DWORINumElements;
[size_ is(NumElements)] LPDHCP_IP_RANGE Elements;
} DHCP_IP_RANGE_ARRAY,
*PDHCP_IP_RANGE_ARRAY,
*LPDHCP_IP_RANGE_ARRAY;

NumElements: This member contains the number of IP address range elements in the array.

Elements: This member is a pointer to an array of type DHCP_IP_RANGE  structure (section
2.2.1.2.31 ) elements.

2212105  DHCP_POL_COND
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The DHCP_POL_COND structure specifies an individual condition of a policy .

typedef struct _DHCP_POL_CONDR
DWORDParentExpr;
DHCP_POL_ATTR_TYPHYype;
DWORDDptionID;
DWORD5ubOptionlID;
LPWSTR VendorName;
DHCP_POL_COMPARAT@perator;
[size_is(ValueLength)] LPBYTE Value;
DWORDvalueLength;
} DHCP_POL_COND,
*PDHCP_POL_COND,
*LPDHCP_POL_COND;

ParentExpr: This member is of type DWORD and contains the index of the parent expressionin t he
DHCP_POL_EXPR_ARRAY (section 2.2.1.2.108 ) structure of the same policy.

Type: This member is of type DHCP_POL_ATTR_TYPE enumeration (section  2.2.1.1.23 ) and
identifies whether the condition is specified for an option, suboption, or hardware address.

OptionID: This member is of type DWORD and contains the identifier for the DHCP option if the
Type member contains the DhcpAttrOption enumeration value.

SubOptionID: This member is of type DWORD and contains the identifier for the DHCP suboption of
the option contained in the OptionID  member, providing that the Type member contains the
DhcpAttrSubOpti - on enumeration value.

VendorName: This member is a pointer of type LPWSTR that points to a NULL terminated Unicode
string containing the name of a vendor class. This member identifies the vendo rclass to which
the OptionID  or SubOptionID belongs, in case of avendor  -specific option/suboption being
specified in the condition. This field is currently unused.

Operator: This member is of type DHCP_POL_COMPARATOR enumeration (section  2.2.1.1.22 )
and specifies the comparison operator for the condition.

Value:  This member is of type LPBYTE and points to an array of bytes containing the value to be
used for the comparison.

ValueLength: This m ember is of type DWORD and specifies the length of the Value member.

2.2.1.2.106 DHCP_POL_COND_ARRAY

The DHCP_POL_COND_ARRAY structure specifies an array of conditions of a policy .
typedef struct _DHCP_POL_COND_ARRAY
DWORINumElements;

[size_is(NumElements)] LPDHCP_POL_COND Elements;
} DHCP_POL_COND_ARRAY,
*PDHCP_POL_COND_ARRAY,
*LPDHCP_POL_COND_ARRAY;

NumElements: This member is of type DWORD and specifies the number of conditions in the array.

Elements: This member is a pointer of type LPDHCP_POL_COND (section 2.2.1.2.105 ) that points to
an array of DHCP_POL_COND structure (section 2.2.1.2.105) elements.

2.2.1.2.107 DHCP_POL_EXPR

The DHCP_POL_EXPR structure specifies an individual expression of a policy .
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typedef struct _DHCP_POL_EXPR
DWORDParentExpr;
DHCP_POL_LOGIC_OPERperator;
} DHCP_POL_EXPR,
*PDHCP_POL_EXPR,
*LPDHCP_POL_EXPR,;

ParentExpr: This member is of type DWORD and cont ains the index of the parent expression in the

DHCP_POL_EXPR_ARRAY structure (section  2.2.1.2.108 ) associated with the policy.

Operator: This member is of type DHCP_POL_LOGIC_OPER enumeration (se ction 2.2.1.1.24 ) and
specifies the logical operator of this expression.

2.2.1.2.108 DHCP_POL_EXPR_ARRAY

The DHCP_ POL_EXPR_ARRAY structure specifies the array of expressions of a policy
typedef struct _DHCP_POL_EXPR_ARRAY
DWORINumElements;
[size_is(NumElements)] LPDHCP_POL_EXPR Elements;

} DHCP_POL_EXPR_ARRAY,
*PDHCP_POL_EXPR_ARRAY,
*LPDHCP_POL_EXPR_ARRAY;

NumElements: This member is of type DWORD and contains the number of expression elements in
the array.
Elements: This member is a pointer of type LPDHCP_POL_EXPR (section 2.2.1.2.107 ) that points to

an array of DHCP_POL_EXPR (section 2.2.1.2.107) elements.

2.2.1.2.109 DHCP_ALL_OPTION_VALUES PB

The DHCP_ALL_OPTION_VALUES_P B structure contains all the option values set for a specific
policy .

typedef  struct DHCP_ALL_OPTION_VALUES_PB {

DWORD Flags;
DWORD NumElements;
[size_is(NumElements)]
struct /* anonymous */ {
LPWSTR PolicyName;
LPWSTR VendorName;
BOOL IsVendor;
LPDHCP_OPTION_VALUE_ARRAY OptionsArray;

} *Options;
} DHCP_ALL_OPTION_VALUES_PB, *LPDHCP_ALL_OPTION_VALUES_PB;

Flags: This member is of type DWORD. It is an unused field that MUST be initialized to O in any RPC
method that modifies the DHCP server configuration. This MUST be treated as an error if it is
nonzero in an RPC method that queries the DHCP server configuration.

NumElements: This member is of type DWORD and specifies the number of option structu res in the
DHCP_ALL_OPTION_VALUES_PB structure.
PolicyName: This member is a pointer of type LPWSTR and contains the null -terminated Unicode
string  identifying the name of the policy. The name of the policy is restricted to 64 characters.
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VendorName: This member is a pointer of type LPWSTR and contains the vendor class name. This
field is unused.

IsVendor: This member is of type BOO L and specifies whether this is a vendor class option.

OptionsArray: This member is a pointer to the DHCP_OPTION_VALUE_ARRAY structure (section
2.2.1.2.43 ) and contains the option values set for the policy.

2.2.1.2.110 DHCP_POLICY

The DHCP_POLICY  structure contains information for a policy used to filter client requests.

typedef struct _DHCP_POLICY{
LPWSTRPolicyName;
BOOL IsGlobalPolicy;
DHCP_IP_ADDRESSSubnet;
DWORDProcessingOrder;
LPDHCP_POL_COND_ARRAXoONditions;
LPDHCP_POL_EXPR_ARRAFEXxpressions;
LPDHCP_IP_RANGE_ARRAYRanges;
LPWSTRDescription;
BOOL Enabled;
} DHCP_POLICY,
*PDHCP_POLICY,
*LPDHCP_POLICY;

PolicyName: This member is a pointer of type LPWSTR that points to a null -terminated Unicode
string  identifying the name of the policy. The name of the policy is restricted to 64 characters.

IsGlobalPolicy: This member is of type BOOL and indicates whether this is a server level policy

Subn et:  This member is of type DHCP_IP_ADDRESS  structure (section 2.2.1.2.1 ) and identifies the
IPv4 subnet to which the policy belongs, if this is a scope level policy . The value of this member
will be O for a server level policy.

ProcessingOrder: This member is of type DWORD and identifies the relative order in which the
DHCPv4 server will process the policy.

Conditions: This memberis a pointer of type LPDHCP_POL_COND_ARRAY (section 2.2.1.2.106 ) that
contains the array of conditions for the policy.

Expressions: This member is a pointer of type LPDHCP_POL_EXPR_ARRAY (section 2.2.1.2.108 ) that
contains the array of expressions for the policy.

Ranges:  This member is a pointer of type LPDHCP_IP_RANGE_ARRAY (section 2.2.1.2.104 ) which
points to an array of DHCP_IP_RANGE structures (section  2.2.1.2.31 ) that represent the policy
IP ranges

Descrip tion:  This member is a pointer of type LPWSTR and contains the null -terminated Unicode

string with the description of the policy. This description string is restricted to 255 characters.

Enabled:  This member is a flag of type BOOL that indicates whether the policy is in the enabled or
disabled state.

2212111 DHCP_POLICY_ARRAY

The DHCP_POLICY_ARRAY structure contains a list of policy elements.

typedef struct _DHCP_POLICY_ARRAY{
DWORDNumElements;
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[size_is(NumElements)] LPDHCP_POLICY Elements;
} DHCP_POLICY_ARRAY,
*PDHCP_POLICY_ARRAY,
*LPDHCP_POLICY_ARRAY;

NumElem ents: This member contains the number of policies in the array.

Elements: This member is a pointer of type DHCP_POLICY (section 2.2.1.2.110 ) that points to an
array of length  NumElements

2212112 DHCPV6 _STATELESS PARAMS

The DHCPV6_STATELESS_PARAMS structure contains stateless settings for a DHCPV6 server. This
structure is used with the R_DhcpV6SetStatelessStoreParams (section 3.2.4.117) and
R_DhcpV6GetStatelessStoreParams (section 3.2.4.118) methods.

typedef struct _DHCPV6_STATELESS _PARAMS {
BOOL Status;
DWORD Purgelnterval;
} DHCPV6_STATELESS PARAMS, *PDHCPV6_STATELESS PARAMS,
*LPDHCPV6_STATELESS_PARAMS;

Status:  This member indicates whether a stateless client inventory needs to be maintained by the
DHCPV6 server. The value of this member defaults to FALSE, indicating that the server does not
need to maintain a stateless client inventory.

Purgelnterval: This member specifies the maximum time interval, in hours, that stateless IPv6
DHCP client lease records will per  sist before being deleted from the DHCP server database

2212113 DHCPV6_STATELESS_SCOPE_STATS

The DHCPV6_STATELESS_SCOPE_STATS structure contains the address counters for a specific
IPv6 stateless subnet. The number of stateless IPv6 clients added and removed from the stateless
client inventory is stored in this structure. This structu re is used in the
DHCPV6_STATELESS_STATS (section 2.2.1.2.114) structure.

typedef struct  DHCPV6_STATELESS SCOPE_STATS{

DHCP_IPV6_ADDRESS SubnetAddress;

ULONGLONG NumStatelessClientsAdded;

ULONGLONG NumStatelessClientsRemoved;
} DHCPV6_STATELESS_SCOPE_STATS, *PDHCPV6_STATELESS_SCOPE_STATS,
*LPDHCPV6_STATELESS_SCOPE_STATS;

SubnetAddress: The IPv6 prefix for the scope.

NumStatele ssClientsAdded: The number of IPv6 stateless clients that have been added to the
DHCPV6 stateless client inventory for the IPv6 prefix stored in SubnetAddress

NumStatelessClientsRemoved: The number of IPv6 stateless clients that have been removed from
the DHCPV6 stateless client inventory for the IPv6 prefix stored in SubnetAddress

2212114 DHCPV6_STATELESS_STATS

The DHCPV6_STATELESS_STATS structure represents an array of

DHCPV6_STATELESS SCOPE_STATS (section 2.2.1.2.113)  structures. This structure is used with the
R_DhcpV6GetStatelessStatistics (section 3.2.4.119) method. The server uses this array for st atistical
analysis.
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typedef struct _DHCPV6_STATELESS_STATS {
DWORD NumScopes;
[size_is(NumScopes)] LPDHCPV6_STATELESS_SCOPE_STATS ScopeStats;
} DHCPV6_STATELESS_STATS, *PDHCPV6_STATELESS_STATS, *LPDHCPV6_STATELESS_STATS;

NumScopes: The number of e lements in the ScopeStats member.

ScopeStats: A pointer to an array of DHCPV6_STATELESS_SCOPE_STATS (section 2.2.1.2.113)
structures, each one representing an IPv6 stateless prefix serviced by the current DHCPV6 server.

2212115 DHCP_CLIENT_INFO_PB

The DHCP_CLIENT_INFO_PB structure encapsulates information about a DHCPV4 client, including

filter status information and the policy, if any, that resulted in the client's specific IPv4 address

assignment. This structure augments the DHCP_CLIENT_FILTER_STATUS INFO (section 2.2.1.2.96)
structure by including the PolicyName  member.

typedef struct _DHCP_CLIENT_INFO_PB {
DHCP_IP_ADDRESS ClientlpAd  dress;
DHCP_IP_MASK  SubnetMask;
DHCP_CLIENT_UID ClientHardwareAddress;
LPWSTR ClientName;
LPWSTR ClientComment;
DATE_TIME ClientLeaseExpires;
DHCP_HOST_INFO OwnerHost;
BYTE bClientType;
BYTE AddressState;
QuarantineStatus Status;
DATE_TIME ProbationEnds;

BOOL QuarantineCapable;
DWORD FilterStatus;
LPWSTR PolicyName;

} DHCP_CLIENT_INFO_PB, *LPDHCP_CLIENT_INFO_PB;

ClientlpAddress: The client's IPv4 address.

SubnetMask: The client's IPv4 subnet mask.

ClientHardwareAddress: A DHCP_CLIENT_UID structure containing the client's DHCPvV4 client -
identifier

ClientName: A pointerto a null  -terminated Unicode string representing the client's DHCPv4 internet

host name. There is no restriction on the length of this string.

ClientCommen t. A pointerto anull -terminated Unicode string containing a description given to the
DHCPVA4 client. This string is limited to 128 characters, including the terminating null character.

ClientLeaseExpires: The time at which the client's lease on its assi gned IPv4 address expires.

OwnerHost: A DHCP_HOST_INFO structure that contains information about the DHCPv4 server
that assigned the client's IPv4 address.

bClientType: The type of the DHCPVA4 client. This member MUST have one of the following values.

Val ue Description

CLIENT_TYPE_UNSPECIFIED Used for DHCPVA4 clients that are not any of the other types in this
0x00 table.

CLIENT_TYPE_DHCP The DHCPV4 client supports the DHCP protocol.
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