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1  Introduction  

The Failover Cluster: Management API (ClusAPI) Protocol is a remote procedure call (RPC) ïbased 
protocol that is used for remotely managing a failover cluster . Managing a failover cluster involv es 
managing the data that represents the configuration of the cluster , the entities that constitute the 
cluster, and the applications and services that run in a cluster. For example, the ClusAPI  Protocol is 
used to determine the version of the cluster and to read and write data in the cluster registry . This 

protocol is also used to determine whether a computer system is currently actin g as a member of a 
failover cluster. Lastly, the ClusAPI Protocol is used to control and query a service or application that is 
hosted by a failover cluster.  

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examp les in 
this specification are informative.  

1.1  Glossary  

This document uses the following terms:  

active node : A node  that is currently successfully executing the implementation -speci fic server -
to -server protocols that constitute participation in a cluster . 

authentication level : A numeric value indicating the level of authentication or message protection 

that remote procedure call (RPC)  will apply to a specific message exchange. For more 
information, see [C706]  section 13.1.2.1 and [MS -RPCE]. 

Authentication Service (AS) : A service that issues ticket granting tickets (TGTs), which are used 
for authenticating principals within the realm or domain served by the Authentication Service .  

basic volume : A partition  on a basic disk.  

characteristic : A read -only, intrinsic attribute associated with a cluster object . 

client : A computer on which the remote procedure call (RPC) client is executing.  

cluster : A group of computers that are able to dynamically assign resource tasks among nodes in 
a group.  

cluster name : The computer name that is associated with a cluster, rather than with a single 
computer system.  

cluster network : A distinct communication path between a set of nodes  that t ypically represents 
a subnet in the underlying network infrastructure.  

cluster network interface : An instance of a connection point on a cluster network  that is 
associated with a specific node .  

cluster object : An entity that can be accessed or managed via the ClusAPI Protocol. A cluster 
object  is either a cluster , node , resource , group , cluster network , cluster network 
interface , or cluster registry  key.  

cluster registry : A hierarchical data store that has lightly typed elements and that is stored by 
and accessed through the cluster . The abstraction that is presented to clients  is similar to that 

presented by the Windows registry.  

cluster registry root key : The root key of the cluster registry . The root key is describe d in [MS -
RRP] section 3.1.1.1.1.  

cluster security descriptor : A security descriptor  that is associated with the mana gement of a 
cluster . 

https://go.microsoft.com/fwlink/?LinkId=89824
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RRP%5d.pdf#Section_0fa3191dbb79490a81bd54c2601b7a78
%5bMS-RRP%5d.pdf#Section_0fa3191dbb79490a81bd54c2601b7a78
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cluster state : A state that consists of all the non -volatile configuration data and volatile current 
status data that is maintained by the cluster  and accessible to active nodes.  

common property : A named element of a schema defined by the server  and specific to a cluster 
object . A schema element has at least one value consisting of a type and a format. Each object 

instance maintains its own set of values , which is part of the object' s nonvolatile configuration 
data. All cluster objects , with the exception of a cluster  registry key, have common 
properties . 

computer name : The DNS  or NetBIOS name.  

curly braced GUID string : The string representation of a 128 -bit globally u nique identifier 
(GUID ) using the form {XXXXXXXX -XXXX-XXXX-XXXX-XXXXXXXXXXXX}, where X denotes a 
hexadecimal digit. The string representation between the enclosing braces is the standard 

represe ntation of a GUID as described in [RFC4122]  section 3. Unlike a GUIDString, a curly 
braced GUID string includes enclosing braces.  

disk number : An integer value  that can be used to identify a device in the system device 

namespace. As specified in [MS -DMRP] , the Windows implementation uses device names in t he 
form \ device \ HarddiskNNN for hard disks. All Windows NT operating system namespace device 
paths are created under \ device for Windows. The disk number  is the NNN in the Windows NT 

namespace d evice path.  

disk signature : A unique identifier for a disk. For a master boot record (MBR) - formatted disk, 
this identifier is a 4 -byte value stored at the end of the MBR , which is located in sector 0 on the 
disk. For a GUID partitioning table (GPT) - formatted disk, this value is a GUID  stored in the 
GPT  disk header at the beginning of the disk.  

Domain Name System (DNS) : A hierarchical, distributed database that contains mappings of 
domain names to various  types of data, such as IP addresses. DNS enables the location of 

computers and services by user - friendly names, and it also enables the discovery of other 
information stored in the database.  

dynamic endpoint : A network -specific server address that is requ ested and assigned at run time. 

For more information, see [C706].  

environment variable : A set of string name/value pairs that are used to abstract host -specific 
parameters, such as the location of the operating system or installed binaries.  

failover cluste r : A set of independent computers that work together to increase the availability of 

services and applications. In [MS -CMRP], the term cluster is used as shorthand to mean the 
same thing as failover cluster . 

file system flags : A set of values used by a file system to configure and report file system 
features and operations.  

fully qualified domain name (FQDN) : An unambiguous domain name that gives an absolute 
location in the Domain Name System's (DNS)  hierarchy tree, as defined in [RFC10 35]  section 

3.1 and [RFC2181]  section 11.  

globally unique identifier (GUID) : A term used interchangeably with universally unique  

identifier (UUID)  in Microsoft protocol technical documents (TDs). Interchanging the usage of 
these terms does not imply or require a specific algorithm or mechanism to generate the value. 
Specifically, the use of this term does not imply or require that the algorithms described in 
[RFC4122] or [C706] must be used for generating the GUID . See also universally unique 
identifier (UUID) . 

group : A cluster  group is a container for zero or more cluster  resour ces , when referring to 
cluster groups. Groups  enable resources  to be combined into larger logical units and are 
owned by only one node  in the cluster  at a time.  

https://go.microsoft.com/fwlink/?LinkId=90460
%5bMS-DMRP%5d.pdf#Section_19a16e20072f4d74a245ce4df2f1ecdd
%5bMS-CMRP%5d.pdf#Section_ba4117c0530e4e70a0854b4cf5bbf193
https://go.microsoft.com/fwlink/?LinkId=90264
https://go.microsoft.com/fwlink/?LinkId=127732
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group set : A cluster group set is a container for zero or more cluster groups. Group sets enable 
groups  to be combined into larger logical units. The groups in a group set may be owned by 

different nodes in a cluster.  

GUID partition table (GPT) : A disk -partitioning scheme that is used by the Extensible Firmware 

Interface (EFI). GPT  offers more advantages than master boot record (MBR)  partitioning 
because it allows up to 128 partitions  per disk, provides support for volumes  up to 18 
exabytes in size, allows primary and backup partition tables for redundancy, and supports 
unique disk and partition IDs through the use  of globally unique identifiers (GUIDs) . Disks 
with GPT  schemes are referred to as GPT  disks.  

Interface Definition Language (IDL) : The International Standards Organization (ISO) standard 
language for specifying the interface for remote procedure calls. For more information, see 

[C706] section 4.  

master boot record (MBR) : Metadata such as the partition table, the disk signature, and the 
executable code for initiating the operating system boot process that is located on the first 
sector of a disk. Disks that have MBRs  are referred to as MBR  disks. GUID partitioning table 

(GPT)  disks, instead, have unused dummy data in the first sector where th e MBR  would 
normally be.  

MULTI_SZ : A character buffer for holding null - terminated strings, as specified in [MS -DTYP]  
section 2.8.  

NetBIOS name : A 16 -byte address that is used to identify a NetBIOS resource on the network. 
For more information, see [RFC1001]  and [RFC1002] . 

network : A communications infrastructure over which two or more nodes  in the cluster  can 
communicate  with one another. A cluster network represents a subnet on which a network 
interface  is connected.  

Network Data Representation (NDR) : A specification that defines a mapping from Interface 
Definition Language (IDL)  data types onto octet streams. NDR  also refers to the runtime 
environment that implements the mapp ing facilities (for example, data provided to NDR ). For 

more information, see [MS -RPCE] and [C706] section 14.  

network interface : An interface on a cluster  network that is connected to a node  and is used to 
communicate with other nodes  on the same network .  

node : A computer system that is configured as a member of a cluster . That is, the computer has 

the necessary software installed and configu red to participate in the cluster , and the cluster  
configuration includes this computer as a member.  

notification port : An event cre ation mechanism, subscribed to by applications, that provides 
information about changes in the state and configuration of one or more objects in the cluster 
state . 

NT file system (NTFS) : A propr ietary Microsoft file system. For more information, see [MSFT -

NTFS] . 

opnum : An operation number or numeric identifier that is used to identify a specific remote 

procedure call (RPC)  method or a method in an interface. For more information, see [C706] 
section 12.5.2.12 or [MS -RPCE].  

partition : In the context of hard disks, a logical region of a hard disk. A hard disk may be 
subdivide d into one or more partitions .  

private property : A named element of a schema defined by and specific to a cluster object. A 

schema element has at least one value consisting of a type and a forma t. Not all objects define 
private schemas and an object can define the private schema for another object. If a schema is 

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
https://go.microsoft.com/fwlink/?LinkId=90260
https://go.microsoft.com/fwlink/?LinkId=90261
https://go.microsoft.com/fwlink/?LinkId=90200
https://go.microsoft.com/fwlink/?LinkId=90200
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defined, each object instance maintains its own set of values, which are part of the object's 
nonvolatile configuration data.  

protocol server state : A status that is local to a server  and that indicates the server's  ability to 
accept ClusAPI Protocol request s that operate on the cluster state . 

registry : A local system -defined database in which applications and system components store and 
retrieve configuration data. It is a hierarchical data store with lightly typed elements that are 
logically stored in tree format. Applications use the registry API to retrieve, modify, or delete 
registry data. The data stored in the registry varies according to the version of the operating 
system.  

remote procedure call (RPC) : A communication protocol used primarily between client and 
server. The term has three definitions that are often used interchangeably: a runtime 

environment providing for communication facilities between computers (the RPC runtime); a set 
of re quest -and - response message exchanges between computers (the RPC exchange); and the 
single message from an RPC exchange (the RPC message).  For more information, see [C706].  

resource : Any physical or logical component that can be managed by a cluster . A resource is 
owned by a single node  at any one time.  

resource class : A collection of resources  that share a similar trait.  

resource dependency : A relationship between two resources  in which one resource  can not be 
online unless the other is online.  

resource persistent state : A resource  state to which the resource  was most recently 
comman ded to transition by a client .  

resource private property : The part of a resource 's nonvolatile configuration data whose 
schema is sp ecific to the resource type .  

resource type : A cluster  resource type  that uniquely categorizes cluster  resources  and 

codifies the functionality that is required for a node  to own that resource  in a cluster . 

resource type private property : The part of a resource type's  nonvolatile configuration data 
whose schema is specific to the resource type . The private properties  of a resource type  
and its resources  can be identical, can intersect, or can be mutually exclusive.  

RPC context handle : A representation of state maintained between a remote procedure call (RPC) 
client and server. The state is maintained on the server on behalf of the client. An RPC context 
handle is created by the server and given to the client. The clien t passes the RPC context handle 

back to the server in method calls to assist in identifying the state. For more information, see 
[C706].  

RPC protocol sequence : A character string that represents a valid combination of a remote 
procedure call (RPC)  protocol, a network layer protocol, and a transport layer protocol, as 
described in [C706] and [MS -RPCE].  

RPC transport : The underlying network services used by the remote procedure call (RPC) runtime 

for communications between network nodes. For more information, see [C706] section 2.  

security descriptor : A data structure containing the security information associated with a 
securable object. A security descriptor  identifies an object's owner by its security identifier 
(SID) . If access control is configured for the object, its security descriptor  contains a 
discretionary access control list (DACL) with SIDs  for the security principals  who are allowed 
or denied access. Applications use this structure to set and query an object's security status. 
The security descriptor  is used to guard access to an object as well as to contro l which type of 

auditing takes place when the object is accessed. The security descriptor  format is specified in 
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[MS -DTYP] section 2.4.6; a string representation of security descriptors , called SDDL, is 
specified in [MS -DTYP] section 2.5.1.  

security identifier (SID) : An identifier for security principals  that is used to iden tify an account 
or a group. Conceptually, the SID  is composed of an account authority portion (typically a 

domain) and a smaller integer representing an identity relative to the account authorit y, termed 
the relative identifier (RID). The SID  format is specified in [MS -DTYP] section 2.4.2; a string 
representation of SIDs  is specified in [MS -DTYP] section 2.4.2 and [MS -AZOD]  section 1.1.1.2.  

security principal : An identity that can be used to regulate access to resources. A security 
principal can be a user, a computer, or a group that represents a set of users.  

security provider : A pluggable security module that is specified by the protocol layer above the 
remote procedure call (RPC)  layer, and will cause the RPC  layer to use this module to secure 

messages in a communication session with the server. The security provider is sometimes 
referred to as an authentication service. For more information, see [C706] and [MS -RPCE].  

server : A computer on which the remote procedure call (RPC)  server is executing.  

storage pool : A group of disks where all of the storage space on all of the disks is aggregated and 
managed as a single unit.  

storage pool drive : A disk that is part of a sto rage pool .  

subkey : A child node in the logical tree of the hierarchical data store.  

top - level resource : A resource  that no resource  depends on.  

Unicode : A character encoding standard developed by the Unicode Consortium that represents 
almost all of the written languages of the world. The Unicode  standard [UNICODE5.0.0/2007]  
provides three forms (UTF -8, UTF -16, and UTF -32) and seven schemes (UTF -8, UTF -16, UTF -16 
BE, UTF-16 LE, UTF -32, UTF -32 LE, and UTF -32 BE).  

Unicode string : A Unicode  8-bit string is an ordered sequence of 8 -bit units, a Unicode  16 -bit 

string is an ordered sequence of 16 -bit code units, and a Unicode  32 -bit string is an ordered 

sequence of 32 -bit code units. In some cases, it could be acceptable not to terminate with a 
terminating null character. Unless otherwise specified, all Unicode strings  follow the UTF -16LE 
encoding scheme with no Byte Order Mark (BOM).  

unique identifier (UID) : A pair consisting of a GUID  and a version sequence number  to identify 
each resource uniquely. The UID is used to track the object for its entire lifetime through any 
number of times that the object is modified or renamed.  

universally unique identifier (UUID) : A 128 -bit value. UUIDs can be used for multiple 
purpo ses, from tagging objects with an extremely short lifetime, to reliably identifying very 
persistent objects in cross -process communication such as client and server interfaces, manager 
entry -point vectors, and RPC  objects. UUIDs are highly likely to be unique. UUIDs are also 
known as globally unique identifiers (GUIDs)  and these terms are used interchangeably in 
the Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does 

not imply or require a specific algorithm or mechanism to generate the UUID. Specifically, the 
use of this term does not imply or require that the algorithms described in [RFC4122] or [ C706] 

must be used for generating the UUID.  

value : A data element associated with a key.  

volume : A group of one or more partitions that forms a logical region of storage and the basis for 
a file system. A volume  is an area on a storage device that is managed by the file system as a 
discrete logical storage unit. A partition contains at least one volume , and a volume can exist 

on one or  more partitions.  

%5bMS-AZOD%5d.pdf#Section_5a0a0a3ec7a742e1b5f2cc8d8bd9739e
https://go.microsoft.com/fwlink/?LinkId=154659
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volume identifier (VolumeId) : A 128 -bit value used to represent a volume . The value of a 
VolumeId  is unique on a s ingle computer (the local file system or a remote file server).  

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT:  These terms (in all caps) are used as defined 
in [RFC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.  

1.2  References  

Links to a document in the Microsoft Open Specifications library point to the correct section in the 
most recently published version of the reference d document. However, because individual documents 

in the library are not updated at the same time, the section numbers in the documents may not 
match. You can confirm the correct section numbering by checking the Errata .   

1.2.1  Normative References  

We conduct frequent surveys of the normative references to assure their continued availability. If you 

have any issue with finding a normative refe rence, please contact dochelp@microsoft.com . We will 

assist you in finding the relevant information.  

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997, 
https://www2.opengroup.org/ogsys/catalog/c706  

[MS -DMRP] Microsoft Corporation, " Disk Management Remote Protocol ".  

[MS -DTYP] Microsoft Corporation , " Windows Data Types ".  

[MS -ERREF] Microsoft Corporation, " Windows Error Codes ".  

[MS -LSAD] Micros oft Corporation, " Local Security Authority (Domain Policy) Remote Protocol ".  

[MS -NLMP] Microsoft Corporation, " NT LAN Manager (NTLM) Authentication Protocol ".  

[MS -RPCE] Microsoft Corporation, " Remote Procedure Call Protocol Extensions ".  

[MS -RRP] Microsoft Corporation, " Windows Remote Registry Protocol ".  

[MS -SCMR] Microsoft Corporation, " Service Control Manager Remote Protocol ".  

[MS -SPNG] Microsoft Corporation, " Simple and Protected GSS -API Negotiation Mechanism (SPNEGO) 

Extension ".  

[RFC1035] Mockapetris, P., "D omain Names -  Implementation and Specification", STD 13, RFC 1035, 
November 1987, http://www.ietf.org/rfc/rfc1035.txt  

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement  Levels", BCP 14, RFC 
2119, March 1997, http://www.rfc -editor.org/rfc/rfc2119.txt  

[UNICODE] The Unicode Consortium, "The Unicode Consortium Home Page", http://www.unicode.org/  

1.2.2  Informative References  

[MSDN -CLUSRESTYPES] Microsoft Corporation, "Resource Types", http://msdn.microsoft.com/en -
us/library/aa372279.aspx  

[MSDN -CSP] Microsoft Corporation, "Cryptographic Provider Names", http://msdn.microsoft.com/en -
us/library/aa380243.aspx  

https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?linkid=850906
mailto:dochelp@microsoft.com
https://go.microsoft.com/fwlink/?LinkId=89824
%5bMS-DMRP%5d.pdf#Section_19a16e20072f4d74a245ce4df2f1ecdd
%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
%5bMS-LSAD%5d.pdf#Section_1b5471ef4c334a91b079dfcbb82f05cc
%5bMS-NLMP%5d.pdf#Section_b38c36ed28044868a9ff8dd3182128e4
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RRP%5d.pdf#Section_0fa3191dbb79490a81bd54c2601b7a78
%5bMS-SCMR%5d.pdf#Section_705b624a13de43ccb8a299573da3635f
%5bMS-SPNG%5d.pdf#Section_f377a379c24f4a0fa3eb0d835389e28a
%5bMS-SPNG%5d.pdf#Section_f377a379c24f4a0fa3eb0d835389e28a
https://go.microsoft.com/fwlink/?LinkId=90264
https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?LinkId=90550
https://go.microsoft.com/fwlink/?LinkId=89974
https://go.microsoft.com/fwlink/?LinkId=89974
https://go.microsoft.com/fwlink/?LinkId=89985
https://go.microsoft.com/fwlink/?LinkId=89985


23  / 644  

[MS -CMRP] -  v20171201  
Failover Cluster: Management API (ClusAPI) Protocol  
Copyright © 2017 Microsoft Corporation  
Release:  December 1, 2017  

[MSFT -VS] Mi crosoft Corporation, "Virtual Server", 
http://www.microsoft.com/windowsserversystem/virtualserver/default.aspx  

[SYSERR] Microsoft Corporation, "System Error Codes", http://msdn.microsoft.com/en -
us/library/ms681381.aspx  

1.3  Overview  

The ClusAPI Protocol is used to remotely manage a cluster . For example, this protocol can be used 
for the following purposes:  

Á Determining whether a computer system is configured or active as a node  in a cluster.  

Á Querying the configuration of  the cluster; for example, cluster and node versions.  

Á Storing data in and retrieving data from the cluster registry . 

Á Querying the configuration of applications and services that are hosted by th e cluster.  

Á Starting and stopping applications and services that are hosted by the cluster.  

An implementation can include methods that are executed using implementation -specific methods 
between servers. These include adding nodes to a cluster, changing the configuration of the cluster 
(for example, quorum policies or cluster version), restoring the cluster, and configuring applications 
and services to be hosted by a cluster. Such methods are specific to cluster -server  implementations.  

A cluster is composed of computer systems that are called nodes. Before a computer can participate in 
a cluster as a node, it is configured as a cluster node. A node can be  configured as a member of only 
one cluster at a time. After it is configured, a node can actively participate in its cluster.  

The nodes of a cluster are interconnected by one or more cluster ne tworks  and their corresponding 
cluster network interfaces . A cluster network represents a distinct communication path between a 
set of nodes and typically represents a subnet in the underlying network  infrastructure. A cluster 
network interface is an instance of a connection point on a cluster network and is associated with a 

specific node. Thus, a given cluster network has a set of in terfaces that defines the set of nodes that 
are reachable on that cluster network.  

Applications and services that are hosted by a cluster are represented as cluster resources . A 
resource can be started and stopped, consequently starting and stopping the application or service 
that the resource represents. Resources are contained in logical units called groups. A resource can be 
configured to depend on other resources in the same group. Resources are started and stopped in 
dependency order. A group is owned by one cluster node at a time, and a client  can request that a 
group be moved from one node to another node. Moving a group in this manner stops all the 
resources on one node and starts them on the other node.  

Each resource is of one resource type . The resource type codifies how the resource is hosted by the 
cluster; for exa mple, the semantics of starting or stopping it. Resource types that codify similar 
functionality can be grouped into a resource class . For example, resources that represent data 
storage devices can be grouped into a storage class even if they are of different resource types. The 
configuration of an object includes its common and private properties if such properties are part of the 

object's configuration and have been defined.  

Applications are m ade aware of changes in both the non -volatile and volatile cluster state  through a 

notification port . The application can subscribe to a variety of events, such as the creation and 
deletion of objects and changes in object state and property values . 

The cluster registry is organized in a hierarchical tree structure that cons ists of keys and values. The 
cluster registry is rooted at a single key. Each object is associated with a key in the cluster registry, 
and the object's properties are stored under this key.  

https://go.microsoft.com/fwlink/?LinkId=123460
https://go.microsoft.com/fwlink/?LinkId=90540
https://go.microsoft.com/fwlink/?LinkId=90540
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In a typical ClusAPI Protocol session, the client connects to the  server and requests to open a cluster 
object  on the server. If the server accepts the request, it responds with an RPC context hand le  that 

refers to the cluster object. The client uses this RPC context handle to operate on that cluster object. 
Typically, the client then sends another request to the server and specifies the type of operation to 

perform and any specific parameters that are associated with that operation. If the server accepts this 
request, it attempts to query or change the state of the cluster object based on the request and 
responds to the client with the result of the operation. After the client is finished operating on the 
server cluster object, it terminates the protocol by sending a request to close the RPC context handle.  

The ClusAPI Protocol is an RPC -based protocol. For every method that the server rec eives, it executes 
the method against the current server configuration and cluster state. The server maintains client 
state information, and in some cases, protocol methods are executed in a particular order.  

In response to some specific errors that are r eturned by the server or the RPC transport , a client 
might attempt to connect to a different server in the cluster and reissue the method, thus masking the 
error from the caller.  

1.4  Relationship to  Other Protocols  

This protocol is dependent on Microsoft RPC , as specified in [MS -RPCE], and uses the User Datagram 
Protocol (UDP) and Transmission Control Protocol (TCP) as the protocol transport.  

In some cases, a client  can use the Windows Remote Registry Protocol [MS -RRP] or the Service 
Control Manager Remote Protocol [MS -SCMR]  to query server  state. This is done together with 
issuing methods in the ClusAPI Protocol.  

1.5  Prerequisites/Preconditions  

The ClusAPI Protocol is an RPC  interface and, as a result, has the prerequisites that are specified in 
[MS -RPCE] as being common to RPC interfaces.  

It is assumed that a ClusAPI Protocol client  has obtained the name or IP address of a remote 

computer that supp orts the ClusAPI Protocol before this protocol is called. This is done by using any 

implementation -specific method.  

The following security packages are required for the RPC Authentication Servic e (AS) :  

Á For ClusAPI Protocol version 2.0, NT LAN Manager (NTLM) protocol [MS -NLMP] . 

Á For ClusAPI Protocol version 3.0, Simple and Protected Generic Security Service Application 
Program Interface Negotiation Mechanism (SPNEGO) [MS -SPNG] . 

Further prerequisites for client initialization of the protocol are specified in section 3.2.3.1 . 

1.6  Applicability Statement  

The data and methods of the ClusAPI Protocol are specific to a failover cluster . As such, the protocol 
is applicable to managing a failover cluster and discovering whether a remote computer system is 
configured or active as a node  in a failover cluster.  

1.7  Versioning and Cap ability Negotiation  

This document covers versioning issues in the following areas:  

Á Supported Transports: This protocol uses multiple RPC protocol sequences  as specified in 

section 2.1 .  

Á Protocol Versions: This protocol has multiple interface versions, which are defined in section 2.1.  

%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RRP%5d.pdf#Section_0fa3191dbb79490a81bd54c2601b7a78
%5bMS-SCMR%5d.pdf#Section_705b624a13de43ccb8a299573da3635f
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-NLMP%5d.pdf#Section_b38c36ed28044868a9ff8dd3182128e4
%5bMS-SPNG%5d.pdf#Section_f377a379c24f4a0fa3eb0d835389e28a
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Á Secur ity and Authentication Methods: This protocol supports the following authentication methods: 
NTLM, as specified in [MS -NLMP] , in ClusAPI Protocol version 2.0, and SPNEGO, as spe cified in 

[MS -SPNG] , in ClusAPI Protocol version 3.0. These authentication methods are specified in section 
2.1.  

Á Localization: This protocol passes text strings in various metho ds. Localization considerations for 
such strings are specified in the server  specifications of the methods in section 3.1.4 . 

Á Capabilit y Negotiation: This protocol does not support negotiation of which interface version to 
use. Instead, an implementation is configured with the interface version to use. That interface is 
explicitly specified on the server and requested on the client  during RPC  binding.  

1.8  Vendor -Extensible Fields  

The ClusAPI Protocol uses Win32 and HRESULT error codes. These values  are taken from the 
Windows error number space specified in [MS -ERREF]. Vendors SHOULD <1>  reuse those values with 
their indicated meanings. Choosing any other value  runs the risk of a collision in the future.  

1.9  Standards Assignments  

Parameter  Value  Reference  

Interface UUID  b97db8b2 -4c63 -11cf -bff6 -08002be23f2f  As specified in section 6. 

 

%5bMS-NLMP%5d.pdf#Section_b38c36ed28044868a9ff8dd3182128e4
%5bMS-SPNG%5d.pdf#Section_f377a379c24f4a0fa3eb0d835389e28a
%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
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2  Messages  

2.1  Transport  

This protocol uses RPC  dynamic endpoints  as specified in [C706]  part 4.  

This protocol uses  Security Support Provider (SSP) security as specified in [MS -RPCE]. 

This protocol MUST use the UUID , as specified in section 1.9 . There are two versions of this protocol: 
ClusAPI Protocol version 2.0 and ClusAPI Protocol version 3.0.  <2>  

For Clus API Protocol version 2.0, this protocol uses the following RPC Protocol Sequence : RPC over 
UDP, as specified in [MS -RPCE]. The client  MUST specify an RPC authentication level  of at least 
RPC_C_AUTHN_LEVEL_CONNECT. The client SHOULD specify the RPC authentication level 

RPC_C_AUTHN_LEVEL_PKT_INTEGRITY except when the ApiSetServiceAccountPassword  method, as 
specified in section 3.1.4.2.108, is called; the client MUST specify the RPC authentication level 
RPC_C_AUTHN_LEVEL_PKT_PRIVACY as defined in [MS -RPCE] section 2.2.1.1.8) if this method will be 

called as part of this RPC session. The client MUST specify the RPC Authentication Service  as NTLM, 
as specified in [MS -RPCE]. The client MUST use the default s ecurity Quality of Service (QoS) settings 
for the NTLM Security provider .  

For ClusAPI Protocol version 3.0, this protocol uses the following RPC Protocol Sequence: RPC over 

TCP, as specified in [MS -RPCE]. The client MUST specify an RPC authentication level of at least 
RPC_C_AUTHN_LEVEL_PKT_PRIVACY. The client SHOULD specify the RPC authentication level 
RPC_C_AUTHN_LEVEL_PKT_PRIVACY. The server MUST refuse clients that establish connections by 
usi ng an RPC authentication level that is less than RPC_C_AUTHN_LEVEL_PKT_PRIVACY. The client 
MUST specify the RPC Authentication Service as SPNEGO, as specified in [MS -RPCE].  

For ClusAPI Protocol version 3.0, if the client connects to the server by using a computer name , the 
client SHOULD indicate a service principal name as specified below. If the client connects to the server 

by using an IP address, the client SHOULD indicate a NULL security principal  name, which causes 
the SPNEGO security provider to fall back to the NTLM security provider.  

For ClusAPI Protocol version 3.0, if the client indicates a service principal name, the service principal 
name MUST be composed as follows: the Unicode string  "MSServerClusterMgmtAPI", followed by the 
Unicode  "/" character, foll owed by the server computer name. The client MUST then specify the 
following security QoS settings to the security provider.  

 Value   Description  

RPC_C_QOS_CAPABILITIES_MUTUAL_AUTH  The security provider is required to perform mutual authentication 
of client and server.  

RPC_C_QOS_IDENTITY_STATIC  The security context is created only one time and is never revised 
during the entire communication, even if the client -side changes it.  

RPC_C_IMP_LEVEL_IMPERSONATE  The server can impersonate the client's secur ity context on its local 
system, but not on remote systems.  

Otherwise, for ClusAPI Protocol version 3.0, if the client indicates a NULL service principal name, it 
MUST direct the security provider to use its default security QoS settings.  

In ClusAPI Proto col version 2.0 and ClusAPI Protocol version 3.0, the server MUST allow calls only by 

clients that are permitted by the cluster security descriptor . The RPC Authentication Service is used 
to est ablish the identity of the client. The server MUST <3>  validate that the authenticated client is 
authorized to call protocol methods by using the cluster security descriptor.  

In ClusAPI Protoco l version 2.0, the server MUST register the NTLM security provider.  

https://go.microsoft.com/fwlink/?LinkId=89824
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
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In ClusAPI Protocol version 3.0, the server MUST register the SPNEGO security provider with the 
service principal name composed as follows: the Unicode string "MSServerClusterMgmtAPI", fol lowed 

by the Unicode character "/", followed by the client name.  

2.2  Common Data Types  

Starting with version 3.0, the ClusAPI Protocol MUST indicate to the RPC  runtime that it is to support 
both the Network Data Representation (NDR)  and NDR64 transfer syntaxes. This protocol MUST 
also provide a negotiation mechanism for determining which transfer syntax will be used, as specified 

in [MS -RPCE] section 3. This protocol uses little -endian format for all applicable data types. Unless 
otherwise specified, all textual strings MUST be in Unicode  version 5.0 forma t, as specified in 
[UNICODE] , using the 16 -bit Unicode Transformation Format (UTF -16) form of the encoding.  

In addition to the RPC base types and definitions that are specified in [C706]  and [MS -DTYP] , 
additional data types are defined in the following table, which also summarizes enumerations and 
str uctures that are defined in this specification.  

Data type  Description  

HCLUSTER_RPC 

Section 2.2.1.1  

A context handle that represents the cluster state  that is allocated 
on the server for the client .  

HNODE_RPC 

Section 2.2.1.2  

A context handle that represents the node  state that is allocated on 
the server (1) for the client (1).  

HGROUP_RPC 

Section 2.2.1.3  

A context handle that represents the cluster  group  state that is 
allocated on the server for the client.  

HRES_RPC 

Section 2.2.1.4  

A context handle that represents the cluster resource state that is 
allocated on the server for the client.  

HKEY_RPC 

Section 2.2.1.5  

A context handle that represents a key in the cluster registry . 

HNOTIFY_RPC 

Section 2.2.1.6  

A context handle that represents a cluster event notification port that 
is allocated on the server for the client.  

HNETWORK_RPC 

Section 2.2.1.7  

A context handle that represents the cluster network state that is 
allocated on the server for the client.  

HNETINTERFACE_RPC 

Section 2.2.1.8  

A context handle that represents the cluster network interface  
state that is  allocated on the server for the client.  

HBATCH_PORT_RPC 

Section 2.2.1.9  

A context handle that represents a cluster registry batch update port 
that is allocated on the server for the client.  

CLUSTER_PROPERTY_TYPE 

Section 2.2.2.1  

The property types that are supported by a PROPERTY_LIST 
structure.  

CLUSTER_PROPERTY_FORMAT 

Section 2.2.2.2  

The data type of a property value  in a PROPERTY_LIST structure.  

CLUSTER_PROPERTY_SYNTAX 

Section 2.2.2.3  

The possible values for the syntax structures in a PROPERTY_LIST 
structure.  

CLUS_CHARACTERISTICS  

Section 2.2.2.4  

The characteristics  associated with a cluster object . 

%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
https://go.microsoft.com/fwlink/?LinkId=90550
https://go.microsoft.com/fwlink/?LinkId=89824
%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
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Data type  Description  

CLUS_FLAGS 

Section 2.2.2.5  

The flags associated with a clust er object.  

MAINTENANCE_MODE_TYPE  

Section 2.2.2.6  

The types of maintenance modes in which a storage class resource 
can be placed.  

CLUSTER_CHANGE 

Section 2.2.2.7  

The possible values for the set of object event filters for a cluster 
notification port . 

IDL_CLUSTER_SET_PASSWORD_FLAGS  

Section 2.2.2.9  

The possible values for the flags that can modify the changing of the 
password associated with the cluster service identity.  

CLUSTER_QUORUM_VALUE 

Section 2.2.2.10  

The possible values associated with checking when a cluster 
configuration change will cause loss of quorum.  

RPC_SECURITY_DESCRIPTOR 

Section 2.2.3.1  

The RPC security descriptors . 

RPC_SECURITY_ATTRIBUTES  

Section 2.2.3.2  

The RPC security attributes.  

CLUSTER_OPERATIONAL_VERSION_INFO  

Section 2.2.3.3  

The version information about the cluster and the cluster nodes.  

ENUM_ENTRY 

Section 2.2.3.4  

The data structure that contains the information about a single 
element in an enumeration of cluster objects.  

ENUM_LIST  

Section 2.2.3.5  

The data structure that contains an enumeration of cluster objects.  

CLUS_RESOURCE_CLASS_INFO  

Section 2.2.3.7  

The identifier for the class of a cluster resource.  

CLUS_SCSI_ADDRESS  

Section 2.2.3.8  

The format of a property value th at has the syntax 
CLUSPROP_SYNTAX_SCSI_ADDRESS.  

CLUS_PARTITION_INFO  

Section 2.2.3.9  

The format in which a property value of syntax 
CLUSPROP_SYNTAX_PARTITION_INFO appears.  

PROPERTY_LIST 

Section 2 .2.3.10  

A self -describing data structure that contains a sequence of value 
lists.  

CLUS_PARTITION_INFO_EX  

Section 2.2.3.11  

The format in which a property value of syntax 
CLUSPROP_SYNTAX_PARTITION_INFO_EX appears.  

CLUS_STORAGE_REMAP_DRIVELETTER  

Section 2.2.3.12  

The data structure that contains information about modifying the 
drive letter of a partition  of a storage device on the server.  

CLUS_NETNAME_PWD_INFO  

Section 2.2.3.13  

The data structure that contains information about modifying the 
information associated with a security principal . 

CLUS_MAINTENANCE_MODE_INFO  

Section 2.2.3.14  

The data structure that c ontains information about the maintenance 
mode state of a storage class resource.  

CLUS_MAINTENANCE_MODE_INFO_EX  

Section 2.2.3.15  

The data structure that contains information about the maintenance  
mode state of a storage class resource.  
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Data type  Description  

CLUS_STORAGE_SET_DRIVELETTER  

 Section 2.2.3.16  

The data structure that contains information about modifying the 
drive letter of a partition on a storage c lass resource.  

CLUSTER_REG_BATCH_UPDATE  

Section 2.2.3.17  

The data structure that contains information about modifying one or 
more values and/or keys of the cluster registry in a single operation.  

IDL_CLUSTER_SET_PASSWORD_STATUS  

Section 2.2.3.6  

The data structure that contains information about the results of 
changing the password for the cluster service identity.  

 

2.2.1  Data Types  

2.2.1.1  HCLUSTER_RPC  

HCLUSTER_RPC is an RPC context handle , as specified in [MS -RPCE]. It represents the server  
context for the operations of a client  on a cluster . An HCLUSTER_RPC is obtained as specified in 
section 3.1.4.2.1 . 

This type is declared as follows:  

 typ edef  [context_handle] void*  HCLUSTER_RPC; 

2.2.1.2  HNODE_RPC  

HNODE_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server  context 
for the operations of a client  on a cluster  node . An HNODE_RPC is obtained as specified in section 
3.1.4.2.67 . 

This type is declared as follows:  

 typedef  [context_handle] void*  HNODE_RPC; 

2.2.1.3  HGROUP_RPC  

HGROUP_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server  context 

for the operations of a client  on a cluster  gr oup . An HGROUP_RPC is obtained as specified in 
sections 3.1.4.2.42  and 3.1.4.2.43 . 

This type is declared as follows:  

 typedef  [context_ha ndle] void*  HGROUP_RPC; 

2.2.1.4  HRES_RPC  

HRES_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server  context for 
the operations of a client  on a cluster  resource . An HRES_RPC is obtained as specified in sections 

3.1.4.2.9  and 3.1.4.2.10 . 

This type is declared as follows:  

%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
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 typedef  [context_handle] void*  HRES_RPC; 

2.2.1.5  HKEY_RPC  

HKEY_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server  context for 
the operations of a client  on a key in the cluster registry . An HKEY_RPC is obtained a s specified in 
sections 3.1.4.2.29 , 3.1.4.2.30 , and 3.1.4.2.31 . 

This type is  declared as follows:  

 typedef  [context_handle] void*  HKEY_RPC; 

2.2.1.6  HNOTIFY_RPC  

HNOTIFY_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server context 

for the client to obtain cluster event notifications. An HNOTIFY_RPC is obtained as specified in secti on 
3.1.4.2.56 . 

This type is declared as follows:  

 typedef  [context_handle] void*  HNOTIFY_RPC; 

2.2.1.7  HNETWORK_RPC  

HNETWORK_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server 
context for the operations of a client on a cluster network. An HNETWORK_RPC is obtained as 
specified in section 3.1.4.2.81 .  

This type is declared as follows:  

 typedef  [ context_handle] void*  HNETWORK_RPC; 

2.2.1.8  HNETINTERFACE_RPC  

HNETINTERFACE_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server  
context for the operations of a client  on a cluster  network interface . An HNETINTERFACE_RPC is 

obtained as specifie d in section 3.1.4.2.92 . 

This type is declared as follows:  

 typedef  [context_handle] void*  HNETINTERFACE_RPC; 

2.2.1.9  HBATCH_PORT_RPC  

HBATCH_PORT_RPC is an RPC context handle  as specified in [MS -RPCE]. It repres ents the server  
context for a set of transacted operations of a client  on keys and data in the cluster registry . An 
HBATCH_PORT_RPC is obtained as specified in section 3.1.4.2.113 . ClusAPI Protocol version 2.0 

servers do not suppor t this data type.  

This type is declared as follows:  

%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
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 typedef  [context_handle] void*  HBATCH_PORT_RPC; 

2.2.1.10  HGENERIC_RPC  

HGENERIC_RPC is an RPC context handle  as specified in [MS -RPCE]. It represents the server 
context for the operations of a client. An HGENERIC_RPC is obtained as specified in section 
3.1.4.2.137 . ClusAPI Protocol version 2.0 servers do not support this data type.  

This type is declared as follows:  

 typedef [context_handle] void* HGENERIC_RPC;  

2.2.1.11  HGROUPSET_ RPC 

HGROUPSET_RPC <4>  is an RPC context handle  as specified in [MS -RPCE]. It represents the 

server context for the operations of a client on a cluster group set . An HGROUPSET_RPC is obtained 
as specified in sections 3.1.4.2.146  and 3.1.4.2.147 . 

This type is declared as follows:  

 typedef [context_handle] void* HGROUPSET_RPC;  

2.2.2  Enumerations  

2.2.2.1  CLUSTER_PROPERTY_TYPE  

The CLUSTER_PROPERTY_TYPE enumeration defines the property types that are supported by a 
cluster  PROPERTY_LIST, as specified in section 2.2.3.10.  

CLUSTER_PROPERTY_TYPE values are unsigned 16 -bit integer values. CLUSTER_PROPERTY_TYPE 
values provide the upper 2 bytes for the CLUSTER_PROPERTY_SYNTAX values, as specified in section 
2.2.2.3.  

The CLUSTER_PROPERTY_TYPE values identify the type of data that is stored in a PROPERTY_LIST 
structure. Using the CLUSTER_PROPERTY_TYPE values, a client  can pars e a PROPERTY_LIST structure 
to associate the proper semantics with each data value in the list.  

CLUSTER_PROPERTY_TYPE values MUST be used when specifying the type of data value that is stored 

in a PROPERTY_LIST. Any other value, when received in a form tha t specifies the type of data value 
that is stored in a PROPERTY_LIST, MUST be treated as an error.  

The valid constant values for CLUSTER_PROPERTY_TYPE are listed below. The server  MUST return 
on ly these values. All other values are reserved and MUST be treated as an error.  

 typedef  enum  

 {  

   CLUSPROP_TYPE_ENDMARK = 0x0000, 

   CLUSPROP_TYPE_LIST_VALUE = 0x0001,  

   CLUSPROP_TYPE_RESCLASS = 0x0002, 

   CLUSPROP_TYPE_NAME = 0x0004, 

   CLUSPROP_TYPE_SIGNATURE = 0x0005,  

   CLUSPROP_TYPE_SCSIADDRESS = 0x0006, 

   CLUSPROP_TYPE_DISK_NUMBER = 0x0007, 

   CLUSPROP_TYPE_PARTITION_INFO = 0x0008,  

   CLUSPROP_TYPE_DISK_SERIALNUMBER = 0x000a, 

%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
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   CLUSPROP_TYPE_DISK_GUID = 0x000b,  

   CLUSPROP_TYPE_DISK_SIZE = 0x000c,  

   CLUSPROP_TYPE_PARTITION_INFO_EX = 0x000d,  

   CLUSPROP_TYPE_PARTITION_INFO_EX2 = 0x000e  

 } CLUSTER_PROPERTY_TYPE; 

CLUSPROP_TYPE_ENDMARK:  Indicates that the property type is an end mark. End marks denote 
the end of a value list.  

CLUSPROP_TYPE_LIST_VALUE:  Describes a data value in a property list. For example, in the 
property list passed to a control code function for a property validation operation, 
CLUSPROP_TYPE_LIST_VALUE is the type required for inclusion with each property value.  

CLUSPROP_TYPE_RESCLASS:  Indicat es a property value that contains information about the class 

of the resource , as specified in section 2.2.3.7 . 

CLUSPROP_TYPE_NAME:  I ndicates a property name.  

CLUSPROP_TYPE_SIGNATURE:  Indicates a property value that contains a disk signature .  

CLUSPROP_TYPE_SCSIADDRESS:  Indicates a property value that contains a SCSI address , as 
specified in section 2.2.3.8 . 

CLUSPROP_TYPE_DISK_NUMBER:  Indicates a property value that contains a disk number .  

CLUSPROP_TYPE_PARTITION_INFO:  Indicates a property value that contains the partition  

information from a partition of a storage device, as specified in section 2.2.3.9 . 

CLUSPROP_TYPE_DISK_SERIALNUMBER:  Indicates a property value that contains a disk serial 
number.  

CLUSPROP_TYPE_DISK_GUID:  Indicates a property value that contains a GUID  for a GUID 
partitioning table (GPT)  disk, as specified in [MS -DTYP]  section 2.3.4.  

CLUSPROP_TYPE_DISK_SIZE:  Indicates a property value that contains the total size of a disk, in 
bytes.  

CLUSPROP_TYPE_PARTITION_INFO_EX:  Indicates a property value that contains the extended 
partition information from a par tition of a storage device, as specified in section 2.2.3.11 . 

CLUSPROP_TYPE_PARTITION_INFO_EX2 : Indicates a property value that contains the extended 
partition information from a partition of a st orage device, as specified in section 2.2.3.45 . 

2.2.2.2  CLUSTER_PROPERTY_FORMAT  

The CLUSTER_PROPERTY_FORMAT enumeration is used to specify the data type of a pro perty value in 
a PROPERTY_LIST structure, as specified in section 2.2.3.10.  

CLUSTER_PROPERTY_FORMAT values are 16 -bit unsigned integers. CLUSTER_PROPERTY_FORMAT 
values provide the lower 2 bytes fo r the CLUSTER_PROPERTY_SYNTAX values, as specified in section 

2.2.2.3.  

CLUSTER_PROPERTY_FORMAT values identify the type of representation of a data value that is stored 
in a PROPERTY_LIST. Using t he CLUSTER_PROPERTY_FORMAT value, a client  that is parsing a 
PROPERTY_LIST can correctly interpret a buffer of bytes in a PROPERTY_LIST value as the correct, 
specific data type.  

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
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These values MUS T be used when specifying the representation of a value  that is stored in a 
PROPERTY_LIST. Any other value, when received in a form that specifies the representation of a value  

that is stored in a PROPERTY_LIST, MUST be treated as an error.  

 typedef  enum  

 {  

   CLUSPROP_FORMAT_UNKNOWN = 0x0000, 

   CLUSPROP_FORMAT_BINARY = 0x0001, 

   CLUSPROP_FORMAT_DWORD = 0x0002, 

   CLUSPROP_FORMAT_SZ = 0x0003, 

   CLUSPROP_FORMAT_EXPAND_SZ = 0x0004, 

   CLUSPROP_FORMAT_MULTI_SZ = 0x0005, 

   CLUSPROP_FORMAT_ULARGE_INTEGER = 0x0006, 

   CLUSPROP_FORMAT_LONG = 0x0007, 

   CLUSPROP_FORMAT_EXPANDED_SZ = 0x0008, 

   CLUSPROP_FORMAT_SECURITY_DESCRIPTOR = 0x0009, 

   CLUSPROP_FORMAT_LARGE_INTEGER = 0x000a, 

   CLUSPROP_FORMAT_WORD = 0x000b,  

   CLUSPROP_FORMAT_FILETIME = 0x000c 

 } CLUSTER_PROPERTY_FORMAT; 

CLUSPROP_FORMAT_UNKNOWN:  The property format is unknown, or this property value 
represents an end mark for a value list.  

CLUSPROP_FORMAT_BINARY:  The property value contain s data, but the data MUST NOT be 
interpreted or assigned a more granular structure.  

CLUSPROP_FORMAT_DWORD:  The property value is an unsigned long integer.  

CLUSPROP_FORMAT_SZ:  The property value is a null - terminated Unicode string .  

CLUSPROP_FORMAT_EXPAND_SZ:  The property value is a null - terminated Unicode string that 
contains embedded environment variables . 

CLUSPROP_FORMAT_MULTI_SZ:  The property value in the format string, as specified for 

REG_MULTI_SZ  in [MS -RRP] (see section 2.2.6).  

CLUSPROP_FORMAT_ULARGE_INTEGER:  The property value is a ULARGE_INTEGER structure, as 
specified in [MS -DTYP] . 

CLUSPROP_FORMAT_LONG:  The property value is a 32 -bit signed integer.  

CLUSPROP_FORMAT_EXPANDED_SZ:  The property value is a null - terminated Unicode string 
where embedded environment variables have been substituted with their corresponding values as 
stored on the server . See section 2.2.2.3 for mo re information.  

CLUSPROP_FORMAT_SECURITY_DESCRIPTOR:  The property value is a SECURITY_DESCRIPTOR 
structure, as specified in [MS -DTYP].  

CLUSPROP_FORMAT_LARGE_INTEGER:  The property value is a LARGE_INTEGER structure, as 

specified in [MS -DTYP].  

CLUSPROP_FORMAT_WORD:  The property value is a 16 -bit unsigned integer.  

CLUSPROP_FORMAT_FILETIME:  The property value is a FILETIME structure, as specified in [MS -
DTYP].  

%5bMS-RRP%5d.pdf#Section_0fa3191dbb79490a81bd54c2601b7a78
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2.2.2.3  CLUSTER_PROPERTY_SYNTAX  

The CLUSTER_PROPERTY_SYNTAX enumeration provides the possible values for the syntax structures 
in a PROPERTY_LIST structure, as specified in section 2.2.3.10. CLUSTER_PROPERTY_SYNTAX values 

are unsigned 32 -bit integ ers.  

The upper 2 bytes of a CLUSTER_PROPERTY_SYNTAX MUST be a valid CLUSTER_PROPERTY_TYPE, as 
specified in section 2.2.2.1. The lower 2 bytes of a CLUSTER_PROPERTY_SYNTAX MUST be a valid 
CLUSTER_PROPERTY_FORMAT, as specified in section 2.2.2.2. As a combination of the 
CLUSTER_PROPERTY_TYPE and CLUSTER_PROPERTY_FORMAT, the CLUSTER_PROPERTY_SYNTAX 
specifies for the client  both the semantics of a property data value and its representation in the 
property value buffer. Use the values that are specified here as a single value that has the meaning 

that is indicated in the structure tha t follows.  

The client MUST NOT specify a syntax value of CLUSPROP_SYNTAX_LIST_VALUE_EXPANDED_SZ when 
adding a property value to a PROPERTY_LIST structure.  

When constructing a PROPERTY_LIST structure for any property value of syntax 

CLUSPROP_SYNTAX_LIST_VAL UE_EXPAND_SZ to return to the client, the PROPERTY_LIST MUST 
contain two property values. The first property value is of syntax 

CLUSPROP_SYNTAX_LIST_VALUE_EXPAND_SZ and the second property value is of syntax 
CLUSPROP_SYNTAX_LIST_VALUE_EXPANDED_SZ. The firs t value contains the property value exactly 
as it is stored on the server . The second value contains the property value as it is stored on the 
server, except that each embedded environment varia ble has been replaced by its value as stored on 
the server.  

The valid constant values for CLUSTER_PROPERTY_SYNTAX are listed below. The server MUST return 
only these values. All other values are reserved and MUST be treated as an error.  

 typedef  enum  

 {  

   CLUSPROP_SYNTAX_ENDMARK = 0x00000000, 

   CLUSPROP_SYNTAX_NAME = 0x00040003, 

   CLUSPROP_SYNTAX_RESCLASS = 0x00020002, 

   CLUSPROP_SYNTAX_LIST_VALUE_SZ = 0x00010003,  

   CLUSPROP_SYNTAX_LIST_VALUE_EXPAND_SZ = 0x00010004, 

   CLUSPROP_SYNTAX_LIST_VALUE_DWORD = 0x00010002,  

   CLUSPROP_SYNTAX_LIST_VALUE_BINARY = 0x00010001,  

   CLUSPROP_SYNTAX_LIST_VALUE_MULTI_SZ = 0x00010005,  

   CLUSPROP_SYNTAX_LIST_VALUE_LONG = 0x00010007,  

   CLUSPROP_SYNTAX_LIST_VALUE_EXPANDED_SZ = 0x00010008, 

   CLUSPROP_SYNTAX_LIST_VALUE_SECURITY_DESCRIPTOR = 0x00010009, 

   CLUSPROP_SYNTAX_LIST_VALUE_LARGE_INTEGER = 0x0001000a, 

   CLUSPROP_SYNTAX_LIST_VALUE_ULARGE_INTEGER = 0x00010006, 

   CLUSPROP_SYNTAX_LIST_VALUE_WORD = 0x0001000b, 

   CLUSPROP_SYNTAX_LIST_VALUE_FILETIME = 0x0001000c,  

   CLUSPROP_SYNTAX_DISK_SIGNATURE = 0x00050002,  

   CLUSPROP_SYNTAX_SCSI_ADDRESS = 0x00060002, 

   CLUSPROP_SYNTAX_DISK_NUMBER = 0x00070002, 

   CLUSPROP_SYNTAX_PARTITION_INFO = 0x00080001,  

   CLUSPROP_SYNTAX_DISK_SERIALNUMBER = 0x000a0003, 

   CLUSPROP_SYNTAX_DISK_GUID = 0x000b0003,  

   CLUSPROP_SYNTAX_DISK_SIZE = 0x000c0006,  

   CLUSPROP_SYNTAX_PARTITION_INFO_EX = 0x000d0001,  

   CLUSPROP_SYNTAX_PARTITION_INFO_EX2 = 0x000e0001  

 } CLUSTER_PROPERTY_SYNTAX; 

CLUSPROP_SYNTAX_ENDMARK:  Marks the end of a value list.  

CLUSPROP_SYNTAX_NAME:  Specifies a property name as an unsigned long.  

CLUSPROP_SYNTAX_RESCLASS:  Specifies a resource  class value as an unsigned long.  
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CLUSPROP_SYNTAX_LIST_VALUE_SZ:  Specifies a NULL - terminated Unicode string  value.  

CLUSPROP_SYNTAX_LIST_VALUE_EXPAND_SZ:  Specifies a NULL - terminated Unicode string 

value that contains embedded environment variables.  

CLUSPROP_ SYNTAX_LIST_VALUE_DWORD:  Specifies a 32 -bit unsigned integer value.  

CLUSPROP_SYNTAX_LIST_VALUE_BINARY:  Specifies a value that is a series of one or more 8 -bit 
integers.  

CLUSPROP_SYNTAX_LIST_VALUE_MULTI_SZ:  Specifies a value that is a MULTI_SZ  string, as 
specified in [MS -DTYP]  section 2.3.8.  

CLUSPROP_SYNTAX_LIST_VALUE_LONG:  Specifies a 32 -bit signed integer value.  

CLUSPROP_SYNTAX_LIST_VALUE_EXPANDED_SZ:  Specifies a NULL - terminated Unicode string 
value that used to contain embedded environment variables that have been substituted with their 

corresponding values on the server.  

CLUSPROP_SYNTAX_LIST_VALUE_SECURITY_DESCR IPTOR:  Specifies a value that is a 
SECURITY_DESCRIPTOR structure, as specified in [MS -DTYP] section 2.4.6.  

CLUSPROP_SYNTAX_LIST_VALUE_LARGE_INTEGER:  Specifies a value that is a LARGE_INTEGER 
structure, as specified in [MS -DTYP] section 2.3.5.  

CLUSPROP_SY NTAX_LIST_VALUE_ULARGE_INTEGER:  Specifies a value that is a 

ULARGE_INTEGER structure, as specified in [MS -DTYP] section 2.3.15.  

CLUSPROP_SYNTAX_LIST_VALUE_WORD:  Specifies a 16 -bit unsigned integer value.  

CLUSPROP_SYNTAX_LIST_VALUE_FILETIME:  Specifies a value that is a FILETIME structure, as 
specified in [MS -DTYP] section 2.3.3.  

CLUSPROP_SYNTAX_DISK_SIGNATURE:  Specifies a disk signature  as an unsigned long.  

CLUSPROP_SYNTAX_SCSI_ADD RESS:  Specifies a SCSI address value in a CLUS_SCSI_ADDRESS  
data structure, as specified in section 2.2.3.8.  

CLUSPROP_SYNTAX_DISK_NUMBER:  Specifies a disk number as an unsigned long.  

CLUSPROP_SY NTAX_PARTITION_INFO:  Specifies a collection of information about a physical disk 
resource, such as its device name and volume  label. Partition  information is contained in a 
CLUS_PARTITION_INFO  structure, as specified in section 2.2.3.9.  

CLUSPROP_SYNTAX_DISK_SERIALNUMBE R:  Specifies the serial number of a disk as a NULL -
terminated Unicode string.  

CLUSPROP_SYNTAX_DISK_GUID:  Specifies a GUID  for a GPT disk in the form of a NULL -

terminated Unicode  curly braced GUID string , as specified in [MS -DTYP] section 2.3.4.  

CLUSPROP_SYNTAX_D ISK_SIZE:  Specifies a value containing the total size of the disk, in bytes, 
as an ULARGE_INTEGER structure.  

CLUSPROP_SYNTAX_PARTITION_INFO_EX:  Specifies a collection of information about a physical 
disk resource, such as its device name and volume label . Partition information is contained in a 
CLUS_PARTITION_INFO_EX  structure, as specified in section 2.2.3.11.  

CLUSPROP_SYNTAX_PARTITION_INFO_EX2 :  Specifies a collection of information about a 
phy sical disk resource, such as its device name and volume label. Partition information is 
contained in a CLUS_PARTITION_INFO_EX2  structure, as specified in section 2.2.3.45.  

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
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2.2.2.4  CLUS_CHARACTERISTICS  

The CLUS_CHARACTERISTICS enumeration is a bitmask of the possible values  describing one or more 
intrinsic attributes associated with a resource  or resource type  object. CLUS_CHARACTERISTICS 

values are unsigned 32 -bit integers.  

The valid constant values for CLUS_CHARACTERISTICS are listed below. The server  MUST return a 
value that consists of the bitwise OR operator of one or more values that are listed here. All other 
values are reserved and MUST be treated as an error.  

 typedef  enum  

 {  

   CLUS_CHAR_UNKNOWN = 0x00000000, 

   CLUS_CHAR_QUORUM = 0x00000001, 

   CLUS_CHAR_DELETE_REQUIRES_ALL_NODES = 0x00000002, 

   CLUS_CHAR_LOCAL_QUORUM = 0x00000004, 

   CLUS_CHAR_BROADCAST_DELETE = 0x00000020, 

   CLUS_CHAR_SINGLE_CLUSTER_INSTANCE = 0x00000040,  

   CLUS_CHAR_SINGLE_GROUP_INSTANCE = 0x00000080, 

   CLUS_CHAR_COEXIST_IN_SHARED_VOLUME_GROUP = 0x00000100, 

   CLUS_CHAR_RESERVED1 = 0x00000200,  

   CLUS_CHAR_MONITOR_DETACH = 0x00000400, 

   CLUS_CHAR_RESERVED2 = 0x00000800,  

   CLUS_CHAR_RESERVED3 = 0x00001000,  

   CLUS_CHAR_RESERVED4 = 0x00002000 

 } CLUS_CHARACTERISTICS;  

CLUS_CHAR_UNKNOWN:  The object has none of the characteristics  defined in this enumeration.  

CLUS_CHAR_QUORUM:  The resource  participates in making quorum decisions.  

CLUS_CHAR_DELETE_REQUIRES_ALL_NODES:  The resource requires that all configured nodes 
are active in the cluster  before it can be deleted from the nonvol atile cluster state .  

CLUS_CHAR_LOCAL_QUORUM:  The resource is an instance of the local quorum resource type. <5>  

The following val ues are not supported in ClusAPI Protocol version 2.0:  

CLUS_CHAR_BROADCAST_DELETE:  When the server executes delete actions indicated by the type 

of a resource, and the resource has the CLUS_CHAR_BROADCAST_DELETE characteristic, all 
nodes on the cluster al so execute the same delete action.  

CLUS_CHAR_SINGLE_CLUSTER_INSTANCE:  Only one instance of the resource type is permitted 
in a cluster.  

CLUS_CHAR_SINGLE_GROUP_INSTANCE:  Only one instance of the resource type is permitted in 
a group .  

CLUS_CHAR_COEXIST_IN_SHARED_VOLUME_GROUP:  The resource can be made part of a 

group that is a special group (see 3.1.1.1.4 ).  

CLUS_CHAR_RESERVED1:  This  value is reserved for local use and MUST be ignored by the client. 

ClusAPI Protocol version 2.0 servers do not support this value.  

CLUS_CHAR_MONITOR_DETACH:  The resource can be deleted without being taken offline.  

CLUS_CHAR_RESERVED2:  This value is res erved for local use and MUST be ignored by the client.  

CLUS_CHAR_RESERVED3:  This value is reserved for local use and MUST be ignored by the client.  

CLUS_CHAR_RESERVED4:  This value is reserved for local use and MUST be ignored by the client.  
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2.2.2.5  CLUS_FLAGS  

The CLUS_FLAGS enumeration is a bitmask of the possible values  for the flags associated with a 
resour ce , resource type , or group  object.  

The following table specifies valid constant values for CLUS_FLAGS that are interpreted by the server . 
Entities external to the cluster  can define other values. If they do, these values MUST be written as 
defined in section 3.1.4.3.1.3  and section 3.1.4.3.2.3 . 

 typedef  enum  

 {  

   CLUS_FLAG_CORE = 0x00000001  

 } CLUS_FLAGS;  

CLUS_FLAG_CORE:  The object is core to the  operation of the cluster and cannot be deleted from the 
non -volatile cluster state . When the flags are associated with a resource object, the resource is 
designated as a core resource, as defin ed in section 3.1.1.1.1 . 

2.2.2.6  MAINTENANCE_MODE_TYPE  

The MAINTENANCE_MODE_TYPE enumeration defines the possible states in which this resource  in the 
storage class can be placed when marked for maintenance. <6>  

The valid constant values  for  MAINTENANCE_MODE_TYPE are as follows. The server  MUST return 

only these values. All other values are reserved.  

 typedef  enum  

 {  

   MaintenanceModeTypeDisableIsAliveCheck = 1,  

   MaintenanceModeTypeOfflineResource = 2,  

   MaintenanceModeTypeUnclusterResource = 3  

 } MAINTENANCE_MODE_TYPE; 

MaintenanceModeTypeDisableIsAliveCheck:  Indicates that the server is ignoring the result of the 
resource's health check.  

MaintenanceModeTypeOffli neResource:  Indicates that the server has internally performed the 
operations to bring the storage resource to the ClusterResourceOffline state without changing the 
client  visible state of the resource.  

MaintenanceModeTypeUnclusterResource:  Indicates that the server has released ownership of 
the storage resource. ClusAPI Protocol version 2.0 servers do not support this value.  

2.2.2.7  CLUSTER_CHANGE  

The CLUSTER_CHANGE e numeration defines the possible values for a notification port  event filter. A 
client specifies one or more values to indicate the types of event indication it is interested in. A server 
returns  only one such value for each indication it posts to the notification port.  

The constant values for CLUSTER_CHANGE are listed here. All other values are reserved.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_NODE_STATE = 0x00000001, 

   CLUSTER_CHANGE_NODE_DELETED = 0x00000002,  

   CLUSTER_CHANGE_NODE_ADDED = 0x00000004, 

   CLUSTER_CHANGE_NODE_PROPERTY = 0x00000008, 

   CLUSTER_CHANGE_REGISTRY_NAME = 0x00000010, 
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   CLUSTER_CHANGE_REGISTRY_ATTRIBUTES = 0x00000020, 

   CLUSTER_CHANGE_REGISTRY_VALUE = 0x00000040, 

   CLUSTER_CHANGE_REGISTRY_SUBTREE = 0x00000080,  

   CLUSTER_CHANGE_RESOURCE_STATE = 0x00000100, 

   CLUSTER_CHANGE_RESOURCE_DELETED = 0x00000200, 

   CLUSTER_CHANGE_RESOURCE_ADDED = 0x00000400, 

   CLUSTER_CHANGE_RESOURCE_PROPERTY = 0x00000800, 

   CLUSTER_CHANGE_GROUP_STATE = 0x00001000,  

   CLUSTER_CHANGE_GROUP_DELETED = 0x00002000, 

   CLUSTER_CHANGE_GROUP_ADDED = 0x00004000, 

   CLUSTER_CHANGE_GROUP_PROPERTY = 0x00008000, 

   CLUSTER_CHANGE_RESOURCE_TYPE_DELETED = 0x00010000, 

   CLUSTER_CHANGE_RESOURCE_TYPE_ADDED = 0x00020000, 

   CLUSTER_CHANGE_RESOURCE_TYPE_PROPERTY = 0x00040000, 

   CLUSTER_CHANGE_CLUSTER_RECONNECT = 0x00080000, 

   CLUSTER_CHANGE_NETWORK_STATE = 0x00100000, 

   CLUSTER_CHANGE_NETWORK_DELETED = 0x00200000, 

   CLUSTER_CHANGE_NETWORK_ADDED = 0x00400000, 

   CLUSTER_CHANGE_NETWORK_PROPERTY = 0x00800000, 

   CLUSTER_CHANGE_NETINTERFACE_STATE = 0x01000000, 

   CLUSTER_CHANGE_NETINTERFACE_DELETED = 0x02000000, 

   CLUSTER_CHANGE_NETINTERFACE_ADDED = 0x04000000, 

   CLUSTER_CHANGE_NETINTERFACE_PROPERTY = 0x08000000, 

   CLUSTER_CHANGE_QUORUM_STATE = 0x10000000, 

   CLUSTER_CHANGE_CLUSTER_STATE = 0x20000000, 

   CLUSTER_CHANGE_CLUSTER_PROPERTY = 0x40000000, 

   CLUSTER_CHANGE_HANDLE_CLOSE = 0x80000000 

 } CLUSTER_CHANGE; 

CLUSTER_CHANGE_NODE_STATE:  The state of the specified node  has changed.  

CLUSTER_CHANGE_NODE_DELETED:  The specified node (2) was removed from the cluster  
nonvolatile cluster state . 

CLUSTER_CHANGE_NODE_ADDED:  The specified node was added to the cluster nonvolatile cluster 
state.  

CLUSTER_CHANGE_NODE_PROPERTY:  A property of the specified node has changed value.  

CLUSTER_CHANGE_REGI STRY_NAME:  The specified cluster registry  key either has been created 

or deleted.  

CLUSTER_CHANGE_REGISTRY_ATTRIBUTES:  The security  descriptor  of the specified cluster 
registry key has changed.  

CLUSTER_CHANGE_REGISTRY_VALUE:  A value of the specified cluster registry key has changed 
or been deleted.  

CLUSTER_CHANGE_REGISTRY_SUBTREE:  (Client only) Instructs the server  to post an event 

indication if any name, attribute, or value under either the root cluster registry key or the 
specified cluster registry key has changed.  

CLUSTER_CHANGE_RESOURCE_STATE:  The state of the specifi ed resource has changed.  

CLUSTER_CHANGE_RESOURCE_DELETED:  The specified resource was removed from the cluster 
nonvolatile cluster state.  

CLUSTER_CHANGE_RESOURCE_ADDED:  The specified resource was added to the cluster 
nonvolatile cluster state.  

CLUSTER_CHANGE_RESOURCE_PROPERTY:  A property value, dependency relationship, or the set 
of hosting nodes of the specified resource has changed.  
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CLUSTER_CHANGE_GROUP_STATE:  The state of the specified group  has changed.  

CLUSTER_CHANGE_GROUP_DELETED:  The specified group was removed from the cluster 

nonvolatile cluster state.  

CLUSTER_CHANGE_GROUP_ADDED:  The specified group was added to the cluster nonvolatile 

cluster state.  

CLUSTER_CHANGE_GROUP_PROPERTY:  A property value of the specified group has changed or a 
resource has been moved either into or out of the group.  

CLUSTER_CHANGE_RESOURCE_TYPE_DELETED:  The specified resource type  was removed from 
the cluster nonvolatile cluster state.  

CLUSTER_CHANGE_RESOURCE_TYPE_ADDED:  The specified resource type was added to the 
cluster nonvolatile cluster state.  

CLUSTER_CHANGE_RESOURCE_TYPE_PROPERTY:  A property of the specif ied resource type has 
changed value.  

CLUSTER_CHANGE_CLUSTER_RECONNECT:  When generated by a client, this value indicates that 
the RPC  connection to a server has been reconnected to another serve r for the specified cluster. 
When generated by the server, this value indicates that notification events were dropped by the 
server for the port.  

CLUSTER_CHANGE_NETWORK_STATE:  The state of the specified cluster network  has changed.  

CLUSTER_CHANGE_NETWORK_DELETED:  The specified cluster network was removed from the 
cluster nonvolatile cluster state.  

CLUSTER_CHANGE_NETWORK_ADDED:  The specified cluster network was added to the cluster 
nonvolatile cluster state.  

CLUSTER_CHANGE_NETWORK_PROPERTY:  A property of the specified cluster network has 
changed value.  

CLUSTER_CHANGE_NETINTERFACE_STATE:  The state of the specified cluster network 
int erface  has changed.  

CLUSTER_CHANGE_NETINTERFACE_DELETED:  The specified cluster network interface was 
removed from the cluster nonvolatile cluster state.  

CLUSTER_CHANGE_NETINTERFACE_ADDED:  The specified cluster network interface was added to 
the cluster n onvolatile cluster state.  

CLUSTER_CHANGE_NETINTERFACE_PROPERTY:  A property of the specified cluster network 

interface has changed value.  

CLUSTER_CHANGE_QUORUM_STATE:  The quorum configuration of the cluster has changed. 
ClusAPI Protocol version 2.0 server s do not support this value.  

CLUSTER_CHANGE_CLUSTER_STATE:  (Client only) The connection to the specified cluster is no 
longer available.  

CLUSTER_CHANGE_CLUSTER_PROPERTY:  A property of the specified cluster has changed value.  

CLUSTER_CHANGE_HANDLE_CLOSE:  (Client only) The cluster object context handle associated 
with this notification port has been closed.  
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2.2.2.8  CLUSTER_REG_BATCH_COMMAND  

The CLUSTER_REG_BATCH_COMMAND enumeration defines the possible values that are s pecified in a 
cluster registry batch update command block. The valid constant values are as follows. All other 

values are reserved.  

 typedef  enum  

 {  

   CLUSREG_SET_VALUE = 1, 

   CLUSREG_CREATE_KEY = 2, 

   CLUSREG_DELETE_KEY = 3, 

   CLUSREG_DELETE_VALUE = 4, 

   CLUSREG_VALUE_DELETED = 6, 

   CLUSREG_READ_KEY = 7, 

   CLUSREG_READ_VALUE = 8, 

   CLUSREG_READ_ERROR = 9, 

   CLUSREG_CONTROL_COMMAND = 10,  

   CLUSREG_CONDITION_EXISTS = 11,  

   CLUSREG_CONDITION_NOT_EXISTS = 12, 

   CLUSREG_CONDITION_IS_EQUAL = 13,  

   CLUSREG_CONDITION_IS_NOT_EQUAL = 14, 

   CLUSREG_CONDITION_IS_GREATER_THAN = 15, 

   CLUSREG_CONDITION_IS_LESS_THAN = 16,  

   CLUSREG_CONDITION_KEY_EXISTS = 17,  

   CLUSREG_CONDITION_KEY_NOT_EXISTS = 18 

 } CLUSTER_REG_BATCH_COMMAND; 

CLUSREG_SET_VALUE:  Instructs the server  to create a value with the name and data set to the 
respective values stored in the batch command data block.  

CLUSREG_CREATE_KEY:  Instructs the server to create a new subkey, or to o pen an existing subkey 

by using the name stored in the batch command data block.  

CLUSREG_DELETE_KEY:  Instructs the server to delete the subkey using the name stored in the 
batch command data block.  

CLUSREG_DELETE_VALUE:  Instructs the server to delete the  value using the name stored in the 
batch command data block.  

CLUSREG_VALUE_DELETED:  Indicates that the named value has either been deleted from the 
registry or the value data has been changed. Returned only through a batch update notification 

port.  

CLUSR EG_READ_KEY:  Instructs the server to execute future operations on a key, and indicates that 
the server has executed operations on a key.  

CLUSREG_READ_VALUE:  Instructs the server to read the specified value of the current key, and 
represents that the serv er has read a value.  

CLUSREG_READ_ERROR:  Indicates that a CLUSREG_READ_VALUE operation on the server has 

failed.  

CLUSREG_CONTROL_COMMAN D:  A value of 1 indicates to synchronize the registry write to all 
nodes, a value of 2 indicates the batch can be execu ted in isolation without synchronizing the 
registry to all nodes.  

CLUSREG_CONDITION_EXISTS : Indicates to successfully complete the batch if the specified value 
exists.  

CLUSREG_CONDITION_NOT_EXISTS : Indicates to successfully complete the batch if the speci fied 

value does not exist.  
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CLUSREG_CONDITION_IS_EQUAL : Indicates to successfully complete the batch if the specified 
value is equal to the value in the registry.  

CLUSREG_CONDITION_IS_NOT_EQUAL : Indicates to successfully complete the batch if the 
specified value is not the same.  

CLUSREG_CONDITION_IS_GREATER_THAN : Indicates to successfully complete the batch if the 
registry value is greater than the specified value.  

CLUSREG_CONDITION_IS_LESS_THAN : Indicates to successfully complete the batch if the 
registry value is less than the specified value.  

CLUSREG_CONDITION_KEY_EXISTS : Indicates to successfully complete the batch if the specified 
key exists.  

CLUSREG_CONDITION_KEY_NOT_EXISTS : Indicates to successfully complete the batch if the 

specified value does not e xist.  

2.2.2.9  IDL_CLUSTER_SET_PASSWORD_FLAGS  

The IDL_CLUSTER_SET_PASSWORD_FLAGS enumeration defines the possible values for the dwFlags  

parameter of the method ApiSetServiceAccountPassword (Opnum 108)  (section  3.1.4.1.108) . The 
valid constant values are as follows. All other values are reserved.  

 typedef  enum IDL_CLUSTER_SET_PASSWORD_FLAGS  

 {  

   IDL_CLUSTER_SET_PASSWORD_IGNORE_DOWN_NODES = 1 

 } IDL_CLUSTER_SET_PASSWORD_FLAGS; 

IDL_CLUSTER_SET_PASSWORD_IGNORE_DOWN_NODES :  Indicates to the server  to proceed 
with the password change operation even if there are nodes configured in the clus ter that are 
currently in the ClusterNodeUp state, as specified in section 3.1.4.1.69 . 

2.2.2.10  CLUSTER_QUORUM_VALUE  

The CLUSTER_QUORUM_VALUE enumeration defines the  possible values that are returned when 
querying the cluster as to whether a configuration change will cause a loss of quorum, as specified in 
sections 3.1.4.3.7.3  and 3.1.4.3.7.4 . The following constant values are valid. All other values are 
reserved.  

 typedef  enum  

 {  

   CLUSTER_QUORUM_MAINTAINED = 0, 

   CLUSTER_QUORUM_LOST = 1 

 } CLUSTER_QUORUM_VALUE; 

CLUSTER_QUORUM_MAINTAINED:  Indicates t hat the change to the cluster state will not cause 

quorum to be lost.  

CLUSTER_QUORUM_LOST:  Indicates that the change to the cluster state will cause quorum to be 
lost.  

2.2.2.11  CLUSTER_OBJECT_TYPE  

The CLUSTER_OBJECT_TYPE enum eration is used to define the type of the object for which a 

notification is requested or generated.  
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 typedef  enum  

 {  

   CLUSTER_OBJECT_TYPE_CLUSTER = 0x00000001,  

   CLUSTER_OBJECT_TYPE_GROUP = 0x00000002, 

   CLUSTER_OBJECT_TYPE_RESOURCE = 0x00000003, 

   CLUSTER_OBJECT_TYPE_RESOURCE_TYPE = 0x00000004, 

   CLUSTER_OBJECT_TYPE_NETWORK_INTERFACE = 0x00000005, 

   CLUSTER_OBJECT_TYPE_NETWORK = 0x00000006, 

   CLUSTER_OBJECT_TYPE_NODE = 0x00000007, 

   CLUSTER_OBJECT_TYPE_REGISTRY = 0x00000008,  

   CLUSTER_OBJECT_TYPE_QUORUM = 0x00000009,  

   CLUSTER_OBJECT_TYPE_SHARED_VOLUME = 0x0000000a, 

   CLUSTER_OBJECT_TYPE_SPACEPORT = 0x0000000b, 

   CLUSTER_OBJECT_TYPE_UPGRADE = 0x0000000c, 

   CLUSTER_OBJECT_TYPE_GROUPSET = 0x0000000d, 

   CLUSTER_OBJECT_TYPE_SBL_DEVICE = 0x0000000e,  

   CLUSTER_OBJECT_TYPE_CERT = 0x0000000f  

 } CLUSTER_OBJECT_TYPE; 

CLUSTER_OBJECT_TYPE_CLUSTER: The notification is for the cluster.  

CLUSTER_OBJECT_TYPE_GROUP: The notification is for a group.  

CLUSTER_OBJECT_TYPE_RESOURCE: The notification is for a resource.  

CLUSTER_OBJECT_TYPE_RESOURCE_TYPE: The notification is for a resource type . 

CLUSTER_OBJECT_TYPE_NETWORK_INTERFACE: The notification is for a cluster network 
interface.  

CLUSTER_OBJECT_TYPE_NETWOR K: The notification is for a cluster network.  

CLUSTER_OBJECT_TYPE_NODE: The notification is for a cluster node.  

CLUSTER_OBJECT_TYPE_REGISTRY: The notification is for a cluster registry key.  

CLUSTER_OBJECT_TYPE_QUORUM: The notification is for a quorum resou rce.  

CLUSTER_OBJECT_TYPE_SHARED_VOLUME: The notification is for a cluster shared volume .  

CLUSTER_OBJECT_TYPE_SPACEPORT:  The notification is for a spaceport.  

CLUSTER_OBJECT_TYPE_UPGRADE:  The noti fication is for an upgrade.  

CLUSTER_OBJECT_TYPE_GROUPSET:  The notification is for a group set .  

CLUSTER_OBJECT_TYPE_SBL_DEVICE:  The notification is for an SBL device. <7>  

CLUSTER_OBJECT_TYPE_CERT:  The notification is for a certificate. <8>  

2.2.2.12  CLUSTER_CHANGE_CLUSTER_V2  

The CLUSTER_CH ANGE_CLUSTER_V2 enumeration defines the list of notifications that are generated 

for the cluster. These notifications are available only with ApiGetNotifyV2  (section  3.1.4.2.138) . The 
object type is CLUSTER_OBJECT_TYPE_CLUSTER.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_CLUSTER_RECONNECT_V2 = 0x00000001, 

   CLUSTER_CHANGE_CLUSTER_STATE_V2 = 0x00000002, 

   CLUSTER_CHANGE_CLUSTER_GROUP_ADDED_V2 = 0x00000004, 

   CLUSTER_CHANGE_CLUSTER_HANDLE_CLOSE_V2 = 0x00000008,  
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   CLUSTER_CHANGE_CLUSTER_NETWORK_ADDED_V2 = 0x00000010, 

   CLUSTER_CHANGE_CLUSTER_NODE_ADDED_V2 = 0x00000020, 

   CLUSTER_CHANGE_CLUSTER_RESOURCE_TYPE_ADDED_V2 = 0x00000040, 

   CLUSTER_CHANGE_CLUSTER_COMMON_PROPERTY_V2 = 0x00000080, 

   CLUSTER_CHANGE_CLUSTER_PRIVATE_PROPERTY_V2 = 0x00000100, 

   CLUSTER_CHANGE_CLUSTER_LOST_NOTIFICATIONS_V2 = 0x00000200, 

   CLUSTER_CHANGE_CLUSTER_RENAME_V2 = 0x00000400, 

   CLUSTER_CHANGE_CLUSTER_MEMBERSHIP_V2 = 0x00000800, 

   CLUSTER_CHANGE_CLUSTER_UPGRADED_V2 = 0x00001000  

 } CLUSTER_CHANGE_CLUSTER_V2; 

CLUSTER_CHANGE_CLUSTER_RECONNECT_V2:  (Client only) For details of this notification, see 
section 3.2.4.6 . 

CLUSTER_CHANGE_CLUSTER_STATE_V2:  (Client on ly) For details of this notification, see section 
3.2.4.6.  

CLUSTER_CHANGE_CLUSTER_GROUP_ADDED_V2:  This notification indicates that a new group 

was created.  

CLUSTER_CHANGE_CLUSTER_HANDLE_CLOSE_V2:  (Client only) For details of this notification, 
see sectio n 3.2.4.7 . 

CLUSTER_CHANGE_CLUSTER_NETWORK_ADDED_V2:  This notification indicates that a cluster 

network was added to the cluster.  

CLUSTER_CHANGE_CLUSTER_NODE_ADDED_V2:  This notification indicates  that a node was 
added to the cluster. The way nodes are added to a cluster is implementation -specific.  

CLUSTER_CHANGE_CLUSTER_RESOURCE_TYPE_ADDED_V2:  This notification indicates that a 
new res ource type  was added to the cluster.  

CLUSTER_CHANGE_CLUSTER_COMMON_PROPERTY_V2:  This notification indicates that a cluster 
common property has changed.  

CLUSTER_CHANGE_CLUSTER_PRIVATE_PROPERTY_V2:  This notification indicates that a cluster 
private property  has changed.  

CLUSTER_CHANGE_CLUSTER_LOST_NOTIFICATIONS_V2:  This notification indicates that 
notifications might have been lost due to a transient condition on the server . 

CLUSTER_CHANGE_CLUSTER_RENAME_V2:  This notification indicates that the name of the 
cluster has changed.  

CLUSTER_CHANGE_CLUSTER_MEMBERSHIP_V2 :  This notification indicates that a node or 
quorum in the cluster is in  a different state.  

CLUSTER_CHANGE_CLUSTER_UPGRADED_V2 :  This notification indicates that the operating 
version of the cluster has changed.  

2.2.2.13  CLUSTER_CHANGE_GROUP_V2  

The CLUSTER_CHANGE_GROUP_V2 enumeration SHOULD <9>  define the list of notifications that are 
generated for a group. These notifications are available only with 
ApiGetNotifyV2  (section  3.1.4.2.138) . The object type is CLUSTER_OBJECT_TYPE_GROUP. ClusAPI 
Protocol version 2.0 servers do not support this value.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_GROUP_DELETED_V2 = 0x00000001, 
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   CLUSTER_CHANGE_GROUP_COMMON_PROPERTY_V2 = 0x00000002,  

   CLUSTER_CHANGE_GROUP_PRIVATE_PROPERTY_V2 = 0x00000004, 

   CLUSTER_CHANGE_GROUP_STATE_V2 = 0x00000008, 

   CLUSTER_CHANGE_GROUP_OWNER_NODE_V2 = 0x00000010, 

   CLUSTER_CHANGE_GROUP_PREFERRED_OWNERS_V2 = 0x00000020, 

   CLUSTER_CHANGE_GROUP_RESOURCE_ADDED_V2 = 0x00000040,  

   CLUSTER_CHANGE_GROUP_RESOURCE_GAINED_V2 = 0x00000080, 

   CLUSTER_CHANGE_GROUP_RESOURCE_LOST_V2 = 0x00000100, 

   CLUSTER_CHANGE_GROUP_HANDLE_CLOSE_V2 = 0x00000200 

 } CLUSTER_CHANGE_GROUP_V2; 

CLUSTER_CHANGE_GROUP_DELETED_V2:  This notif ication indicates that a group was deleted.  

CLUSTER_CHANGE_GROUP_COMMON_PROPERTY_V2:  This notification indicates that a group's 

common property has changed. For details of group property lists, see section 2.2.3.10 . 

CLUSTER_CHANGE_GROUP_PRIVATE_PROPERTY_V2:  This notification indicates that a group's 
private property  has changed. For details of group property lists, see section 2.2.3.10 . 

CLUSTER_CHANGE_GROUP_STATE_V2:  This notification indicates that the state of the group has 
changed. For details on group states, see section 3.1.4.2.46 . 

CLUSTER_CHANGE_GROUP_OWNER_NODE_V2:  Thi s notification indicates that the group's owner 
node has changed.  

CLUSTER_CHANGE_GROUP_PREFERRED_OWNERS_V2:  This notification indicates that the 
group's preferred owners have changed.  

CLUSTER_CHANGE_GROUP_RESOURCE_ADDED_V2:  This notification indicates th at a resource 
was added to the group.  

CLUSTER_CHANGE_GROUP_RESOURCE_GAINED_V2:  This notification indicates that the group 
gained a resource.  

CLUSTER_CHANGE_GROUP_RESOURCE_LOST_V2:  This notification indicates that a resource is 

no longer part of the group . 

CLUSTER_CHANGE_GROUP_HANDLE_CLOSE_V2:  For details of this notification, see section 
3.2.4.7 . 

2.2.2.14  CLUSTER_CHANGE_RESOURCE_V2  

The CLUSTER_CHANGE_RESOURCE _V2 enumeration defines the list of notifications that are generated 
for a resource. ClusAPI Protocol version 2.0 servers do not support this value. <10>  These notifications 
are available onl y with ApiGetNotifyV2  (section  3.1.4.2.138 ) . The object type is 
CLUSTER_OBJECT_TYPE_RESOURCE. 

 typedef  enum  

 {  

   CLUSTER_CHANGE_RESOURCE_COMMON_PROPERTY_V2 = 0x00000001, 

   CLUSTER_CHANGE_RESOURCE_PRIVATE_PROPERTY_V2 = 0x00000002, 

   CLUSTER_CHANGE_RESOURCE_STATE_V2 = 0x00000004, 

   CLUSTER_CHANGE_RESOURCE_OWNER_GROUP_V2 = 0x00000008, 

   CLUSTER_CHANGE_RESOURCE_DEPENDENCIES_V2 = 0x00000010, 

   CLUSTER_CHANGE_RESOURCE_DEPENDENTS_V2 = 0x00000020,  

   CLUSTER_CHANGE_RESOURCE_POSSIBLE_OWNERS_V2 = 0x00000040, 

   CLUSTER_CHANGE_RESOURCE_DELETED_V2 = 0x00000080, 

   CLUSTER_CHANGE_RESOURCE_DLL_UPGRADED_V2 = 0x00000100, 

   CLUSTER_CHANGE_RESOURCE_HANDLE_CLOSE_V2 = 0x00000200 

 } CLUSTER_CHANGE_RESOURCE_V2; 
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CLUSTER_CHANGE_RESOURCE_COMMON_PROPERTY_V2:  This notification indicates that the 
resource's common properties have changed.  

CLUSTER_CHANGE_RESOURCE_PRIVATE_PROPERTY_V2:  This notification indicates that the 
resource's private properties have changed.  

CLUSTER_CHANGE_RESOURCE_STATE_V2:  This notification indicates that the state of the 
resource has changed.  

CLUSTER_CHANGE_RESOURCE_OWNER_GROUP_V2:  This notification indicates that the owner 
group of the resource has changed.  

CLUSTER_CHANGE_RESO URCE_DEPENDENCIES_V2:  This notification indicates that the 
resource's dependencies have changed.  

CLUSTER_CHANGE_RESOURCE_DEPENDENTS_V2:  This notification indicates that the resource's 

dependents have changed.  

CLUSTER_CHANGE_RESOURCE_POSSIBLE_OWNERS_V2:  This notification indicates that the 

resource's possible owner nodes have changed.  

CLUSTER_CHANGE_RESOURCE_DELETED_V2:  This notification indicates that the resource has 
been deleted.  

CLUSTER_CHANGE_RESOURCE_DLL_UPGRADED_V2:  This notification indicates th at the 

resource's DLL has been upgraded.  

CLUSTER_CHANGE_RESOURCE_HANDLE_CLOSE_V2:  For details of this notification, see section 
3.2.4.7 . 

2.2.2.15  CLUSTER_CHANGE_RESOURCE_TYPE_V2  

The CLUSTER_CHANGE_RESOURCE_TYPE_V2 enumeration SHOULD <11>  define the set of 
notifications that are generated for a resource type . ClusAPI Protocol version 2.0 servers do not 

support this value. These notifications are only available with ApiGetNotifyV2  (section  3.1.4.2.138 ) . 
The object type is CLU STER_OBJECT_TYPE_RESOURCE_TYPE. The Parent Id is not set for these 
notifications.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_RESOURCE_TYPE_DELETED_V2 = 0x00000001, 

   CLUSTER_CHANGE_RESOURCE_TYPE_COMMON_PROPERTY_V2 = 0x00000002, 

   CLUSTER_CHANGE_RESOURCE_TYPE_PRIVATE_PROPERTY_V2 = 0x00000004, 

   CLUSTER_CHANGE_RESOURCE_TYPE_POSSIBLE_OWNERS_V2 = 0x00000008, 

   CLUSTER_CHANGE_RESOURCE_TYPE_DLL_UPGRADED_V2 = 0x00000010, 

   CLUSTER_RESOURCE_TYPE_SPECIFIC_V2 = 0x00000020 

 } CLUSTER_CHANGE_RESOURCE_TYPE_V2; 

CLUSTER_CHANGE_RESOURCE_TYPE_DELETED_V2:  This notification indicates that the resource 
type has been deleted.  

CLUSTER_CHANGE_RESOURCE_TYPE_COMMON_PROPERTY_V2:  This notification indicates that 
the resource type common prop erties have changed.  

CLUSTER_CHANGE_RESOURCE_TYPE_PRIVATE_PROPERTY_V2:  This notification indicates that 
the resource type private properties have changed.  

CLUSTER_CHANGE_RESOURCE_TYPE_POSSIBLE_OWNERS_V2:  This notification indicates that 
the possible owne rs for the resource type have changed.  
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CLUSTER_CHANGE_RESOURCE_TYPE_DLL_UPGRADED_V2:  This notification indicates that the 
resource type DLL has been upgraded.  

CLUSTER_RESOURCE_TYPE_SPECIFIC_V2 :  This notification indicates a resource DLL has raised a 
noti fication.  

2.2.2.16  CLUSTER_CHANGE_NETINTERFACE_V2  

This enumeration SHOULD <12>  define the notifications that are generated for a cluster network 
inter face. These notifications are only available with ApiGetNotifyV2  (section  3.1.4.2.138) . The object 

type is CLUSTER_OBJECT_TYPE_NETWORK_INTERFACE. The Parent Id is not set for these 
notifications. ClusAPI Protocol version 2.0 servers do not support this value.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_NETINTERFACE_DELETED_V2 = 0x00000001, 

   CLUSTER_CHANGE_NETINTERFACE_COMMON_PROPERTY_V2 = 0x00000002, 

   CLUSTER_CHANGE_NETINTERFACE_PRIVATE_PROPERTY_V2 = 0x00000004,  

   CLUSTER_CHANGE_NETINTERFACE_STATE_V2 = 0x00000008, 

   CLUSTER_CHANGE_NETINTERFACE_HANDLE_CLOSE_V2 = 0x00000010 

 } CLUSTER_CHANGE_NETINTERFACE_V2; 

CLUSTER_CHANGE_NETINTERFACE_DELETED_V2:  This notification indicates that the cluster 
network interface  has been deleted.  

CLUSTER_CHANGE_NETINTERFACE_COMMON_PROPERTY_V2:  This notification indicates that 
the common properties for the cluster interface have changed.  

CLUSTER_CHANGE_NETINTERFACE_PRIVATE_PROPERTY_V2:  This notification indicates that 
the privat e properties for the cluster interface have changed.  

CLUSTER_CHANGE_NETINTERFACE_STATE_V2:  This notification indicates that the state of the 
cluster interface has changed.  

CLUSTER_CHANGE_NETINTERFACE_HANDLE_CLOSE_V2:  For details of this notification, see  
section 3.2.4.7 . 

2.2.2.17  CLUSTER_CHANGE_NETWORK_V2  

The CLUSTER_CHANGE_NETWORK_V2 enumeration SHOULD <13>  list the notifications that are 
generated for a cluster network. ClusAPI Protocol version 2.0 servers do not support this value.  

These notifications are available only with ApiGetNotifyV2  (section  3.1.4.2.138) . The object type is 

CLUSTER_OBJECT_TYPE_NETWORK. The Parent Id is not set for these notifications.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_NETWORK_DELETED_V2 = 0x00000001, 

   CLUSTER_CHANGE_NETWORK_COMMON_PROPERTY_V2 = 0x00000002,  

   CLUSTER_CHANGE_NETWORK_PRIVATE_PROPERTY_V2 = 0x00000004, 

   CLUSTER_CHANGE_NETWORK_STATE_V2 = 0x00000008, 

   CLUSTER_CHANGE_NETWORK_HANDLE_CLOSE_V2 = 0x00000010 

 } CLUSTER_CHANGE_NETWORK_V2; 

CLUSTER_CHANGE_NETWORK_DELETED_V2:  This notification indicates that the cluster network 
has been deleted.  
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CLUSTER_CHANGE_NETWORK_COMMON_PROPERTY_V2:  This notification indicates that the 
common properties for the cluster network have changed.  

CLUSTER_CHANGE_NETWORK_PRIVATE_PROPERTY_V2:  This notification ind icates that the 
private properties for the cluster network have changed.  

CLUSTER_CHANGE_NETWORK_STATE_V2:  This notification indicates that the cluster network 
state has changed.  

CLUSTER_CHANGE_NETWORK_HANDLE_CLOSE_V2:  For details of this notification, se e section 
3.2.4.7 . 

2.2.2.18  CLUSTER_CHANGE_NODE_V2  

The CLUSTER_CHANGE_NODE_V2 enumeration SHOULD < 14>  list the notifications that are generated 
for a cluster node. ClusAPI Protocol version 2.0 servers do not support this value.  

These notifications are available only with ApiGetNotifyV2  (sectio n 3.1.4.2.138) . The object type is 

CLUSTER_OBJECT_TYPE_NODE. The Parent Id is not set for these notifications.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_NODE_NETINTERFACE_ADDED_V2 = 0x00000001, 

   CLUSTER_CHANGE_NODE_DELETED_V2 = 0x00000002, 

   CLUSTER_CHANGE_NODE_COMMON_PROPERTY_V2 = 0x00000004, 

   CLUSTER_CHANGE_NODE_PRIVATE_PROPERTY_V2 = 0x00000008, 

   CLUSTER_CHANGE_NODE_STATE_V2 = 0x00000010, 

   CLUSTER_CHANGE_NODE_GROUP_GAINED_V2 = 0x00000020, 

   CLUSTER_CHANGE_NODE_GROUP_LOST_V2 = 0x00000040, 

   CLUSTER_CHANGE_NODE_HANDLE_CLOSE_V2 = 0x00000080  

 } CLUSTER_CHANGE_NODE_V2; 

CLUSTER_CHANGE_NODE_NETINTERFACE_ADDED_V2:  This notification indicates that the 
network interface for the cluster node has been added.  

CLUSTER_CHANGE_NODE_DELETED_V2:  This notification indicates that the cluster node has been 

deleted.  

CLUSTER_CHANGE_NODE_COMMON_PROPERTY_V2:  This notification indicates that the common 
properties for the cluster node have been changed.  

CLUSTER_CHANGE_NODE_PRIVATE_PROPERTY_V2:  This notification indicates that the p rivate 
properties for the cluster node have been changed.  

CLUSTER_CHANGE_NODE_STATE_V2:  This notification indicates that the state of the cluster node 
has changed.  

CLUSTER_CHANGE_NODE_GROUP_GAINED_V2:  This notification indicates that the cluster node 
has  gained a group.  

CLUSTER_CHANGE_NODE_GROUP_LOST_V2:  This notification indicates that the cluster node has 
lost a group.  

CLUSTER_CHANGE_NODE_HANDLE_CLOSE_V2:  For details of this notification, see section 
3.2.4.7 . 

2.2.2.19  CLUSTER_CHANGE_REGISTRY_V2  

The CLUSTER_CHANGE_REGISTRY_V2 enumeration lists the notifications that are generated for a 
registry key. ClusAPI Pr otocol version 2.0 servers do not support this value. <15>  
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These notifications are available only with ApiGetNotifyV2  (section  3.1. 4.2.138) . The object type is 
CLUSTER_OBJECT_TYPE_REGISTRY. The Parent Id is not set for these notifications.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_REGISTRY_ATTRIBUTES_V2 = 0x00000001, 

   CLUSTER_CHANGE_REGISTRY_NAME_V2 = 0x00000002, 

   CLUSTER_CHANGE_REGISTRY_SUBTREE_V2 = 0x00000004,  

   CLUSTER_CHANGE_REGISTRY_VALUE_V2 = 0x00000008, 

   CLUSTER_CHANGE_REGISTRY_HANDLE_CLOSE_V2 = 0x00000010 

 } CLUSTER_CHANGE_REGISTRY_V2; 

CLUSTER_CHANGE_REGISTRY_ATTRIBUTES_V2:  This notification indicates that the registry 

attributes ch anged.  

CLUSTER_CHANGE_REGISTRY_NAME_V2:  This notification indicates that the registry key name 
has changed.  

CLUSTER_CHANGE_REGISTRY_SUBTREE_V2:  This notification indicates that the registry subtree 
has changed.  

CLUSTER_CHANGE_REGISTRY_VALUE_V2:  This not ification indicates that the registry value has 

changed.  

CLUSTER_CHANGE_REGISTRY_HANDLE_CLOSE_V2:  For details of this notification, see section 
3.2.4.7 . 

2.2.2.20  CLUSTER_CHANGE_QUORUM_V2  

The CLUSTER_CHANGE_QUORUM_V2 enumeration SHOULD <16>  list the notifications that are 
generated for quorum -specific information. ClusAPI Protocol version 2.0 servers  do not support this 
value.  

These notifications are available only with ApiGetNotifyV2  (section  3.1.4.2.138) . The object type is 

CLUSTER_OBJECT_TYPE_QUORUM. The Parent Id is not set for these noti fications.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_QUORUM_STATE_V2 = 0x00000001 

 } CLUSTER_CHANGE_QUORUM_V2; 

CLUSTER_CHANGE_QUORUM_STATE_V2:  This notification indicates that the quorum configuration 

of the cluster has changed.  

2.2.2.21  CLUSTER_CHANGE_SHARED_VOLUME_V2  

The CLUSTER_CHANGE_SHARED_VOLUME_V2 enumeration SHOULD <17>  list the notifications that 
are generated for a cluster shared volume . ClusAPI Protocol version 2.0 servers do not support this 

value.  

These notifications are available only with ApiGetNotifyV2  (sect ion  3.1.4.2.138) . The object type is 
CLUSTER_OBJECT_TYPE_SHARED_VOLUME.  

 typedef  enum  

 {  

   CLUSTER_CHANGE_SHARED_VOLUME_STATE_V2 = 0x00000001 

 } CLUSTER_CHANGE_SHARED_VOLUME_V2; 
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CLUSTER_CHANGE_SHARED_VOLUME_STATE_V2:  This notification indicates that the cl uster 
shared volume state has changed.  

2.2.2.22  CLUSDSK_DISKID_ENUM  

The CLUSDSK_DISKID_ENUM  enumeration defines the possible values of the disk ID types.  

 typedef  enum  

 {  

   DiskIdSignature = 0x00000001,  

   DiskIdGuid = 0x000000 02,  

   DiskIdUnKnown = 0x00001388  

 } CLUSDSK_DISKID_ENUM;  

DiskIdSignature:   This value indicates a master boot record (MBR)  disk type.  

DiskIdGuid:   This value indicates a GPT  disk type.  

DiskIdUnKnown:   This value indicates a disk whose partition  type is unknown.  

2.2.2.23  S2DCACHE_MODE  

The S2DCACHE_MODE  enumeration <18>  represents the disk cache mode of cluster manager.  

 typedef enum  

 {  

   S2DCacheMode_Disabled = 0x00000000,  

   S2DCacheMode_Enabled = 0x00000002,  

   S2DCacheMode_ReadOnly = 0x00000004,  

   S2DCacheMode_ReadWrite = 0x00000008,  

   S2DCacheMode_WriteOnly = 0x0000000c  

 } S2DCacheMode;  

S2DCacheMode_Disabled:  This value indicates that the storage manager's disk cache access is 
disabled.  

S2DCacheMode_Enabled: This value indicates that the storage managerôs disk cache access is 
enabled.  

S2DCacheMode_ReadOnly:  This value indicates that the storage manager's disk cache has read -
only access.  

S2DCacheMode_ReadWrite:  This value indicates that the storage manager's disk cache has 

read/write access.  

S2DCacheMode_WriteOnly:  This valu e indicates that the storage manager's disk cache has write -
only mode.  

2.2.2.24  CLUSTER_CHANGE_GROUPSET_V2  

The CLUSTER_CHANGE_GROUPSET_V2  enumeration SHOULD <19>  define the list of notifications 
that are generated for a group set . These notifications are available only with ApiGetNotifyV2  
(section 3.1.4.2.138 ). The object type is CL USTER_OBJECT_TYPE_GROUPSET. ClusAPI Protocol 
version 2.0 servers do not support this value.  

 typedef enum CLUSTER_CHANGE_GROUPSET_V2 {  

   CLUSTER_CHANGE_GROUPSET_DELETED_v2  = 0x00000001,  
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   CLUSTER_CHANGE_GROUPSET_COMMON_PROPERTY_V2  = 0x00000002,  

   CLUSTER_CHANGE_GROUPSET_PRIVATE_PROPERTY_V2 = 0x00000004,  

   CLUSTER_CHANGE_GROUPSET_STATE_V2  = 0x00000008,  

   CLUSTER_CHANGE_GROUPSET_GROUP_ADDED  = 0x00000010,  

   CLUSTER_CHANGE_GROUPSET_GROUP_REMOVED  = 0x00000020,  

   CLUSTER_CHANGE_GROUPSET_DEPENDENCIES_V2  = 0x0 0000040,  

   CLUSTER_CHANGE_GROUPSET_DEPENDENTS_V2  = 0x00000080,  

   CLUSTER_CHANGE_GROUPSET_HANDLE_CLOSE_v2  = 0x00000100  

 } CLUSTER_CHANGE_GROUPSET_V2; 

CLUSTER_CHANGE_GROUPSET_DELETED_v2:  This notification indicates that a group set was 
deleted.  

CLUSTER_CHAN GE_GROUPSET_COMMON_PROPERTY_V2:  This notification indicates that a 
group set's common property has changed. For details of group set property lists, see section 
2.2.3.10 . 

CLUSTER_CHANGE_GROUPSET_P RIVATE_PROPERTY_V2:  This notification indicates that a group 

set's private property  has changed. For details of group set property lists, see section 2.2.3.10.  

CLUSTER_CHANGE_GROUPSET_STATE_V2:  This notification indicates that a group set's state has 
changed.  

CLUSTER_CHANGE_GROUPSET_GROUP_ADDED:  This notification indicates that a group was 
added to the group set.  

CLUSTER_CHANGE_GROUPSET_GROUP_REMOVED:  This notification indicates that a group was 
removed from the group set.  

CLUSTER_CHANGE_GROUPSET_DEPENDENCIES_V2:  This notification indicates that there is a 
change in group set's dependencies.  

CLUSTER_CHANGE_GROUPSET_DEPENDENTS_V2:  This notification indi cates that there is a 
change in group set's dependents.  

CLUSTER_CHANGE_GROUPSET_HANDLE_CLOSE_v2:  This notification indicates that a group set 
handle is closed. For details of this notification, see section 3.2.4.7 . 

2.2.2.25  CLUSTER_CHANGE_SPACEPORT_V2  

The CLUSTER_CHANGE_SPACEPORT_V2  enumeration SHOULD <20>  define the list of notifications 
that are generated for a spaceport. These notifications  are available only with ApiGetNotifyV2 (section 
3.1.4.2.138 ). The object type is CLUSTER_OBJECT_TYPE_SPACEPORT. ClusAPI Protocol version 2.0 

servers do not support this value.  

 typedef enum  

 {  

   CLUSTER_CHANGE_SPACEPORT_CUSTOM_PNP_V2 = 0x00000001 

 } CLUSTER_CHANGE_SPACEPORT_V2; 

CLUSTER_CHANGE_SPACEPORT_CUSTOM_PNP_V2:  This notification indicates a spaceport event.  

2.2.2.26  CLUSTER_CHANGE_NODE_UPGRADE_PHASE_V2  

The CLUSTER_CHANGE_NODE_UPGRADE_PHASE_V2  enumeratio n SHOULD <21>  define the list 
of notifications that are generated for node upgrades. These notifications are available only with 
ApiGetNotifyV2 (section 3.1.4.2.138 ). The object type is CLUSTER_OBJECT_TYPE_UPGRADE. ClusAPI 
Protocol version 2.0 servers do not support this value.  
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 typedef enum  

 {  

   CLUSTER_CHANGE_UPGRADE_NODE_PREPARE = 0x00000001, 

   CLUSTER_CHANGE_UPGRADE_NODE_COMMIT = 0x00000002,  

   CLUSTER_CHANGE_UPGRADE_NODE_POSTCOMMIT = 0x00000004, 

   CLUSTER_CHANGE_UPGRADE_ALL = 0x00000007 

 } CLUSTER_CHANGE_NODE_UPGRADE_PHASE_V2; 

CLUSTER_CHANGE_UPGRADE_NODE_PREPARE:  This notification indicates that the node is 
preparing upgrade.  

CLUSTER_ CHANGE_UPGRADE_NODE_COMMIT:  This notification indicates that the node is 
committing upgrade.  

CLUSTER_CHANGE_UPGRADE_NODE_POSTCOMMIT:  This notification indicates that the node is 
post -processing upgrade.  

CLUSTER_CHANGE_UPGRADE_ALL:  This value is used for pr epare, commit and post -processing 

upgrade notifications.  

2.2.3  Structures  

2.2.3.1  RPC_SECURITY_DESCRIPTOR  

The RPC_SECURITY_DESCRIPTOR structure is a container for passing a security descriptor  that can 
be marshaled and unmarshaled by RPC . In this protocol it is part of the RPC_SECURITY_ATTRIBUTES  
structure, as specified in section 2.2.3.2.  

 typedef struct  _RPC_SECURITY_DESCRIPTOR {  

   [size_is(cbInSecurityDescriptor),  length_is(cbOutSecurityDescriptor)]  

     unsigned char*  lpSecurityDescriptor;  

   uns igned long  cbInSecurityDescriptor;  

   unsigned long  cbOutSecurityDescriptor;  

 } RPC_SECURITY_DESCRIPTOR, 

  *PRPC_SECURITY_DESCRIPTOR; 

lpSecurityDescriptor:   A variable - length buffer that contains a security descriptor in self - relative 
form.  

cbInSecurityDescri ptor:   The size, in bytes, of memory that is allocated for the security descriptor. 

If no security descriptor is specified, this field MUST be zero.  

cbOutSecurityDescriptor:   The number of bytes of the lpSecurityDescriptor  to be transmitted. If 
no security  descriptor is specified, this field MUST be zero.  

2.2.3.2  RPC_SECURITY_ATTRIBUTES  

The RPC_SECURITY_ATTRIBUTES structure represents security attributes that can be marshaled and 

unmarshaled b y RPC .  

The RPC_SECURITY_ATTRIBUTES structure is used by a client  to indicate the security attributes that 
are assigned when creating  a new cluster registry key, as specified in section 3.1.4.2.30 . 

 typedef struct  _RPC_SECURITY_ATTRIBUTES {  

   unsigned long  nLength;  

   RPC_SECURITY_DESCRIPTOR RpcSecurityDescriptor;  

   long  bInherit Handle;  
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 } RPC_SECURITY_ATTRIBUTES,  

  *PRPC_SECURITY_ATTRIBUTES; 

nLength:   The length of the structure, in bytes.  

RpcSecurityDescriptor:   A self - relative security descriptor  that can be marshaled and 
unmarshaled by RPC, as specified in section 2.2.3.1 . 

bInheritHandle:   Any nonzero value if a new spawned process inherits the handle; however, because 

cluster registry keys are not inheritable, this field MUST be set to zero for use in ApiCreateKey, as 
specified in section 3.1.4.2.30.  

2.2.3.3  CLUSTER_OPERATIONAL_VERSION_INFO  

This structure contains information about the versions of cluster software with which all nodes in the 
cluste r  are compatible.  

 typedef struct  _CLUSTER_OPERATIONAL_VERSION_INFO {  

   unsigned long  dwSize;  

   unsigned long  dwClusterHighestVersion;  

   unsigned long  dwClusterLowestVersion;  

   unsigned long  dwFlags;  

   unsigned long  dwReserved;  

 } CLUSTER_OPERATIONAL_VERSION_INFO, 

  *PCLUSTER_OPERATIONAL_VERSION_INFO; 

dwSize:   The size, in bytes, of this structure. MUST be set to 20 bytes.  

dwClusterHighestVersion:   The highest version of cluster software with which all nodes in the 
cluster are compat ible. The upper 2 bytes of dwClusterHighestVersion  identify the cluster 
software internal major version number, and the lower 2 bytes identify the cluster software 

internal minor version number. Note that the internal version and build numbers are not 

nece ssarily identical to the operating system version and build numbers. The 
dwClusterHighestVersion  member SHOULD <22>  be set to one of the following values.  

Value  Meaning  

0x000100e0  One or mor e nodes support an internal version that is no higher than 0x0001 with internal 
build number 0x00e0.  

0x000200e0  One or more nodes support an internal version that is no higher than 0x0002 with internal 
build number 0x00e0.  

0x00030893  One or more nodes support an internal version that is no higher than 0x0003 with internal 
build number 0x0893.  

0x00040ECE  One or more nodes support an internal version that is no higher than 0x0004 with internal 
build number 0x0ECE.  

0x00051771  One or more nodes support an  internal version that is no higher than 0x0005 with internal 
build number 0x1771.  

0x00061DB0  One or more nodes support an internal version that is no higher than 0x0006 with internal 
build number 0x1DB0.  

0x000723F0  One or more nodes support an internal version that is no higher than 0x0007 with internal 
build number 0x23F0.  

0x00082580  One or more nodes support an internal version that is no higher than 0x0008 with internal 



53  / 644  

[MS -CMRP] -  v20171201  
Failover Cluster: Management API (ClusAPI) Protocol  
Copyright © 2017 Microsoft Corporation  
Release:  December 1, 2017  

Value  Meaning  

build number 0x2580.  

0x00090003  One or more nodes support an internal version t hat is no higher than 0x0009 with internal 
build number 0x0003.  

0x000a0001  One or more nodes support an internal version that is no higher than 0x000a with internal 
build number 0x0001.  

dwClusterLowestVersion:   The lowest version of cluster software with which all nodes in the cluster 
are compatible. The upper 2 bytes of dwClusterLowestVersion  identify the cluster software internal 
major version number, and the lower 2 bytes of dwClusterLowestVersion  identify the cluster 
software internal minor version number. The dwClusterLowestVersion  member SHOULD <23>  be 
set to one of the following values.  

Value  Meaning  

0x000100e0  One or more nodes support an internal version that is no lower than 0x0001 with internal 
build number 0x00e0.  

0x000200e0  One or more nodes support an internal version that is no lower than 0x0002 with internal 
build number 0x00e0.  

0x00030893  One or more nodes support an i nternal version that is no lower than 0x0003 with internal 
build number 0x0893.  

0x00051771  One or more nodes support an internal version that is no lower than 0x0005 with internal 
build number 0x1771.  

0x00061DB0  One or more nodes support an internal version that is no lower than 0x0006 with internal 

build number 0x1DB0.  

0x000723F0  One or more nodes support an internal version that is no lower than 0x0007 with internal 
build number 0x23F0.  

0x00082580  One or more nodes support an internal version tha t is no lower than 0x0008 with internal 
build number 0x2580.  

0x00090003  One or more nodes support an internal version that is no lower than 0x0009 with internal 
build number 0x0003.  

0x000a0001  One or more nodes support an internal version that is no high er than 0x000a with internal 
build number 0x0001.  

dwFlags:   The flags that identify the characteristics  of the cluster operational version. The dwFlags  
member MUST be set to one of the followin g values.  

Value  Meaning  

0x00000000  All nodes in the cluster are running the same version of the 
cluster software.  

CLUSTER_VERSION_FLAG_MIXED_MODE  

0x00000001  

The cluster is configured with nodes that are running different 
versions of the cluster software.  

dwReserved:   Reserved. MUST be set to 0 and ignored by the client . 
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2.2.3.4  ENUM_ENTRY  

The ENUM_ENTRY structure contains information about a single elemen t in an ENUM_LIST , as 
specified in section 2.2.3.5. An ENUM_ENTRY contains the name of a cluster object .  

 typedef struct  _ENUM_ENTRY {  

   DWORD Type;  

   [string] LPWSTR  Name; 

 } ENUM_ENTRY, 

  *PENUM_ENTRY; 

Type:   Specifies the type of the object that is represented by the list element. This member MUST be 
set to one of the following values.  

If the ENUM_LIST is returned by a call to ApiCreateEnum  (section  3.1.4.2.8)  or 

ApiCreateEnumEx  (section  3.1.4.2.124) , Type  is set to one of the following values.  

Value  Meaning  

CLUSTER_ENUM_NODE  

0x00000001  

If returned by ApiCreateEnum, this ENUM_ENTRY list 
element contains the name of a cluster node. If returned 
by ApiCreateEnumEx, this ENUM_ENTRY list element 
contains the name or ID, as specified in section 
3.1.4.2.124, of a cluste r node.  

CLUSTER_ENUM_RESTYPE 

0x00000002  

If returned by ApiCreateEnum, this ENUM_ENTRY list 
element contains the name of a cluster resource type . 
If returned by ApiCreateEnumEx, this ENUM_ENTRY list 
element contains the name or ID, as specified in section 
3.1.4.2.124, of a cluster resource type.  

CLUSTER_ENUM_RESOURCE 

0x00000004  

If returned by ApiCreateEnum, this ENUM_ENTRY list 
element contains the name of a cluster resource. If 
returned by ApiC reateEnumEx, this ENUM_ENTRY list 
element contains the name or ID, as specified in section 
3.1.4.2.124, of a cluster resource.  

CLUSTER_ENUM_GROUP 

0x00000008  

If returned by ApiCreateEnum, this ENUM_ENTRY  list 
element contains the name of a cluster group. If returned 
by ApiCreateEnumEx, this ENUM_ENTRY list element 
contains the name or ID, as specified in section 
3.1.4.2.124, of a cluster group.  

CLUSTER_ENUM_NETWORK  

0x00000010  

If returned by ApiCreateEnum , this ENUM_ENTRY list 
element contains the name of a cluster network. If 
returned by ApiCreateEnumEx, this ENUM_ENTRY list 
element contains the name or ID, as specified in section 
3.1.4.2.124, of a cluster network.  

CLUSTER_ENUM_NETINTERFACE  

0x00000020  

If  returned by ApiCreateEnum, this ENUM_ENTRY list 
element contains the name of a cluster network interface. 
If returned by ApiCreateEnumEx, this ENUM_ENTRY list 
element contains the name or ID, as specified in section 
3.1.4.2.124, of a cluster network inter face.  

CLUSTER_ENUM_SHARED_VOLUME_RESOURCE  

0x40000000  

If returned by ApiCreateEnum, this ENUM_ENTRY list 
element contains the name of a cluster shared volume . 
If returned by ApiCreateEnumEx, thi s ENUM_ENTRY list 
element contains the name or ID, as specified in section 
3.1.4.2.124, of a cluster shared volume.  

CLUSTER_ENUM_INTERNAL_NETWORK  If returned by ApiCreateEnum, this ENUM_ENTRY  list 
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Value  Meaning  

0x80000000  element contains the name of a cluster network used 
only for internal cluster communications. If returned by 
ApiCreateEnumEx, this ENUM_ENTRY list element 
contains the name or ID, as specified in section 
3.1.4.2.124, of a cluster network used only fo r internal 
cluster communications.  

If the ENUM_LIST is returned by a call to ApiCreateResEnum , as specified in section 3.1.4.2.23, 
Type is set to one of the following values.  

Value  Meaning  

CLUSTER_RESOURCE_ENUM_DEPENDS 

0x00000001  

This ENUM_ENTRY list element contains the name of a cluster 
resource that is depended upon, as described in Section 
3.1.1.1.1  by the resource designated in  the call to 
ApiCreateResEnum.  

CLUSTER_RESOURCE_ENUM_PROVIDES  

0x00000002  

This ENUM_ENTRY list element contains the name of a cluster 
resource that depends upon, as described in Section 3.1.1.1.1 by 
the resource designated in the call to ApiCreateResEnum.  

CLUSTER_RESOURCE_ENUM_NODES  

0x00000004  

This ENUM_ENTRY list element contains the name of a cluster 
node that can host the resource designated in the call to 
ApiCreateResEnum.  

If the ENUM_LIST is returned by a call to ApiCreateGroupResourceEnum , as specified in section 
3.1.4.2.54, Type is set to one of the following values.  

Value  Meaning  

CLUSTER_GROUP_ENUM_CONTAINS  

0x00000001  

This ENUM_ENTRY  list element contains the name of a cluster 
resource that is contained in the group designated in the call to 
ApiCreateGroupResourceEnum.  

CLUSTER_GROUP_ENUM_NODES  

0x00000002  

This ENUM_ENTRY list element contains the name of a cluster node 
that can host t he group designated in the call to 
ApiCreateGroupResourceEnum.  

If the ENUM_LIST is returned by a call to ApiCreateNetworkEnum , as specified in section 
3.1.4.2.85, Type is set to one of the follow ing values.  

Value  Meaning  

CLUSTER_NETWORK_ENUM_NETINTERFACES  

0x00000001  

This ENUM_ENTRY list element contains the name of a 
cluster network interface.  

If the ENUM_LIST is returned by a call to ApiCreateNodeEnum  (section  3.1.4.2.101)  or 
ApiCreateNodeEnumEx  (section  3.1.4.2.123) , Type  is set to one of the following values.  

Value  Meaning  

CLUSTER_NODE_ENUM_NETINTERFACES  

0x00000001  

This ENUM_ENTRY list element contains the name of a cluster 
network interface.  

CLUSTER_NODE_ENUM_GROUPS  

0x00000002  

If returned by ApiCreateNodeEnum, this ENUM_ENTRY list 
element contains the name of a cluster group. If returned by 
ApiCreateNodeEnumEx, this ENUM_ENTRY list element contains 
the name or ID, as specified in section 3.1.4.2.123, of a cluster 
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Value  Meaning  

group.  

If the ENUM_LIST is returned by a call to ApiCreateResTypeEnum , as specified in section 
3.1.4.2.103, Type is set to one of the following values.  

Value  Meaning  

CLUSTER_RESOURCE_TYPE_ENUM_NODES 

0x00000001  

This ENUM_ENTRY list element contains the name of a 
cluster node.  

CLUSTER_RESOURCE_TYPE_ENUM_RESOURCES 

0x00000002  

This ENUM_ENTRY  list element contains the name of a 
cluster resource.  

If the ENUM_LIST is returned by a call to ApiCreateNetInterfaceEnum , as specified in section 

3.1.4.2.163 , Type is set to one of the followin g values.  

Value  Meaning  

CLUSTER_ENUM_NETINTERFACE  

0x00000020  

If returned by ApiCreateNetInterfaceEnum, this ENUM_ENTRY  list 
element contains the list of cluster network interfaces.  

Name:   If the ENUM_LIST is returned by a call to ApiCreateNodeEnumEx  (section  3.1.4.2.123), it 
contains the return data specified in section 3.1.4.2.123.  

If the ENUM_LIST is returned by a call to ApiCreateEnumEx  (section  3.1.4.2.124), it contains the 
return data specified in section 3.1.4.2.124.  

Otherwis e, a null - terminated Unicode string  that specifies the name of the object that is 
represented by the list element. See section 3.1.4  for information about the maximum length of 

this string.  

2.2.3.5  ENUM_LIST  

The ENUM_LIST structure is a container for a list of ENUM_ENTRY structures, as specif ied in section 
2.2.3.4. An ENUM_LIST encapsulates the results of a query that is performed on the cluster state . 

The semantics of the collection of named cluster objects  depends on the query that is performed. 
For example, the ApiCreateEnum  method, as specified in section 3.1.4.2.8, can be used to query a list 
of nodes in the cluster  or a list of resources in the cluster. The result of either query is returned to 
the client  as an ENUM_LIST.  

 typedef struct  _ENUM_LIST {  

   DWORD EntryCount;  

   [size_is(EntryCount)] ENUM_ENTRY  Entry[*];  

 } ENUM_LIST,  

  *PENUM_LIST;  

EntryCount:   An unsigned 32 -bit integer. The number of elements in the field Entry.  

Entry:   An array of ENUM_ENTRY structures that represents the conte nts of the list.  
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2.2.3.6  IDL_CLUSTER_SET_PASSWORD_STATUS  

The IDL_CLUSTER_SET_PASSWORD_STATUS structure contains information about the results of a 
service account password cha nge, as specified in section 3.1.4.2.108 , on a particular node in the 

cluster.  

 typedef struct  IDL_CLUSTER_SET_PASSWORD_STATUS {  

   DWORD NodeId;  

   BOOLEAN SetAttempted;  

   DWORD ReturnStatus;  

 } IDL_ CLUSTER_SET_PASSWORD_STATUS, 

  *PIDL_CLUSTER_SET_PASSWORD_STATUS; 

NodeId:   A 32 -bit integer containing the ID of a configured node in the cluster.  

SetAttempted:   A Boolean where TRUE indicates that the password change was attempted on this 
node; any other v alue indicates that no attempt was made.  

ReturnStatus:   The Win32 error code associated with the attempt. This field MUST be ignored if the 
SetAttempted  field is FALSE.  

2.2.3.7  CLUS_RESOURCE_CLASS_INFO  

The CLUS_RESOURCE_CLASS_INFO structure identifies the class of a cluster resource. A resource 
class  is a collection of resources that share a similar trait. For example, resources that represent a 

disk are placed in a class that identifies storage devices.  

CLUS_RESOURCE_CLASS_INFO is a custom -marshaled structure as follows.  
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Class 

SubClass  

Class (4 bytes): An unsigned 32 -bit integer. Identifies the resource class of the designated resource  
. On successful completion of the method, the server  MUST set this field to one of the following 
values.  

Value  Meaning  

CLUS_RESCLASS_UNKNOWN  

0x00000000  

The resource is not identified with a class.  

CLUS_RESCLASS_STORAGE 

0x00000001  

The resource represents a physical or logical entity on which data can be 
persistently written.  

CLUS_RESCLASS_NETWORK  

0x00000002  

The resource represents a physical or logical entity that pertains to 
networks.  

SubClass (4 bytes): An unsigned 32 -bit integer. Identifies the subclass, within the class, of the 
designated resourc e. On successful completion of the method, the server MUST set this field to 
one of the following values.  
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Value  Meaning  

0x00000000  The resource is not identified with a subclass.  

0x80000000  For resources of class CLUS_RESCLASS_STORAGE, the storage entity  is shared; that is, it 
can potentially be accessed by more than one computer.  

For resources of class CLUS_RESCLASS_NETWORK, the resource represents an IP address.  

 

2.2.3.8  CLUS_SCSI_ADDRESS  

The CLUS_SCSI_ADDRESS data structure is the format in which a property value of syntax 
CLUSPROP_SYNTAX_SCSI_ADDRESS, as specified in 2.2.2.3 , is written as a property value, as 
specified in section 2.2.3.10.1 . 

CLUS_SCSI_ADDRESS is a custom -marshaled data structure that has fields as follows.  
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PortNumber  PathId  TargetID  LUN 

PortNumber (1 byte): An unsigned 8-bit integer. Specifies the SCSI port number of the disk.  

PathId (1 byte): An unsigned 8 -bit integer. Indicates the bus number if the SCSI adapter that is 
identified by PortNumber is connected to multiple SCSI buses. This field is an index that MUST 
start  at 0 and that is local to the SCSI adapter. For adapters that are connected to only one bus, 
this field MUST be 0.  

TargetID (1 byte): An unsigned 8 -bit integer. Identifies the SCSI target of the disk.  

LUN (1 byte): An unsigned 8 -bit integer. Specifies the  SCSI logical unit number (LUN) of the disk.  

2.2.3.9  CLUS_PARTITION_INFO  

The CLUS_PARTITION_INFO data structure is the format in which a property value of syntax 

CLUSPROP_SYNTAX_PARTITION_INFO, as specified in section 2.2.2.3 , is written as a property value, 
as specified in section 2.2.3.10.1 . CLUS_PARTITION_INFO contains data about a disk partition  that is 
configured with a basic volume .  

CLUS_PARTITION_INFO is a custom -marshaled data structure that has fields as follows.  
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dwFlags  

szDeviceName (520 bytes)  

...  

...  

szVolumeLabel (520 bytes)  
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...  

...  

dwSerialNumber  

rgdwMaximumComponentLength  

dwFileSystemFlags  

szFileSystem (64 bytes)  

...  

...  

dwFlags (4 bytes): An unsigned 32 -bit integer. Indicates characteristics  about the partition. Can 
be a combination of the following values.  

Value  Meaning  

0x00000000  No flags are set.  

CLUSPROP_PIFLAG_STICKY  

0x00000001  

The volume  is configured with a drive letter.  

Can be combined with any other flag.  

CLUSPROP_PIFLAG_USABLE 

0x00000004  

The partition is formatted with a file system that is usable by t he 
cluster software. This flag SHOULD be set if and only if the partition is 
formatted with the NT file system (NTFS) . 

Can be combined with any other flag, but MUST be set if 
CLUSPROP_PIFLAG_DEFAULT_QUORUM is set.  

CLUSPROP_PIFLAG_DEFAULT_QUORUM  

0x00000008  

Indicates that the smallest NTFS partition MUST be at least 50,000,000 
bytes in size.  

Can be combined with any other flag, but CLUSPROP_PIFLAG_USABLE 
MUST also be set if this  flag is set.  

szDeviceName (520 bytes): A 520 -byte long fixed - length field. It contains a null - terminated 
Unicode string  that contains the drive letter of the volume if the volume  has a drive letter. If the 
volume is not configured with a drive letter, a null - terminated Unicode string of the format 
"DiskNNNPartitionYYY", where NNN is the disk number  and YYY is the partit ion number, as 
specified in [MS -DMRP] . 

szVolumeLabel (520 bytes): A 520 -byte long fixed - length field. It contains the file system label. 
This field is a null - terminated Unicode string.  

dwSerialNumber (4 bytes): An unsigned 32 -bit integer. This is the serial number that is assigned 
by the operating system when the partition was formatted.  

rgdwMaximumComponentLength (4 bytes): An unsigned 32 -bit integer. A value  specifying the 
maximum length, in characters, of a file name component that is supported by the specified file 
system. A file name component is the portion of a file name between " \ " characters.  

dwFileSystemFlags  (4 bytes): An unsigned 32 -bit integer that identifies the file system flags .  

%5bMS-DMRP%5d.pdf#Section_19a16e20072f4d74a245ce4df2f1ecdd
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szFileSystem (64 bytes): A 64 -byte long fixed - length field that contains a null - terminated Unicode 
string, which is  the name of the file system, as specified in [MS -DMRP].  

2.2.3.10  PROPERTY_LIST  

A PROPERTY_LIST is a self -describing data structure that contains a sequence of value lists. A 
PROPERTY_LIST structure MUST consist of the following element s:  

Á A count of the properties in the list.  

Á One value list for each property.  

Each property value list, in turn, MUST consist of the following elements:  

Á A property name.  

Á One or more property values. Each property value is represented by a data structure that  is 
appropriate to the type of data. Each property value can consist of multiple data values, such 

as a string, an array, or a structure.  

Á A CLUSPROP_SYNTAX enumeration set to CLUSPROP_SYNTAX_ENDMARK.  

Conceptually, a PROPERTY_LIST can be illustrated as in t he following diagram.  

 

Figure 1 : Property list  

The PROPERTY_LIST is a custom -marshaled contiguous buffer with fields that are specified as follows.  
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propertyCount  

propertyValue (variable)  

...  

propertyCount (4 bytes): An unsigned 32 -bit integer. The PROPERTY_LIST buffer MUST begin with 
an unsigned long indicating the count of properties in the PROPERTY_LIST. The count of properties 
MUST be followed b y the properties in the form of property values.  

propertyValue (variable): A variable -sized buffer of Property Value  structures. A property value 
MUST contain the name of the property that the value  is associated with.  

The layout of the property name, value list, and value list end mark is repeated in the PROPERTY_LIST 

buffer for each property in the PROPERTY_LIST. There MUST be one end mark structure for each 
property in the PROPERTY_LIST. The number of property names and value lists MUST sum to the 
count of properties that are specified at the beginning of the PROPERTY_LIST buffer. Therefore, the 

following statement MUST hold true:  

Á prop ertyCount = number of properties  

where each individual property contains a name and a value list.  

2.2.3.10.1  Property Value  

The Property value is a custom -marshaled contiguous buffer with fields that are specified as follows. 
This buffer MUST contain at least one element in the PropertyValues array.  
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CLUSPROP_SYNTAX_NAME 

size  

buffer (variable)  

...  

padding (variable)  

...  

PropertyValues (variable)  

...  

CLUSPROP_SYNTAX_ENDMARK 
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CLUSPROP_SYNTAX_NAME (4 bytes): An unsigned long. The property name structure MUST begin 
with the CLUSTER_PROPERTY_SYNTAX value CLUSPROP_SYNTAX_NAME (0x00040003), as 

specified in section 2.2.2.3.  

Name  Value  

CLUSPROP_SYNTAX_NAME 0x00040003  

size (4 bytes): An unsigned long. This field MUST be an unsigned long that specifies the size of the 
buffer that contains the property name. Padding MUST be included so that the next byte in 

contiguous memory after the buffer is aligned to 4 bytes; however, the padding is not included in 
the size specified by this parameter.  

buffer (variable): A buffer of 16 -bit Unicode  characters. This field MUST be a buffer that contains 
the property name as a null - terminated Unicode string . Following the property name buffer 
MUST b e 0 or more bytes of padding. The contents of the padding bytes MUST be ignored.  

padding (variable): This field MUST be 0 or 2 bytes of padding such that the size of the buffer field, 

plus the size of this field, is divisible by 4. The contents of the padd ing bytes MUST be ignored.  

PropertyValues (variable): One to three PropertyValues structures, as follows.  
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Syntax  

Size  

Buffer (variable)  

...  

Padding (variable)  

...  

Syntax (4 bytes): An unsigned 32 -bit integer. This field MUST be one of the 
CLUSTER_PROPERTY_SYNTAX values, as specified in section 2.2.2.3, and MUST NOT contain 
CLUSPROP_SYNTAX_NAME or CLUSPROP_SYNTAX_ENDMARK.  

Size (4 bytes): An unsigned 32 -bit integer. T his field MUST be an unsigned long that specifies 

the size of the buffer that contains the property. Padding MUST be included so that the next 
byte in contiguous memory after the buffer is aligned to 4 bytes; however, the padding is not 
included in the siz e specified by this parameter.  

Buffer (variable): A buffer of 8 -bit integers. This field MUST be a buffer that contains the value 

of the property as specified by the Syntax member of this structure. Following the property 
buffer there MUST be 0 or more byt es of padding. The contents of the padding bytes MUST be 
ignored.  

Padding (variable): This field MUST be 0 to 3 bytes of padding such that the size of the buffer 
field, plus the size of this field, is divisible by 4. The contents of the padding bytes MUST be 
ignored.  

CLUSPROP_SYNTAX_ENDMARK (4 bytes): An unsigned 32 -bit integer. The last value  in the value 
list MUST be followed by a 4 -byte CLUSPROP_SYNTAX_ENDMARK, as specified in section 2.2.2.3.  
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Any other syntax value, as specified in section 2.2.2.3, that follows a value MUST mark the 
beginning of another value in the value list.  

2.2.3.11  CLUS_PARTITION_INFO_EX  

The CLUS_PARTITION_INFO_EX data structure is the format i n which a property value  of syntax 
CLUSPROP_SYNTAX_PARTITION_INFO_EX, as specified in section 2.2.2.3 , is written as a property 
value,  as specified in section 2.2.3.10.1 . CLUS_PARTITION_INFO_EX contains data about a disk 
partition  that is configured with a basic volume .  

CLUS_PARTITION_INFO_EX is a custom -marshaled data structure that has fields as follows.  
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dwFlags  

szDeviceName (520 bytes)  

...  

...  

szVolumeLabel (520 bytes)  

...  

...  

dwSerialNumber  

rgdwMaximumComponentLength  

dwFileSystemFlags  

szFileSystem (64 bytes)  

...  

...  

TotalSizeInBytes  

...  

FreeSizeInBytes  

...  

DeviceNumber  
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PartitionNumber  

VolumeGuid (16 bytes)  

...  

...  

dwFlags (4 bytes): An unsigned 32 -bit integer. Indicates characteristics  about the partition. Can 
be a combination of the following values.  

Value  Meaning  

0x00000000  No flags are set.  

CLUSPROP_PIFLAG_STICKY  

0x00000001  

The volume  is configured with a drive letter.  

Can be combined with any other flag.  

CLUSPROP_PIFLAG_USABLE 

0x00000004  

The partition  is formatted with a file system that is usable by the 
cluster  software. This flag SHOULD be set if and only if the 
partition is formatted with the NTFS file system.  

Can be combined with any oth er flag, but MUST be set if 
CLUSPROP_PIFLAG_DEFAULT_QUORUM is set.  

CLUSPROP_PIFLAG_DEFAULT_QUORUM  

0x00000008  

Indicates that the smallest NTFS partition MUST be at least 
50,000,000 bytes in size.  

Can be combined with any other flag, but 
CLUSPROP_PIFLAG_USABLE MUST also be set if this flag is set.  

szDeviceName (520 bytes): A fixed - length buffer 520 bytes long that contains a null - terminated 
Unicode string  based on the following rules:  

Á If the volu me has a drive letter and the state of the designated storage resource  is 
ClusterResourceOnline, the server  MUST return the drive le tter of the volume followed by a 
Unicode  ':'.  

Á If the volume is not configured with a drive letter and the resource is online, the server MUST 
return a string of the form " \ \ ?\ Volume{GGG}" where GGG is the identifier of the volume.  

Á If the resource is offline, the server MUST return a string of the form 
"\ \ ?\ GLOBALROOT\ Device \ HarddiskNNN \ PartitionYYY", where NNN is the disk number  and 
YYY is the partition number ( [MS -DMRP] ).  

Note: If the resource is offline, the remaining fields in this structure are left unfilled and MUST 
NOT be considered valid data.  

szVolume Label (520 bytes): A fixed - length buffer 520 bytes long that contains the file system 

label. This field is a null - terminated Unicode string.  

dwSerialNumber (4 bytes): An unsigned 32 -bit integer. This is the serial number that is assigned 
by the operating s ystem when the partition was formatted.  

rgdwMaximumComponentLength (4 bytes): An unsigned 32 -bit integer. A value  specifying the 
maximum length, in characters, of a file name component that is supported by the specified file 
system. A file name component is the portion of a file name between " \ " characters.  

dwFileSystemFlags (4 bytes): An unsigned 32 -bit integer tha t identifies the file system flags .  

%5bMS-DMRP%5d.pdf#Section_19a16e20072f4d74a245ce4df2f1ecdd
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szFileSystem (64 bytes): A fixed - length buffer 64 bytes long that contains a null - terminated 
Unicode string representing the name of the file system, as spec ified in [MS -DMRP].  

TotalSizeInBytes (8 bytes): An unsigned 64 -bit integer specifying the total size, in bytes, of the 
volume.  

FreeSizeInBytes (8 bytes): An unsigned 64 -bit integer specifying the size, in bytes, of the 
unallocated space on the volume.  

DeviceNumber (4 bytes): An unsigned 32 -bit integer indicating the disk number.  

PartitionNumber (4 bytes): An unsigned 32 -bit integer indicating the partition number, as specified 
in [MS -DMRP].  

VolumeGuid (16 bytes): A 128 -bit value that contains the volume identifier . 

2.2.3.12  CLUS_STORAGE_REMAP_DRIVELETTER  

The CLUS_STORAGE_REMAP_DRIVELETTER structure identifies the existing and target drive letter for 
a disk d rive on a node .  

CLUS_STORAGE_REMAP_DRIVELETTER is a custom -marshaled structure that has fields as follows.  
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CurrentDriveLetterMask  

TargetDriveLetterMask  

CurrentDriveLetterMask (4 bytes): A 32 -bit bitmask indicating the drive letter to be changed. The 
least significant bit represents the drive letter 'A' through bit 25, which represents the drive letter 
'Z'.  

TargetDriveLetterMask (4 bytes): A 32 -bit bitmask indicating the new drive letter for the disk drive 
that corresponds to the drive letter specified in CurrentDriveLetterMask.  

2.2.3.13  CLUS_NETNAME_PWD_INFO  

The CLUS_NETNAME_PWD_IN FO structure provides information for resetting an alternate computer 
name's  associated security principal .  

CLUS_NETNAME_PWD_INFO is  a custom -marshaled structure that has fields as follows.  
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Flags  

Password (32 bytes)  

...  

...  

CreatingDC (516 bytes)  
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...  

...  

ObjectGuid (16 bytes)  

...  

...  

Flags (4 bytes): An unsigned 32 -bit integer. Indicates whether other fields in the structure have 
valid data. Can be a combination of the following values . 

Value  Meaning  

0x00000000  No flags are set, indicating that only the Password field is valid.  

GUID_PRESENT  

0x00000001  

The ObjectGuid field has valid data.  

CREATEDC_PRESENT 

0x00000002  

The CreatingDC field has valid data.  

Password (32 bytes): A 32 -byte long fixed - length field that contains the new password, a s a null -
terminated Unicode string , for the alternate computer name's associated security principal.  

CreatingDC (516 bytes): A 516 -byte long fixed - length field that contains the name of a direct ory 

server , as a null - terminated Unicode string, where the associated security principal object is 
stored.  

ObjectGuid (16 bytes): The objectGuid, as a null - terminated Unicode string, of the secu rity principal 

object on a directory server.  

2.2.3.14  CLUS_MAINTENANCE_MODE_INFO  

The CLUS_MAINTENANCE_MODE_INFO structure represents the maintenance mode setting for a 
storage class resource .  

CLUS_MAINTENANCE_MODE_INFO is a custom -marshaled structure that has fields as follows.  
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InMaintenance  

InMaintenance (4 bytes): A 32 -bit integer that indicates the current maintenance mode state when 

written by the server  or the target maintenance mode state when provided by the client  for a 
storage class resource. Zero indicates that the resource is not in maintenance mode and one 
indicates that the storage resource is in maintenance mode.  

2.2.3.15  CLUS_MAINTENANCE_MODE_INFO_EX  

The CLUS_MAINTENANCE_MODE_INFO_EX structure represents the extended maintenance mode 
settings for a storage class resource .  
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CLUS_MAINTENANCE_MODE_INFO_EX  is a custom -marshaled structure that has fields as follows.  
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InMaintenance  

MaintenanceModeType  

InternalState  

Signature  

InMaintenance (4 bytes): A 32 -bit integer that indicates the current maintenance mode state when 
written by the server  or the target maintenance mode state when provided by the client  for a 

storage class resource. Zero indicates that the resource is not in maintenance mode and one 

indicates that the storage resource is in maintenance mode.  

MaintenanceModeType (4 bytes): A 4 -byte MAINTENANCE_MODE_TYPE  enumeration, as specified 
in section 2.2.2.6, that indicates the current maintenance mode type when written by the server 
or the target maintenance mode type when pr ovided by the client for a storage class resource.  

InternalState (4 bytes): A 32 -bit integer representing the internal resource state, as specified in 

section 3.1.4.2.13 . This field is valid only when written by the server.  

Signature (4 bytes): A 32 -bit integer that MUST contain the value  0xABBAF00F.  

2.2.3.16  CLUS_STORAGE_SET_DRIVELETTER  

The CLUS_STORAGE_SET_DRIVELETTER structure supplies drive letter information for a disk 

partition  associated with a storage class resour ce .  

The CLUS_STORAGE_SET_DRIVELETTER is a custom -marshaled structure that has fields as follows.  
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PartitionNumber  

DriveLetterMask  

PartitionNumber (4 bytes): A 32 -bit integer that indicates a partition on the storage device.  

DriveLetterMask (4 bytes): A 32 -bit integer bitmask that indicates either the new drive letter of the 
partition or that the partition's drive letter SHOULD be removed. Each bit represents a  drive letter 
where bit 0 represents 'A', bit 1 represents 'B', and so forth through bit 25. Bits 26 through 31 are 

ignored. A value  of zero indicates that the drive letter SHOULD be removed.  

2.2.3.17  CLUSTER_REG_BATCH_UPDATE  

The CLUSTER_REG_BATCH_UPDATE  structure is a self -describing data structure that contains a 

sequence of command blocks that describes one or more modifications or read operations to be 
performed on the cluster registry. A CLUSTER_REG_BATCH_UPDATE structure MUST consist of the 
followin g elements:  

Á A version number.  
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Á One or more batch update command blocks describing a set of modifications to the registry or 
read operations from the registry.  

Each batch update command block, in turn, MUST consist of the following elements:  

Á A command type.  

Á The name of a key or value.  

Á Any optional data required for the command.  

Conceptually, a CLUSTER_REG_BATCH_UPDATE structure can be illustrated as in the following 
diagram.  

 

Figure 2 : CLUSTER_REG_BATCH_UPDATE structure  

CLUSTER_REG_BATCH_UPDATE is a custom -marshaled structure that has fields as follows.  
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VersionNumber  

BatchUpdateCommand (variable)  

...  

VersionNumber (4 bytes): A 32 -bit integer that indicates the version of the batch update command 
block. This value MUST be set to one.  

BatchUpdateCommand (variable): One or more instances of a variable - length data structure that 
describes a set of modifications to be made to the cluster registry.  
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2.2.3.17.1  BATCH_UPDATE_COMMAN D 

The BATCH_UPDATE_COMMAND is a stream of bytes that describes an individual update to be applied 
to the cluster registry or returned from a call to ApiExecuteRe adBatch . It defines two variable - length 

fields, Name and Data, that MUST be present in the stream if their associated length fields are 
nonzero. The end of each structure is aligned to a 16 -bit boundary.  

The BATCH_UPDATE_COMMAND is a custom -marshaled struc ture that has fields as follows.  
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CommandType  

ValueType  

NameLength  

Name (variable)  

...  

DataLength  

Data (variable)  

...  

Padding (optional)  

CommandType (4 bytes): An unsigned 32 -bit integer. A CLUSTER_REG_BATCH_COMMAND  
enumeration value that indicates the type of update operation.  

ValueType (4 bytes): An unsigned 32 -bit integer. The ValueType  field MUST be set to one of the 

types as specified in section 3.1.4.2.33  when the CommandType  field is set to 
CLUSREG_SET_VALUE or CLUSREG_READ_VALUE. If CommandType  is set to 
CLUSREG_READ_ERROR, the value is a status code. Otherwise, the field is ignored. The server  
SHOULD support all values as specified in section 3.1.4.2.33. <24>  

NameLength (4 bytes): An unsigned 32 -bit integer indicating the size, in bytes, of the string stored 
in the Name field. Minimum value is two, indicating the Name field contains the null Unicode 

string  (0x0000).  

Name (variable): A variable - length, null - terminated Unicode string containing the name of the key 
or value on which the command is executed.  

DataLength (4 bytes): An unsig ned 32 -bit integer indicating the size, in bytes, of the binary data 
stored in the Data field. Can be zero.  

Data (variable): A variable - length series of 8 -bit integers containing the data associated with a 
CLUSREG_SET_VALUE operation. This field is not pre sent if the DataLength field is set to zero.  

Padding (1 byte): Up to 1 byte. A variable - length series of zero or one 8 -bit integers used to align 
the end of the structure to a 16 -bit boundary. This field is not present if the DataLength field is of 
even le ngth.  
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2.2.3.18  CLUS_CSV_VOLUME_INFO  

 The CLUS_CSV_VOLUME_INFO structure represents information about a cluster  shared volume .  

CLUS_CSV_VOLUME_INFO is a custom -marshaled structure that has fields as follows.  
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VolumeOffset  

...  

PartitionNumber  

FaultState  

BackupState  

szVolumeFriendlyName (520 bytes)  

...  

...  

szVolumeName (100 bytes)  

...  

...  

VolumeOffset (8 bytes):  A 64 -bit unsigned integer that indicates the offset of the volume.  

PartitionNumber (4 bytes):  A 32 -bit unsigned integer that indicates the partition  number of the 
volume.  

FaultState (4 bytes): A 32 -bit integer that indicates the existence of faults for this volume, or that 
the volume is in volume maintenance mode, backup mode, or redirected mode. The block 
redire cted mode of the volume is not reflected in this field. Possible values are as follows.  

Value  Meaning  

VolumeStateNoFaults  

0x00000000  

Indicates that the volume  is accessible on all nodes. None of these modes 
are enabled: volume maintenance mode, backup mode, or redirected mode.  

VolumeStateRedirected  

0x00000001  

Indicates that volume maintenance mode is not enabled and that the volume 
is either in redirected mode , in backup mode, or in both redirected and 
backup modes.  

VolumeStateNoAccess  

0x00000002  

Indicates that the volume is not accessible to applications irrespective of 
whether the volume maintenance, redirected, or backup modes are enabled.  

VolumeStateInMai ntenance  

0x00000004  

Indicates that the volume is in volume maintenance mode irrespective of 
whether redirected or backup modes are enabled.  
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BackupState (4 bytes): A 32 -bit integer that indicates the current backup mode of the volume , as 
specified in section 3.1.1.4 . Possible values are as follows.  

Value  Meaning  

VolumeBackupNone  

0x00000000  

Indicates that the volume is not in backup mode.  

VolumeBackupInProgress  

0x00000001  

Indicates that the volume is in backup mode.  

szVolumeFriendlyName (520 bytes):  A fixed - length buffer 520 bytes long that contains a null -
terminated Unicode string  that indicates the friendly name of the volume.  

szVolumeName (100 bytes): A fixed - length buffer 100 bytes long that contains a null - terminated 
Unicode string that indicates the name of the volume in the volume GUID format. For example:  

 \ \ ?\ Volume{00000000 - 0000 - 0000 - 0000 - 000000000000} \  

2.2.3.19  CLUS_CSV_MAINTENANCE_MODE_INFO  

The CLUS_CSV_MAINTENANCE_MODE_INFO structure supplies maintenance mode information about 
a cluster  shared volume .  

CLUS_CSV_MAINTENANCE_MODE_INFO is a custom -marshaled structure that has fields as follows.  
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InMaintenance  

VolumeName (520 bytes)  

...  

...  

InMaintenance (4 bytes): A 32 -bit integer that indicates the desired volume maintenance mode of 
the volume, as specified in section 3.1.1.4 . Possible values are as follows.  

Value  Meaning  

TRUE 

0x00000001  

Instructs the server  to transition the volume into volume maintenance mode.  

FALSE 

0x00000000  

Instructs the server  to transition the volume out of volume maintenance mode.  

VolumeName (520 bytes): A fixed - length buffer, 520 bytes long, which contains a null - terminated 

Unicode string  that indicates the name of the volume. The server MUST accept either a friendly 
name described as szVolumeFriendlyName  or a volume GUID name as szVolumeName  (both 
as specified in section 2.2.3.18 ).  
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2.2.3.20  CLUS_SHARED_VOLUME_BAC KUP_MODE  

The CLUS_SHARED_VOLUME_BACKUP_MODE structure supplies backup mode information about a 
cluster  shared volume .  

CLUS_SHARED_VOLUME_BACKUP_MODE is a custom -marshaled structure that has fields as follows.  
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BackupState  

DelayTimerInSecs  

VolumeName (520 bytes)  

...  

...  

BackupState (4 bytes): A 32 -bit integer that indicates the desired backup mode of the volume, as 
specified in 3.1.1.4 . Possible values are as follows.  

Value  Meaning  

VolumeBackupInProgress  

0x000 00001  

Instructs the server  to transition the volume into backup mode.  

VolumeBackupNone  

0x00000000  

Instructs the server to transition the volume out of backup mode.  

DelayTimerInSecs (4 bytes): A 32 -bit unsigned integer indicating the maximum time (in seconds) 

for the server to wait to detect that a backup has started on that volume.  

VolumeName (520 bytes): A fixed - length buffer, 520 bytes long, which contains a null - terminated 
Unicode string  that indicates the name of the volume. The server MUST accept either a friendly 
name described as szVolumeFriendlyName  or a volume GUID name as szVolumeName  (both 
as specified in section 2.2.3.18 ).  

2.2.3.21  CLUSTER_CREATE_GROUP_INFO_RPC  

The CLUSTER_CREATE_GROUP_INFO_RPC structure contains information about the creat ion of a 
group, as specified in ApiCreateGroupEx  (section  3.1.4.2.128) .<25>  

 typedef struct  _CLUSTER_CREATE_GROUP_INFO_RPC { 

   DWORD dwVersion;  

   DWORD dwGroupType;  

 } CLUSTER_CREATE_GROUP_INFO_RPC, 

  *PCLUSTER_CREATE_GROUP_INFO_RPC; 

dwVersion:   The version of the CLUSTER_CREATE_GROUP_INFO_RPC data structure.  

dwGroupType:   Designates the type of group.  
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2.2.3.22  NOTIFY_FILTER_AND_TYPE_RPC  

The NOTIFY_FILTER_AND_TYPE_RPC structure contains information about notifications that clients 
register for by using ApiAddN otifyV2  (section  3.1.4.2.137)  or that clients get notification for by using 

ApiGetNotifyV2  (section  3.1.4.2.138) .<26>  

 typedef stru ct _NOTIFY_FILTER_AND_TYPE_RPC  {  

   DWORD dwObjectType;  

   LONGLONG FilterFlags;  

 } NOTIFY_FILTER_AND_TYPE_RPC,  

  *PNOTIFY_FILTER_AND_TYPE_RPC; 

dwObjectType:   The type of object for which the notification is generated (see section 2.2.2.12 ).  

FilterFlags:   A set of flags indicating the particular notification that was generated for the object. See 

section 3.1.4.2.136  for the list of object -specific notifications.  

2.2.3.23  NOTIFICATION_DATA_RPC  

The NOTIFICATION_DATA_RPC structure contains the information for a specific notification. See 

ApiGetNotifyV2  (section  3.1.4.2.138)  for the exact values the fields of this structure use for specific 
notification objects and their types. <27>  

 typedef  struct _NOTIFICATION_DATA_RPC  {  

   NOTIFY_FILTER_AND_TYPE_RPC FilterAndType;  

   [ size_is(dwBufferSize) ] BYTE*  buffer;  

   DWORD dwBufferSize;  

   [ string ] LPWSTR  ObjectId;  

   [ string ] LPWSTR  ParentId;  

   [ string ] LPWSTR  Name; 

   [ string ] LPWSTR  Type;  

 } N OTIFICATION_DATA_RPC, 

  *PNOTIFICATION_DATA_RPC;  

FilterAndType:   A NOTIFY_FILTER_AND_TYPE_RPC structure containing the object type and 
notification value.  

buffer:   A pointer to the payload buffer. The format of this buffer is specific to the notification ty pe. 

For details, see ApiGetNotifyV2.  

dwBufferSize:   The size in bytes of the buffer  field.  

ObjectId:   A buffer of 16 -bit Unicode  characters containing the Id of the object for which the 
notifica tion was generated. This field MUST be followed by 0 or more bytes of padding, which 
MUST be ignored.  

ParentId:   A buffer of 16 -bit Unicode characters containing the Id of the parent of the object 
represented by the ObjectId  field. This field MUST be follo wed by 0 or more bytes of padding, 

which MUST be ignored.  

Name:   A buffer of 16 -bit Unicode characters containing the name of the object for which the 
notification was generated. This field MUST be followed by 0 or more bytes of padding, which 
MUST be igno red.  

Type:   A buffer of 16 -bit Unicode characters containing the object type for which the notification was 
generated. This field MUST be followed by 0 or more bytes of padding, which MUST be ignored.  
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2.2.3.24  NOTIFICATION_RPC  

The NOTIFICATION_RPC structure associates the NOTIFICATION_DATA_RPC structure with the notify 
key that was passed as a parameter to ApiAddNotifyV2  (section  3.1.4.2.137) . 

 typed ef struct  _NOTIFICATION_RPC {  

   DWORD_PTR dwNotifyKey;  

   NOTIFICATION_DATA_RPC NotificationData;  

 } NOTIFICATION_RPC,  

  *PNOTIFICATION_RPC;  

dwNotifyKey:   A 32 -bit value provided by the client.  

NotificationData:   A NOTIFICATION_DATA_RPC  structure as defined in section 2.2.3.23.  

2.2.3.25  GROUP_ENUM_ENTRY  

The GROUP_ENUM_ENTRY structure contains information for ea ch group in the enumeration list 
returned by ApiCreateGroupEnum  (section  3.1.4.2.139) . 

 typedef struct  _GROUP_ENUM_ENTRY { 

   [string] LPWSTR  Name; 

   [string] LPWSTR  Id;  

   DWORD dwState;  

   [string] LPWSTR Owner;  

   DWORD dwFlags;  

   DWORD cbProperties;  

   [size_is(cbProperties)] UCHAR*  Properties;  

   DWORD cbRoProperties;  

   [size_is(cbRoProperties)] UCHAR*  RoProperties;  

 } GROUP_ENUM_ENTRY, 

  *PGROUP_ENUM_ENTRY; 

Name:   The name of the group.  

Id:   The Id of  the group.  

dwState:   The state of the group, as specified in section 3.1.4.2.46 . 

Owner:   The name of the group's current owner node.  

dwFlags:   The group's flags, as would be returned by 
CLUSCTL_GROUP_GET_FLAGS (section  3.1.4.3.3.3) . 

cbProperties:   The size in bytes of the buffer pointed to by the Properties  field.  

Properties:   A PROPERTY_LIST (section  2.2.3.10)  containing common properties of the group.  

cbRoProperties:   The size in bytes of the buffer pointed to by the RoProperties  field.  

RoProperties:   A PROPERTY_LIST containing read -only common properties of the group.  

2.2.3.26  GROUP_ENUM_LIST  

The GROUP_ENUM_LIST structure is a container for a list of GROUP_ENUM_ENTRY (section  2.2.3.25)  
structures. This structure e ncapsulates the results of a call to 
ApiCreateGroupEnum  (section  3.1.4.2.139) , which clients use to enumerate the groups in a cluster.  

 typedef struct _GROUP_ENUM_LIST  {  



75  / 644  

[MS -CMRP] -  v20171201  
Failover Cluster: Management API (ClusAPI) Protocol  
Copyright © 2017 Microsoft Corporation  
Release:  December 1, 2017  

   DWORD EntryCount;  

   [size_is(EntryCount)] GROUP_ENUM_ENTRY  Entry[*];  

 } GROUP_ENUM_LIST, 

  *PGROUP_ENUM_LIST; 

EntryCount:   The number of GROUP_ENUM_ENTRY structures contained in the Entry  field.  

Entry:   An array of GROUP_ENUM_ENTRY structures that represent information for th e groups being 
enumerated.  

2.2.3.27  RESOURCE_ENUM_ENTRY  

The RESOURCE_ENUM_ENTRY  (section  2.2.3.27) structure represents information for each resource in 
the enumeration list returned by ApiCreateResourceEnum  (section  3.1.4.2.140) . 

 typedef struct  _RESOURCE_ENUM_ENTRY { 

   [string] LPWSTR  Name; 

   [string] LPWSTR  Id;  

   [string] LPWSTR  OwnerName;  

   [string] LPWSTR  OwnerId;  

   DWORD cbProperties;  

   [ size_is(cbProperties)] UCHAR*  Properties;  

   DWORD cbRoProperties;  

   [size_is(cbRoProperties)] UCHAR*  RoProperties;  

 } RESOURCE_ENUM_ENTRY, 

  *PRESOURCE_ENUM_ENTRY; 

Name:   The name of the resource.  

Id:   The Id of the resource.  

OwnerName:   The name of the grou p that contains this resource.  

OwnerId:   The Id of the group that contains this resource.  

cbProperties:   The size in bytes of the buffer pointed to by the Properties  field.  

Properties:   A PROPERTY_LIST  (section  2.2.3.10)  containing the common properties of the resource.  

cbRoProperties:   The size in bytes of the buffer pointed to by the RoProperties  field.  

RoProperties:   A PROPERTY_LIST (section  2.2.3.10)  containing the common read -only properties of 
the resource.  

2.2.3.28  RESOURCE_ENUM_LIST  

The RESOURCE_ENUM_LIST structure is a container for a list of 
RESOURCE_ENUM_ENTRY (section  2.2.3.27)  structures. This structure encapsulates the results of a 
call to ApiCreateResourceEnum  (section  3.1 .4.2.140) , which clients use to enumerate resources.  

 typedef struct  _RESOURCE_ENUM_LIST { 

   DWORD EntryCount;  

   [size_is(EntryCount)] RESOURCE_ENUM_ENTRY  Entry[*];  

 } RESOURCE_ENUM_LIST, 

  *PRESOURCE_ENUM_LIST; 

EntryCount:   The number of RESOURCE_ENUM_ENTRY structures in the Entry  field.  
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Entry:   An array of RESOURCE_ENUM_ENTRY structures that contain information for each enumerated 
resource.  

2.2.3.29  CLUSTER_SHARED_VOLUME_STATE_INFO  

The CLUSTER_SHARED_VOLUME_STATE_INFO st ructure contains information about the cluster shared 
volume  for which a notification was generated. See section 2.2.2.21  for details. <28>  

CLUSTER_SHARED_VOLUME_STATE_INFO  is a custom -marshaled structure that has the following 
fields:  

0 1 2 3 4 5 6 7 8 9 
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0 1 2 3 4 5 6 7 8 9 
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3 

0 1 

szVolumeName (520 bytes)  

...  

...  

szNodeName (520 bytes)  

...  

...  

VolumeState  

szVolumeName (520 bytes): A buffer of 16 -bit Unicode  characters that MUST contain the null -
terminated friendly name of the cluster shared volume for which the notification was generated. If 

the volume name plus terminating null character is less than the size of the buffer, the buffer is 
padded with additio nal null characters. The client MUST ignore these additional null characters.  

szNodeName (520 bytes): A buffer of 16 -bit Unicode characters representing the name of the node 
which generated the notification. This buffer MUST contain the node name as a null - terminated 

Unicode string . If the node name is less than the size of the buffer, the string MUST be padded 
with null characters. Any such padding MUST be ignored.  

VolumeState (4 bytes): A 32 -bi t integer that MUST contain one of the following values, indicating 
the state of the cluster shared volume.  

Value  Meaning  

SharedVolumeStateUnavailable  

0x00000000  

The shared volume is unavailable.  

SharedVolumeStatePaused  

0x00000001  

The shared volume  is paused.  

SharedVolumeStateActive  

0x00000002  

The shared volume is active.  

SharedVolumeStateActiveRedirected  

0x00000003  

The shared volume is active and in redirected mode.  
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Value  Meaning  

SharedVolumeStateActiveBlockRedirected  

0x00000004  

The shared volume  is active and in block redirected mode.  

 

2.2.3.30  NOTIFICATION_DATA_ASYNC_RPC  

The NOTIFICATION_DATA_ASYNC_RPC  structure contains the information for a specific 
notification. See ApiGetNotifyAsync  for more information.  

 typedef struct  _NOTIFICATION_DATA_ASYNC_RPC { 

   DWORD dwNotifyKey;  

   DWORD dwFilter;  

   [string] LPWSTR  Name; 

 } NOTIFICATION_DATA_ASYNC_RPC, *PNOTIFICATION_DATA_ASYNC_RPC;  

dwNotifyKey:   The address  of a 32 -bit integer that the server  MUST write upon successful 
completion of this method. The value was supplied as the dwNotifyKey  parameter in a previous 
call to one of the following methods:  ApiAddNotifyCluster  (section  3.1.4.1.58) , 
ApiAddNotifyNode  (section  3.1.4.1.59) , ApiAddNotifyGroup  (section  3.1.4.1.60) , 
ApiAddNotifyResource  (section  3.1.4.1.61) , ApiAddNotifyKey  (section  3.1.4.1.62) , 
ApiAddNotifyNetwork  (section  3.1.4.1.90) , ApiAddNotifyNetInterface  (section  3.1.4.1.99) , 
ApiReAddNotifyNode  (section  3.1.4.1.63) , ApiReAddNotifyGroup  (section  3.1.4.1.64) , 

ApiReAddNotifyResource  (section  3.1.4.1.65) , ApiReAddNotifyNetwork  (section  3.1.4.1.91) , or 
ApiReAddNotifyNetInterface  (section  3.1.4.1.100) . 

dwFilter:   The address of a 32 -bit intege r value that the server MUST write upon successful 
completion of this method, which contains the CLUSTER_CHANGE (section  2.2.2.7)  enumeration 
value, as specified in section 2.2.2.7, indicating the  type of event. The value MUST match one or 
more filter blocks that were provided in a previous call to one of the following methods: 

ApiAddNotifyCluster  (section  3.1.4.1.58), ApiAddNotifyNode  (se ction  3.1.4.2.59) , 
ApiAddNotifyGroup  (section  3.1.4.1.60), ApiAddNotifyResource  (section  3.1.4.2.61) , 
ApiAddNotifyKey  (section  3.1.4.1.62), ApiAddNotifyNetwork  (section  3.1.4.1.90), 
ApiAddNotifyNe tInterface  (section  3.1.4.1.99), ApiReAddNotifyNode  (section  3.1.4.1.63), 
ApiReAddNotifyGroup  (section  3.1.4.1.64), ApiReAddNotifyResource  (section  3.1.4.1.65), 
ApiReAddNotifyNetwork  (section  3.1.4.1.91), or ApiReAddNotifyNetInterface  (section  3.1.4.1.100) . 

Name:   The address of a pointer where the server MUST write, upon successful completion of this 

method, the address of a Unicode string  buffer that contains the name of the object to which the  
event pertains. If a name is not associated with the event, then the buffer contains the null 
Unicode string.  

2.2.3.31  CLUS_POOL_DRIVE_INFO  

The CLUS_POOL_DRIVE_INFO structure contains the information about a storage pool drive . See 

CLUSCTL_RESOURCE_POOL_GET_DRIVE_INFO  (section  3.1.4.3.1.56)  for more information.  

CLUS_POOL_DRIVE_INFO is a custom -marshaled struct ure that has fields as follows.  

0 1 2 3 4 5 6 7 8 9 
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0 1 

DriveName (512 bytes)  
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...  

...  

IncursSeekPenalty  Padding1  Padding2  Padding3  

DriveHealth  

DriveState  

TotalCapacity  

...  

ConsumedCapacity  

...  

Usage  

BusType  

Slot  

EnclosureName (2048 bytes)  

...  

...  

DriveName (512 bytes): A buffer of 16 -bit Unicode  characters representing the name of the 
storage pool drive. This buffer MUST contain the n ame as a null - terminated Unicode string . If 
the name is less than the size of the buffer, the string MUST be padded with null characters. The 

client MUST ignore any padding.  

IncursSeekPenalty (1 byte): A flag that indicates whether the storage pool drive incurs any latency 
when reading from an arbitrary sector.  

Padding1 (1 byte): The client MUST ignore this field.  

Padding2 (1 byte): The client MUST ignore this field.  

Padding3 (1 byte): The client MUST ignore this field.  

DriveHealth (4 bytes): The health of the storage pool drive. The server  MUST set this field to one 
of the following values.  

Value  Description  

SpHealthUnknown  

0x00000000  

The health of the storage pool drive is not known.  

SpHealthUnhealthy  The storage pool drive has encountered a severe error condition, such as a media 
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Value  Description  

0x00000001  failure.  

SpHealthWarning  

0x00000002  

The storage pool drive  has encountered an automatically recoverable error 
condition, such as an I/O error that can be retried.  

SpHealthHealthy  

0x00000003  

The storage pool drive is healthy.  

DriveState (4 bytes): The state of the storage pool drive. The server MUST set this fie ld to one of 
the following values.  

Value  Description  

SpDriveStateUnknown  

0x00000000  

The state of the storage pool drive is not known.  

SpDriveStateBecomingReady  

0x00000001  

The storage pool drive is becoming ready.  

SpDriveStateCorruptMetadata  

0x00000002  

The storage pool drive has corrupt metadata.  

SpDriveStateFailedMedia  

0x00000003  

The storage pool drive detected a failure when accessing the media.  

SpDriveStateSplit  

0x00000004  

The storage pool drive metadata was changed while separated from a 
two -drive pool. The split metadata cannot automatically be corrected.  

SpDriveStateStaleMetadata  

0x00000005  

The storage pool drive has stale metadata  

SpDriveStateIOError  

0x00000006  

The storage pool drive has encountered an I/O error.  

SpDriveStateMissing  

0x00000007  

The storage pool drive is missing.  

SpDriveStateOkay  

0x00000008  

The storage pool drive is ready and in a nominal state.  

TotalCapacity (8 bytes): A 64 -bit value containing the total capacity, in bytes, of the storage pool 
drive.  

ConsumedCapacity (8 bytes): A 64 -bit value containing the amount of capacity, in bytes, that is 
currently in use on the storage pool drive.  

Usage (4 bytes): The usage of the storage pool drive. The server MUST set this field to one of the 

following values.  

Value  Description  

SpDriveUsageUnknown  

0x00000000  

The usage of the storage pool drive is unknown.  

SpDriveUsageAutoAllocation  

0x00000001  

The storage pool drive is used for automatic allocation.  
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Value  Description  

SpDriveUsageManualAllocation  

0x00000002  

The storage pool drive is used for manual allocation.  

SpDriveUsageSpare  

0x00000003  

The storage pool drive is used as a spare.  

SpDriveUsageJournal  

0x00000004  

The storage pool drive is used exclusively for journaling.  

SpDriveUsageRetired  

0x00000005  

The storag e pool drive is retired and not used for capacity allocations.  

BusType (4 bytes): The type of bus to which the storage pool drive is attached. The server MUST set 
this field to one of the following values.  

Value  Description  

BusTypeUnknown  

0x00000000  

The bus type is unknown.  

BusTypeScsi  

0x00000001  

The bus type is small computer system interface (SCSI).  

BusTypeAtapi  

0x00000002  

The bus type is AT attachment packet interface (ATAPI).  

BusTypeAta  

0x00000003  

The bus type is advanced technology attachment (ATA ).  

BusType1394  

0x00000004  

The bus type is IEEE 1394, commonly known as FireWire.  

BusTypeSsa  

0x00000005  

The bus type is serial storage architecture (SSA)  

BusTypeFibre  

0x00000006  

The bus type is Fibre Channel.  

BusTypeUsb  

0x00000007  

The bus type is universal serial bus (USB).  

BusTypeRAID  

0x000000008  

The bus type is redundant array of independent disks (RAID).  

BusTypeiScsi  

0x00000009  

The bus type is internet small computer system interface (iSCSI).  

BusTypeSas  

0x0000000A  

The bus type is serial attached SCSI (SAS).  

BusTypeSata  

0x0000000B  

The bus type is serial ATA (SATA).  

BusTypeSd  

0x0000000C  

The bus type is secure digital (SD).  
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Value  Description  

BusTypeMmc  

0x0000000D  

The bus type is multimedia card (MMC).  

BusTypeVirtual  

0x00000000E  

The bus type is virtual.  

BusTypeFileBackedVirtual  

0x00000000F  

The bus type is file -backed virtual.  

BusTypeSpaces  

0x00000010  

The bus type is Spaces.  

Slot (4 bytes): A 32 -bit value containing the slot in which the storage pool drive is located.  

EnclosureName (2048 bytes): A buffer of 16 -bit Unicode characters representing the name of the 
enclosure in which the storage pool drive is located. This buffer MUST contain the name as a null -

terminated Unicode string. If the name is less than the size of the buffer, the string MUST  be 

padded with null characters. Any such padding MUST be ignored.  

2.2.3.32  CLUSTER_SHARED_VOLUME_STATE_INFO_EX  

The CLUSTER_SHARED_VOLUME_STATE_INFO_EX structure <29>  contains information about the 

cluster shared volume  for which a notification was generated. See section 2.2.2.21  for  details.  

CLUSTER_SHARED_VOLUME_STATE_INFO_EX  is a custom -marshaled structure that has fields as 
follows.  
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szVolumeName (520 bytes)  

...  

...  

szNodeName (520 bytes)  

...  

...  

VolumeState  

szVolumeFriendlyName (520 bytes)  

...  

...  

RedirectedIOReason  
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...  

BlockRedirectedIOReason  

...  

szVolumeName (520 bytes): A buffer of 16 -bit Unicode  characters that MUST contain the null -
terminated name of the volume in the volume GUID  format. For example:   

 \ \ ?\ Volume{00000000 - 0000 - 0000 - 0000 - 000000000000} \  

The buffer MUST be padded with ad ditional null characters from the end of the volume name plus 
null - termination to the end of the buffer. The client MUST ignore any such padding.  

szNodeName (520 bytes): A buffer of 16 -bit Unicode characters representing the name of the node 

that generated  the notification. This buffer MUST contain the node name as a null - terminated 

Unicode string . If the node name is less than the size of the buffer, the string MUST be padded 
with null character s. Any such padding MUST be ignored.  

VolumeState (4 bytes): A 32 -bit integer that MUST contain one of the following values, indicating 
the state of the cluster shared volume:  

Value  Meaning  

SharedVolumeStateUnavailable  

0x00000000  

The shared volume is unava ilable.  

SharedVolumeStatePaused  

0x00000001  

The shared volume is paused.  

SharedVolumeStateActive  

0x00000002  

The shared volume is active.  

SharedVolumeStateActiveRedirected  

0x00000003  

The shared volume is active and in redirected mode.  

SharedVolumeStateActiveBlockRedirected  

0x00000004  

The shared volume is active and in block redirected mode.  

szVolumeFriendlyName (520 bytes): A buffer of 16 -bit Unicode characters that MUST contain the 
name of the cluster shared volume for which the notif ication was generated. This buffer MUST 
contain the name as a null - terminated Unicode string. If the volume name is less than the size of 
the buffer, the string MUST be padded with null characters. The client MUST ignore any such 
padding.  

RedirectedIOReaso n (8 bytes): A 64 -bit integer that MUST contain the bitwise OR of one or more 

of the following values:  

Value  Meaning  

RedirectedIOReasonNotRedirected  

0x0000000000000000  

Indicates that the cluster shared volume redirected mode 
is FALSE.  

RedirectedIOReasonUserRequest  

0x0000000000000001  

Indicates that the cluster shared volume redirected mode 
is TRUE due to a client request, such as via the 
CLUSCTL_RESOURCE_DISABLE_SHARED_VOLUME_DI RE
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Value  Meaning  

CTIO  (section  3.1.4.3.1.53)  method.  

RedirectedIOReasonIncompatibleFileSystemFilter  

0x0000000000000002  

Indicates that the cluster shared volume redirected mode 
is TRUE due to an incompatible component that is 
configured with a file system of the storage -class 
resource associated with the cluster shared volume. 
What the server  considers an incompatible component 
and how the server identifies the incompatible 
component are implementation -specific.  

RedirectedIOReasonIncompatibleVolumeFilter  

0x0000000000000004  

Indicates that the cluster shared volume redirected mode 
is TRUE due t o an incompatible component configured 
with a volume of the storage -class resource associated 

with the cluster shared volume. What the server 
considers an incompatible component and how the server 
identifies the incompatible component are 
implementation -specific.  

RedirectedIOReasonFileSystemConfiguration  

0x0000000000000008  

Indicates that the cluster shared volume redirected mode 
is TRUE due to the configuration of the file system of the 
storage -class resource associated with the cluster shared 
volume. What  the server considers a valid file system 
configuration for redirected mode and how the server 
identifies the valid configuration are implementation -
specific.  

RedirectedIOReasonVolumeEncryption  

0x0000000000000010  

Indicates that the cluster shared volume r edirected mode 
is TRUE due to an encryption operation on the storage 
object represented by the storage -class resource 
associated with the cluster shared volume. What 

constitutes an encryption operation is implementation -
specific.  

BlockRedirectedIOReason ( 8 bytes): A 64 -bit integer that MUST contain the bitwise OR of one or 
more of the following values:  

Value  Meaning  

BlockRedirectedIOReasonNotRedirected  

0x0000000000000000  

Indicates that the cluster shared volume block 
redirected mode is FALSE.  

BlockRedirectedIOReasonNoDiskConnectivity  

0x0000000000000001  

Indicates that the cluster shared volume block 
redirected mode is TRUE because the server is not 
connected to the disk.  

BlockRedirectedIOReasonStorageSpaceNotAttached  

0x0000000000000002  

Indicate s that the cluster shared volume block 

redirected mode is TRUE because the storage -class 
resource associated with the cluster shared volume is 
formed from a storage pool and can only be accessed 
by the server via network communication to a different 
node.  

 

2.2.3.33  CLUSDSK_DISKID  

The CLUSDSK_DISKID  structure contains the identification information of the disk of the designated 
storage class resource type .  
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 typedef struct  _CLUSDSK_DISKID {  

   CLUSDSK_DISKID_ENUM DiskIdType;  

   [switch_is(DiskIdType)] union  {  

     [case(DiskIdSignature)]  unsigned long  DiskSignature;  

     [case(DiskIdGuid)]  GUID DiskGuid;  

   };  

 } CLUSDSK_DISKID,  *PCLUSDSK_DISKID;  

DiskIdType:   A 32 -bit integer indicating disk ID type. See 
CLUSDSK_DISKID_ENUM  (section  2.2.2.22) . 

DiskSignature:   Identification information of the disk is an MBR  disk signature .  

DiskGuid:   Identification information of the disk is a GPT  disk ID, which is a 128 -bit GUID.  

2.2.3.34  CLUSCTL_RESOURCE_NETNAME_CHECK_OU_PERMISSIONS_INPUT  

The CLUSCTL_RESOURCE_NETNAME_CHECK_OU_PERMISSIONS_INPUT structure SHOULD <30>  be 
used to determine whether the server has permissions to access a directory server . It is a custom -
marshaled structure that contains the following fields.  
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dwVersion  

dwPermissions  

GUID (16 bytes)  

...  

...  

...  

dwVersion (4 bytes): A 32 -bit unsigned integer. The client  MUST set this to 0x00000001.  

dwPermissions (4 bytes): A 32 -bit unsigned integer that indicates the permissions to check. The 
client MUST set this to field to 0x00000011.  

GUID (16 bytes): A GUID , as specified in [MS -DTYP]  section 2.3.4.2, identifying the type of 
directory object for which permissions are checked. The client MUST set Data1  to 0xbf967a86, 
Data2  to 0x0de6, Data3  to 0x11d0, and Data4  to 0xe24930aa0085a211d0.  

2.2.3.35  CLUSCTL_RESOURCE_NETNAME_CHECK_OU_PERM ISSIONS_OUTPUT  

The CLUSCTL_RESOURCE_NETNAME_CHECK_OU_PERMISSIONS_OUTPUT structure SHOULD <31>  
indicate whether the server  has access as requested. It is a custom -marshaled structure that contains 
the following fields.  
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bHasAccess  

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
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bDefaultOU  

OUSize  

OUName (variable)  

...  

bHasAccess (4 bytes) : Set to 0x00000001 if the server has access to the directory server sufficient 
to create a computer object and read all properties for a computer object; otherwise, it is set to 
0x00000000.  

bDefaultOU (4  bytes) : Set to 0x00000001 if the access request is for the default organizational unit 
on the directory server; otherwise, it is set to 0x00000000.  

OUSize (4 bytes) : The number of bytes in OUName .  

OUName (variable) : A null - terminated Unicode string  containing the name of the directory server 
organizational unit for which access was checked.  

2.2.3.36  SR_RESOURCE_TYPE_QUERY_ELIGIBLE_LOGDISKS  

The SR_RES OURCE_TYPE_QUERY_ELIGIBLE_LOGDISKS structure SHOULD <32>  be used to query 
eligible log disks, given either a source or target disk, for storage replication. It is a custom -marshaled 
structure  that contains the following fields.  
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DataDiskGuid (16 bytes)  

...  

...  

IncludeOfflineDisks  Reserved1  Reserved2  Reserved3  

DataDiskGuid (16 bytes):  A GUID , as specified in [MS -DTYP]  section 2.3.4.2, that contains the 
resource ID of the storage class resource that is either the source or target of replication.  

IncludeOfflineDisks (1 byte):  The clien t sets this field to 0x01 to request that results include disks 
whose resource state is ClusterResourceOffline. Otherwise, the client sets this field to 0x00.  

Reserved1 (1 byte):  The field MUST be ignored.  

Reserved2 (1 byte):  This field MUST be ignored.  

Re served3 (1 byte):  This field MUST be ignored.  

2.2.3.37  SR_RESOURCE_TYPE_ELIGIBLE_DISKS_RESULT  

  

The SR_RESOURCE_TYPE_ELIGIBLE DISKS_RESULT structure SHOULD <33>  be used to return a list of 

disks for storage replication. It is a custom -marshalled structure that contains the following fields.  

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
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Count  Reserved1  

DiskGuid (variable)  

...  

...  

Count (2 bytes):  The number of GUID elements in the DiskGuid  field.  

Reserved1 (2 bytes):  This field MUST be ignored.  

DiskGuid (variable):  An array of GUID  structures, as specified in [MS -DTYP]  section 2.3.4.2, each 

containing the resource ID of a storage class resource.  

2.2.3.38  SR_RESOURCE_TYPE_QUERY_ELIGIBLE_TARGET_DATADISKS  

This structure SHOULD <34>  be used to query eligible target disks, given a source disk, for storage 

replication. It is a custom -marshalled structure that has fields as fo llows.  
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SourceDataDiskGuid (16 bytes)  

...  

...  

SkipConnectivityCheck  IncludeOfflineDisks  Reserved1  Reserved2  

SourceDataDiskGuid (16 bytes):  A GUID , as specified in [MS -DTYP]  section 2.3.4.2, that contains 
the resource ID of the storage class resource that is the replication source.  

SkipConnectivityCheck (1 byte):  The client sets this field t o 0x01 to request that the server  not 
consider connectivity of disks to cluster nodes when preparing results. The client sets this field to 
0x00 to request that the server return only disks that  are not connected to any of the cluster 

nodes that are connected to the disk represented by SourceDataDiskGuid .  

IncludeOfflineDisks (1 byte):  The client sets this field to 0x01 to request that results include disks 
whose resource state is ClusterResourceO ffline. Otherwise, the client sets this field to 0x00.  

Reserved1 (1 byte) : This field MUST be ignored.  

Reserved2 (1 byte) : This field MUST be ignored.  

2.2.3.39  SR_RESOURCE_TYPE_QUERY_ELIGIBLE_SOURCE_DATADISKS  

This structure SHOULD <35>  be used to query eligible source disks that can be added to the same 
replication group as a given source disk. It is a custom -marshalled structure that conta ins the 
following fields.  

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
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0 1 2 3 4 5 6 7 8 9 
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0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SourceDataDiskGuid (16 bytes)  

...  

...  

IncludeAvailableStorageDi
sks  

Reserved1  Reserved2  Reserved3  

SourceDataDiskGuid (16 bytes):  A GUID , as specified in [MS -DTYP]  section 2.3.4.2, that contains 
the resource ID of the storage class resource that is the replication source.  

IncludeAvailableStorageDisks (1 byte):  The client sets this field to 0x01 to request that results 
include storage class resources that have not yet been configured as cluster shared volumes . 

Otherwise, the client sets this field to 0x00.  

Reserved1 (1 byt e) : This field MUST be ignored.  

Reserved2 (1 byte) : This field MUST be ignored.  

Reserved3 (1 byte) : This field MUST be ignored.  

2.2.3.40  SR_RESOURCE_TYPE_REPLICATED_DISK  

  

The SR_RESOURCE_TYPE_REPLICATED_DISK structure SHOUL D<36>  represent one disk in an 
enumeration of the replicated disks in the cluster state. It is a custom -marshalled structure that 

contains the following fields.  

0 1 2 3 4 5 6 7 8 9 
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0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

Type  

ClusterDiskResourceGuid (16 bytes)  

...  

...  

ReplicationGroupId (16 bytes)  

...  

...  

ReplicationGroupName (520 bytes)  

...  
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...  

Type (4 bytes):  A 32 -bit integer that MUST contain one of the following values, indicating the role 
this disk plays in storage replication:  

Value  Meaning  

SrReplicatedDiskTypeSource  

0x00000001  

Source disk  

SrReplicatedDiskTypeLogSource  

0x00000002  

Source log disk  

SrReplicatedDiskTypeDestination  

0x00000003  

Target disk  

SrReplicatedDiskTypeLogDestination  

0x00000004  

Target log disk  

ClusterDiskResourceGuid (16 bytes):  A GUID , as specified in [MS -DTYP]  section 2.3.4.2, that 

contains the resource ID of the storage class resource corresponding to this disk.  

ReplicationGroupId (16 bytes):  A GUID  that contains the ID of th e replication group.  

ReplicationGroupName (520 bytes):  A buffer of 16 -bit Unicode  characters representing the name 
of the replication group. This buffer MUST contain the replication group name a s a null - terminated 
Unicode string . If the replication group name plus null termination is less than the size of the 
buffer, the string MUST be padded with additional null characters. Any such p adding MUST be 

ignored.  

2.2.3.41  SR_RESOURCE_TYPE_REPLICATED_DISKS_RESULT  

  

The SR_RESOURCE_TYPE_REPLICATED_DISKS_RESULT structure SHOULD <37>  be used to 

enumerate the replicated disks in the cluster state. It is a custom -marshalled structure that contains 
the following fields.  

0 1 2 3 4 5 6 7 8 9 
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0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

Count  Reserved1  

ReplicatedDisks (variable)  

...  

...  

Count (2 bytes):  The number of SR_RESOURCE_TYPE_REPLICATED_DISK elements in the 
ReplicatedDisks  field.  

Reserved1 (2 bytes):  This field MUST be ignored.  

ReplicatedDisks (variable):  An array of SR_RESOURCE_TYPE_REPLICATED_DISK structures, each 
represent ing a replicated disk in the cluster state.  
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2.2.3.42  CLUSTER_MEMBERSHIP_INFO  

The CLUSTER_MEMBERSHIP_INFO structure SHOULD <38>  be used to represent the membership view 
in the cluster. It is a custom -m arshalled structure that contains the following fields.  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

HasQuorum  UpNodesSize  

...  UpNodes (variable)  

...  

...  

HasQuorum (1 byte): A Boolean where TRUE indicates if the current view in the cluster has quorum.  

UpNodesSize (4 bytes): The number of nodes that are in the UP state in the cluster.  

UpNodes (variable): An array of bytes of length UpNodesSize  where each byte contains a node ID 
of a node that is in the UP state in the cluster.  

2.2.3.43  OS_AND_OS_VERSION_INFO  

The OS_AND_OS_VERSION_INFO structure SHOULD <39>  be used to determine the cluster nodeôs 
operating system version. It is a custom -marshalled structure that contains the  following fields.  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 
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0 1 2 3 4 5 6 7 8 9 

3 

0 1 

dwOSSize  

dwOSVersionSize  

OS (variable)  

...  

dwOSSize (4 bytes): Specifies the number of characters in the operating system string.  

dwOSVersionSize (4 bytes): Specifies the number of characters in the operating system version 
string.  

OS (variable): Specifies the location where the null - terminated Unicode  operating system string 
starts. A null - terminated string that represents the operating system version immediately follows 

the null termination of the operating system string.  

2.2.3.44  CLUS_DISK_NUMBER_INFO  

The CLUS_DISK_NUMBER_INFO structure SHOULD <40>  be used to get the disk number information.  
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 DiskNumber  

 BytesPerSector  

DiskNumber (4 bytes): Specifies the disk number.  

BytesPerSector (4 bytes): Specifies the number of bytes per sector of the disk.  

2.2.3.45  CLUS_PARTITION_INFO_EX2  

The CLUS_PARTITION_INFO_EX2 data structure SHOULD <41>  be used to store data about the disk 
partition  that is configure with a basic volume . 

The CLUS_PARTITION_INFO_EX2 data structure is the format in which a property v alue of syntax 

CLUS_SYNTAX_PARTITION_INFO_EX2, as specified in section 2.2.2.3 , is written as a property value, 
as specified in section 2.2.3.10.1 .  

CLUS_PARTITION_INFO_EX2 is a custom -marshaled data structure that has fields as follows.  

0 1 2 3 4 5 6 7 8 9 
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0 1 2 3 4 5 6 7 8 9 
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0 1 2 3 4 5 6 7 8 9 

3 

0 1 

dwFlags  

szDeviceName_(520_bytes)  

...  

...  

szVolumeLabel_(520_bytes)  

...  

...  

dwSerialNumber  

rgdwMaximumComponentLength  

dwFileSystemFlags  

szFileSystem_(64_bytes)  

...  

...  

TotalSizeInBytes  
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...  

FreeSizeInBytes  

...  

DeviceNumber  

PartitionNumber  

VolumeGuid_(16_bytes)  

...  

...  

GptPartitionId_(16_bytes)  

...  

...  

szPartitionName_(520_bytes)  

...  

...  

EncryptionFlags  

dwFlags (4 bytes): An unsigned 32 -bit integer that indicates characteristics  of the partition. Can 
be a combination of the following value s.  

Value  Meaning  

0x00000000  No flags are set.  

CLUSPROP_PIFLAG_STICKY  

0x00000001  

The volume  is configured with a drive letter.  

Can be combined with any other flag.  

CLUSPROP_PIFLAG_USABLE 

0x00000004  

The partition is formatted with a file system that is usable by the 
cluster software. This flag SHOULD be set only if the partition is 
formatted with the NT file system (NTFS) . 

Can be  combined with any other flag, but MUST be set if 
CLUSPROP_PIFLAG_DEFAULT_QUORUM is set.  

CLUSPROP_PIFLAG_DEFAULT_QUORUM  

0x00000008  

Indicates that the smallest NTFS partition MUST be at least 
50,000,000 bytes in size.  

Can be combined with any other flag, b ut 
CLUSPROP_PIFLAG_USABLE MUST also be set if this flag is set.  

szDeviceName_(520_bytes): A fixed - length buffer that contains a null - terminated Unicode string  
based on the following rules:  



92  / 644  

[MS -CMRP] -  v20171201  
Failover Cluster: Management API (ClusAPI) Protocol  
Copyright © 2017 Microsoft Corporation  
Release:  December 1, 2017  

Á If t he volume has a drive letter and the state of the designated storage resource is 
ClusterResourceOnline, the server MUST return the drive letter of the volume followed by a 

Unicode  ':'.  

Á If the vo lume is not configured with a drive letter and the resource is online, the server MUST 

return a string of the form " \ \ ?\ Volume{GGG}" where GGG is the identifier of the volume.  

Á If the resource is offline, the server MUST return a string of the form 
"\ \ ?\ GLOBALROOT\ Device \ HarddiskNNN \ PartitionYYY", where NNN is the disk number and YYY 
is the partition number ( [MS -DMRP] ).  

Note: If the resource is offline, the remaining fields in this structure are left unfilled and MUST 
NOT be considered valid data.  

szVolumeLabel_(520_bytes): A fixed - length buffer that contains the file system label. This field is 

a null - terminated Unicode string.  

dwSerialNumber (4 bytes): An unsigned 32 -bit integ er that is the serial number assigned by the 
operating system when the partition was formatted.  

rgdwMaximumComponentLength (4 bytes): An unsigned 32 -bit integer specifying the maximum 
length, in characters, of a file name component that is supported by the  specified file system. A 
file name component is the portion of a file name between " \ " characters.  

dwFileSystemFlags (4 bytes): An unsigned 32 -bit integer that identifies the file system flags.  

szFileSystem_(64_bytes): A fixed - length buffer 64 bytes long that contains a null - terminated 
Unicode string representing the name of the file system, as specified in [MS -DMRP].  

TotalSizeInBytes (8 bytes): An unsigned 64 -bit integer specifying the total size, in bytes, of the 
volume.  

FreeSizeInBytes (8 bytes): An uns igned 64 -bit integer specifying the size, in bytes, of the 
unallocated space on the volume.  

DeviceNumber (4 bytes): An unsigned 32 -bit integer indicating the disk number.  

PartitionNumber (4 bytes): An unsigned 32 -bit integer indicating the partition number , as specified 
in [MS -DMRP].  

VolumeGuid_(16_bytes): A 128 -bit value that contains the volume identifier . 

GptPartitionId_(16_bytes): A 128 -bit value that contains the GUID Partition Table identif ier.  

szPartitionName_(520_bytes): A fixed - length buffer that contains the partition name. This field is 
a null - terminated Unicode string.  

EncryptionFlags  (32 bits): A 32 -bit integer that indicates the encryption status on the partition. Can 
be a combinatio n of the following values.  

Value  Meaning  

0x00000000  No flags are set.  

ENCRYPTION_ENABLED 

0x00000001  

Encryption is enabled.  

ENCRYPTION_DECRYPTED 

0x00000004  

Data is fully decrypted.  

ENCRYPTION_ENCRYPTED Data is fully encrypted.  

%5bMS-DMRP%5d.pdf#Section_19a16e20072f4d74a245ce4df2f1ecdd


93  / 644  

[MS -CMRP] -  v20171201  
Failover Cluster: Management API (ClusAPI) Protocol  
Copyright © 2017 Microsoft Corporation  
Release:  December 1, 2017  

Value  Meaning  

0x00000008  

ENCRYPTION_DECRYPTING 

0x00000010  

When encryption is disabled decryption starts.  

ENCRYPTION_ENCRYPTING 

0x00000020  

Encryption in progress.  

ENCRYPTION_PAUSED 

0x00000040  

Encryption/Decryption is put on pause state.  

 

2.2.3.46  NodeUtilizationInfo  

The NodeUtilizationInfo  structure <42>  represents the information about a designated node and its 

utilization in the cluster. It is a custom -marshalled structure that contains the following field s. 
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NodeName (variable)  

...  

...  

...  

NodeId  

TotalMemory  

...  

AvailableMemory  

...  

AvailableMemoryAfterReclamation  

...  

NodeAverageCpuUsage  

...  

LpCount  

NodeMaxCpuReserve  






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































